WAVES SERIES

3107 —%

Design Constraints
for NFC Devices

Dominique Paret

| — WILEY



[y ——
Tor NEC Davicws




PG3939
File Attachment
Thumbnail.jpg





Design Constraints for NFC Devices






Design Constraints for
NFC Devices

Dominique Paret

WILEY



First published 2016 in Great Britain and the United States by ISTE Ltd and John Wiley & Sons, Inc.

Apart from any fair dealing for the purposes of research or private study, or criticism or review, as
permitted under the Copyright, Designs and Patents Act 1988, this publication may only be reproduced,
stored or transmitted, in any form or by any means, with the prior permission in writing of the publishers,
or in the case of reprographic reproduction in accordance with the terms and licenses issued by the
CLA. Enquiries concerning reproduction outside these terms should be sent to the publishers at the
undermentioned address:

ISTE Ltd John Wiley & Sons, Inc.
27-37 St George’s Road 111 River Street
London SW19 4EU Hoboken, NJ 07030
UK USA

www.iste.co.uk www.wiley.com

© ISTE Ltd 2016

The rights of Dominique Paret to be identified as the author of this work have been asserted by him in
accordance with the Copyright, Designs and Patents Act 1988.

Library of Congress Control Number: 2016933848

British Library Cataloguing-in-Publication Data
A CIP record for this book is available from the British Library
ISBN 978-1-84821-884-0




Contents

Acknowledgements. . . ... ... . ... ... .. ... ... .. xi
Preface . . .. ... . . . ... xiii
Introduction . . . . .. ... Xvil

Part 1. Introduction to — and
Reminders About—-NFC . . . . ... ... ... ... ... . ... ... ... 1

IntroductiontoPart1. . . ... ... ... .. ... ... .. ... .. 3

Chapter 1. Recap of the Principles

EmployedinNFC . . .. ... ... ... .. ... .. ... .. ... 5
1.1. The physical fundaments of “contactless”
and NFC . . . . . 5
1.1.1. Phenomenon of propagation
andradiation . ... ... ... ... .. 5
1.1.2. Classification of fields and
spatial regions. . . . . ... ... 6
1.1.3. Spatial regions. . . . . . . . ... ... 6
1.1.4. Far field: r >> A/2x (Fraunhofer zone) . ............... 6
1.1.5. Intermediary field: r approximately
equalto A (Fresnelzone) .. ................ ... ... 7
1.1.6. Near field: r << A/2m (Rayleigh zone)
andthe originof NFC . . . . . . ... ... .. ... ... ... ... 7
1.1.7. Remarks on contactless, RFID
and NFC applications . . . ... ........ . ... .. ... ....... 7
1.2. Theconcept of NFC. . . . . ... ... ... ... ... . ... ... 9

1.2.1.Biot—Savartlaw. . . . . .. ... ... ... . 10



vi  Design Constraints for NFC Devices

1.2.2. Field H at a point on the axis of a

circularantenna. . . . . ... ... ...
1.2.3. Decrease in the field H as a

functionof “d” . . .. ... ..
1.2.4. Field H at a point on the axis

ofarectangularantenna. . . . ... .............. .. .......

Chapter 2. Normative Constraints of NFC . . . . . .. ... ... ... ..

2.1. Introduction. . . . . ... ...
2.1.1. Normative, regulatory and NFC
market constraints . . . . . . ... ...
2.1.2. Alittle bitof vocabulary. . . .. .....................
2.13.NOrm .« ... e
2.14.Standard . . ... ...
2.2. Normative constraints. . . . . . . .. ... ..o v v v
2.2.1. Uplink from initiator to targets . . . . . . ... ... ..........
2.2.2. “Contactless” normative constraints
on NFCdeviceantennae . ... ...............u.uui.....
23.Conclusion . . .. ... ...

Chapter 3. Regulatory Constraints
and Recommendations . . . .. ........... .. ... ..........

3.1. Regulatory constraints specific to

NFCand NFCantennas . . . . ... ... ... ...,
3.1.1. State of RF regulations. . . . .. .....................
3.1.2. Constraints pertaining to radiation
and pollutionby NFC . . . ... .. ... ... ... .. ...... ... ......
3.1.3. The ERC 70 03 recommendation
and the ETSI300330norm . .. ........... . . ...........
3.2. Constraints due to recommendations . . . ................
3.2.1. Exposure of the human body to EM fields . . . ... .........
3.2.2. Societal constraints due to
individual freedoms (privacy) . ... .. ... ... . .. ... ...
3.2.3. Environmental constraints. . . . ... .. ... ... ... .. ... ..

3.3. Constraints of the NFCmarket . . . . ... ....... ... ........
3.3.1. NFC applications of short range devices . . . . .. ... .......
3.3.2. Costs and market prices desired byusers. . . . .. ... .......
3.3.3. Beware of false advertising . . . . ... .................

10

13

14

17
17

17
18
19
19
19
20

27
36

39

39
39

41

41
45
46

48
50
52
52
52
53



Contents  vii
Part 2. Constraints Due to the Field
of Applications of NFC. . . . . ... ... ... ... .. ... ... ....... 55
IntroductiontoPart2. . .. ... ... ... .. ... ... .. . ... 57
Chapter 4. Applicational Typologies
of the NFC and their Consequences . . . . .. ................ 59
4.1. Applicational typologies of the NFC. . . . .. ... ... ... ... 59
4.1.1. Technologies . .. ... ... ... 59
4.1.2. “NFC Forum Devices” and “NFC
Forum Tags” . ... .. .. . 60
4.1.3. “Modes” of communication of
an NFC Forum Device. . . . ... ....... ... ...... . ....... 62
4.1.4. Role of an NFC Forum Device. . . . ... ............... 63
4.1.5. Applicational typological possibilities
and theirconstraints . . . . . . ... ... ... ... ... 64
4.2. Application consequences and
their direct constraints . . . . . . .. ... ... ... 67
42.1. Touch& Gotypology . ... ..... ... .. ... ... 67
4.2.2. Touch & Confirm typology . . . . . .. ... ... ... ... ..... 67
4.2.3. Touch & Connecttypology . . . . . ................... 67
4.2.4. Touch & Explore typology . . . .. ........ ... ......... 68
Chapter 5. Constraints Due to
Fields of Application . . . . ... ... ... ... ... ... ........... 69
5.1. Range of technical possibilities
ofapplications. . . . .. ... .. .. ... .. 69
5.1.1. In architectures and electronic functions . . . .. ........... 69
5.1.2. Shapes, dimensions and form
factors (publicity aside) . ... ........ ... . ... .. ... . ..., 70
5.1.3. Remarks and some clarifications
aboutthetable. . . ... ... ... ... ... ... 70
5.1.4. Targets/tags for the monitoring
of long-distanceraces . . . . . .. ... ... .. ... 72
5.1.5. Targets/tags for monitoring luxury items. . . . . ... ........ 72
5.2. Segmentation, typologies of markets,
their problems and their incidences, and direct
technical constraints on NFC devices . . . .. ........ ... ....... 73
5.2.1. Market sectors and typologies . . . ... ... ............. 74
5.3.Mobile telephony . . .. ... ... ... 75
5.4. Banks/money matters/payments. . . . . .. .. ... ... 77
S55.Transport . . ..o o 78



viii  Design Constraints for NFC Devices
5.5.1. 1st case: card emulation mode in
battery-assisted and then flat battery . . . . ... ............... 81
5.5.2. 2nd case: card emulation mode
withbatteryout. . . . ... ... ... . 81
5.5.3. 3rd case: collisions and loading effects . . . . .. ........... 82
5.6. Automobiles . . . . ... 82
5.6.1. Consumer electronics . . . . ... ... ... ... . 85
5.77.Healthcare. . . . ... ... . . . ... 88
5.8. Communicating objects. . . . . .. . ... 89
58.1.NFCtablets . ... ... ... .. . ... . ... ... 89
582.NFCUSBKkey. . . ... .. e 90
5.8.3. NFC communication and promotional objects. . . . ... ... ... 91
5.8.4. “Add-on” NFC devices, sticks, and stickers . . . . .......... 92

Part 3. Applicational Constraints
Needing to be Solved when Designing

NFC Systems and theirAntennas . . . . . ... ................ 95
IntroductiontoPart3. . . ... ... ... ... .. . ... L 97
Chapter 6. Structural ConstraintsinNFC. . . . . . ... ... ... ... .. 99
6.1. Constraints due to the form factors
oftheantennas. . . . . ... ... .. ... . .. .. ... 99
6.2. Constraints due to variations of the
operating distance. . . . . . . . . ... 100
6.2.1. Distances and magnetic couplings. . . . ... ............. 100
6.3. Constraint of the maximum acceptable value
of the quality coefficient Q of the initiator antenna . . . . . ... ....... 100
6.4. Constraint of the value of return (retro)
modulation voltage . . . . .. ... ... 102
6.4.1. Passive Load Modulation (PLM) . ... ................ 103
6.4.2. Active Load Modulation (ALM) . ................... 106
Chapter 7. Functional Applicational Constraints . . .. ....... .. 111
7.1. Antenna tuning/detuning constraints . . . . . ... ... ... ... ... 111
7.1.1. The case of an initiator. . . . . ... .. ................. 111
7.1.2. Electrical representation of the target . . . . . .. ... ........ 112
7.1.3. “Tuned”, “untuned” and “detuned”
mobile phones. . . . ... ... 120
7.2. Constraints and influences of the environment . . . .. ... ....... 124

7.2.1. Physical influence of the environment . . . . .. ... ........ 124



Contents  ix

7.2.2. Impacts of the environment on the

antenna and its performance . . . ... ... ... ... ... ... ... 124
7.23.Electrical fieldsE. . . . .. ... ... ... . . . . 125
7.2.4. Magneticfield. . .. ....... ... . ... .. 128
Part 4. Conformity and
Interoperability Constraints . . . . .. ................... ... 137
IntroductiontoPart4. . . . .. ... ... ... .. . ... ... L. 139
Chapter 8. Conformity Constraints . . . ... ...... ... ... ... ... 141
8.1. Conformity tests for NFC devices . . ... ................. 141
8.2. Norms of “conformity” tests for NFCIPx. . . . .............. 142
8.2.1.ISO 23917 tests (NFC IP1 protocol) . ... .............. 143
8.2.2.ISO 22536 tests (NFC IP1 RF interface) . .............. 143
8.3. Electrical characterizations of the
nitiator antenna . . . . . . . .. ..o 146
8.3.1. The antenna’s inductance and resistance . . . . . ........... 146
8.3.2. Quality coefficient . . . ... ......... ... ............ 149
833.Bandwidth . . . . . ... ... .. 149
8.3.4. Tuning of the antenna and its
impedance matching. . . .. .. ... ... . ... ... .. ... 149
8.4. Method of adjustment of the target antenna. . . . . ... ......... 154
8.4.1. Absorption threshold, H thr . . .. ... ... .............. 154
8.4.2. Absorption in readingmode, H read . . . ... ............ 154
8.4.3. Resonance frequency, f res. . . . .................... 154
844 Bandwidth . . . .. ... ... L 155
8.5. Measuring methods for use with thetarget . . . .. ............ 155
8.6. Electrical measurements of the initiator antenna . . . . .. ... ... .. 156
8.6.1. Measuring the magnetic field H
radiated by the initiator . . . . . ... ... ... ... ... ... . ... ... 156
8.6.2. Measurement of the quality coefficient—Q . .. ... ... ... .. 158
8.6.3. Measuring Q in the application. . . . .. ................ 162
8.6.4. Measuring the bandwidth in the application . . . .. ... ... ... 163
8.7. Method for adjustment of whole systems . . . ... ............ 165
8.7.1. Measurements needing to be performed . . ... ... ... ..... 165
8.7.2. Order in which the measurements must be taken . . . ... ... .. 165
8.7.3. Energy domains, zero lines, and
safe operatingareas . . .. ... .. ... ... ... 165

8.8. Measuring tools . . . . .. ... ... 166



x  Design Constraints for NFC Devices

Chapter 9. Interoperability Constraints . . . . .. ... ... ...... ... 169
9.1. Norms and interoperability. . . . ... .................... 169
9.2. Problems of the tests; INCF ISO vs EMV
vs NFC Forum;etc. . . ... ... .. . . i it 170

9.2.1. EMV conformity tests . . . . ....................... 171
9.3. In practice: a few simple examples
of measurements . . ... ... ... ... ... 178
93.1.Example 1 . ... ... . ... ... ... 179
932.Example2 . . ... ... 181
9.3.3. Conformity tests of the NFC Forum. . . .. .............. 185
9.3.4. NFC Forum testing and certification
methods forthe lowerlevels . . .. ....................... 186

9.3.5. Testing the conformity of NFC with
the CEN — Comité européen de normalisation

(European Standardizing Committee). . . . ... ............... 187
9.3.6. What about overall interoperability? . . ................ 188
Conclusion. . . .. ... ... ... . ... 189
Bibliography. . . . . .. ... ... .. 197



Acknowledgements

During my long career in three disciplines — firstly as a professional and
industrialist at Philips/NXP Semi-Conductors, secondly and simultaneously
as a teacher at numerous engineering schools and universities, and finally,
for the past ten years, as founder of dp-Consulting (a firm of consultants and
independent technical experts) — I have had the opportunity to meet many
experts in this field. Therefore, it is extremely difficult to thank everyone
individually to whom thanks are due — that could fill an entire book and
more! In addition, as NFC (Near-Field Communication) has such a vast
range of applications, it would be fallacious to try to write such a book as
this on the subject alone, so my heartfelt thanks go to numerous colleagues
and friends:

—from NXP Semiconductors in Graz (Austria), Hamburg (Germany),
Monza (Italy), and Caen (France), with whom I have worked for many
years;

— customers, partners, and competitors whom [ frequently meet at
working meetings of the ISO and “mirror” commissions at AFNOR
(France’s standardization body).

In addition, in the coming chapters, I shall occasionally address some
specific acknowledgements to various friends for their help.

I also devote this book to the many, many readers who have followed me
over the years, through series of publications and technical reports. I owe to
you many of these words of gratitude, because it is thanks to you and for you
that I have been able to take my courage in both hands to squeeze as much
detail out of the subject as possible, with a view to presenting some of its



xii  Design Constraints for NFC Devices

mysteries in as didactic a fashion as possible! In any case, thanks again to
one and all for your help and your assiduousness in reading my work. If
these few words of thanks have encouraged you to persevere in learning the
technique and given you a vocation as a trainer and pedagogue, I would be
delighted.

Once again, my true thanks to all of you for your contributions and your
faithful friendship.



Preface

Why and for Whom is this Book Written?

Why

Working in the field of NFC (Near-Field Communication) since its very
beginnings (a little over 15 years now!), I have written a great deal about this
subject in the past. Many advances have been made on the basis of the
operational principles, and wonderful and highly wvaried applications
(software) in NFC (particularly with mobile phones). However (there is
always a but), there has been relatively little detailed literature produced on
the specific functions and the mysteries of application-specific integrated
circuits and antennas (hardware) involved in NFC, and less still about the
physical layers — the air interface. It is my hope that this book will go a long
way towards filling that void.

Therefore, I would rather clarify the situation immediately. It is not out of
pure ideology that I wish to rectify this shortcoming, but instead because it is
a day-to-day reality. Designers and users often graciously overlook certain
constraints, thinking “It will work fine without it”! However, communicating
through the air interface, networked antennae, the various form factors of
different applications and physical environments, their problems are
unfortunately truths that must be taken into account, and without which
nothing constructive can be achieved.

For whom

Having been a technical consultant for many years to numerous
companies in navigating these mysterious waters, and in view of the thriving
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NFC market, 1 have designed this book to serve engineers, technicians,
students, and the growing number of new arrivals to this domain, to help
them avoid certain pitfalls. At present, there is little information or basic
technical and application training available on these subjects. Hence, today, |
offer this book to give you an initiation in the field and a specific knowledge
of the constraints of design devoted to NFC devices, and 1 have taken it upon
myself to gather, compile, and collate a technical database made up of
various generic industrial examples, concrete and highly-detailed examples
of “designs for NFC devices and possibly more”, with widespread
involvement from my company “dp-Consulting”.

The aim of this book is not to be a coverall in marketing, or a joyous
ramble through the subject, but a technical reference offering an in-depth
examination of all the technical details and all the functional and application
issues pertaining to these technologies. As readers will discover over the
course of the book, the field of applications and usages is enormously
varied — ranging from the exchange of dematerialized data to secure
payment, controlled by a pocket device (such as a mobile phone or a
camera), which can also be used as a chip card or a reader, a television, in a
car, etc. Thus, we have a multitude of “form factors”, environments, etc.,
leading to a multitude of technical problems where antennas are concerned!

Additionally, so as not to hamper readers’ understanding of the devices
presented herein, I have done my utmost to make the book as clear and
instructive as possible, so they can instantly see the point being made and the
link between theory, technological aspects, financial factors, etc.

For now, I hope that readers will find this book enjoyable and
illuminating. Above all, enjoy it, because it is for you (not for me) that |
have written it! On that point, if any shadow of a doubt remains, readers are
always welcome to contact me to put forward any comments, remarks,
questions, etc. (provided they are constructive, of course) about the
substance and the form of this book, via e-mail at dp-consulting@orange.fr.

IMPORTANT NOTES.— It must also be noted that this book is intended to
complement many of my other works. Those works offer a more specific,
even more detailed focus on the techniques used in contactless technology, in
near fields in HF and NFC, and the implementation of those techniques. This
further reading should also sate the technical curiosity of the vast majority of
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users. Note, also, that I have borrowed and reproduced from those books' a
number of sections written previously, because sometimes it is very difficult
not to simply rewrite the same things on the same subjects, all the more so
given that those writings on the physical fundaments of NFC date from the late
19th Century (Biot, Savart, Maxwell and Laplace). Given that this field is
evolving rapidly, it will inevitably be necessary to update the content of these
books in three or four years’ time, but in any case, until then at least readers
will have the fundamental principles in place!

Warning

This book is intended to serve as an introduction to, and a detailed,
instructive presentation of, the principles and constraints of NFC, and also to
give people coming into this field an overall conceptual and applicational
view of it.

EXTREMELY IMPORTANT NOTE.— From the very start, I wish to draw readers’
attention to the important fact that, in order to give adequate coverage of the
field of NFC, this book describes a great many patented technical principles,
subject to the holding of licences and their associated rights (bitcodes,
communication techniques, etc.). They have already been published in
official professional technical texts/communications, or at conferences/
public seminars, but above all, they must be used in accordance with the
legislation in force.

Dominique PARET
February 2016

1 Numerous documents and articles previously written by Dominique Paret and prepared for
other technical publications have been included and adapted:

— Applications en identification radiofréquence et cartes a puces sans contact, vol. 1, Dunod,
Paris, 2003.

— RFID and Contactless Smart Card Applications, Wiley, Hoboken, 2005.

— NFC (Near Field Communication). Principes et applications de la communication en
champ proche, Dunod, Paris, 2012.






Introduction

This book is specifically devoted to the design (theoretical and practical)
of antennas for “NFC devices”, irrespective of their environments, sizes, and
applications (readers, tags, mobile phones in card emulation mode, peer-to-
peer (P2P) mode, tablets, communicating objects, TVs, photo frames, etc.).

Before going into detail about the content of the individual chapters, it is
assumed that readers already have some degree of familiarity with the field
of radiofrequency (RF) and know roughly what the term “NFC” covers.
Therefore, after a brief recap of the basics of the technical constraints and
the normative framework which must always be borne in mind, we shall
carry out a detailed examination of the designs of 13.56 MHz antennas for
NFC “initiators” and “targets”, but also of all the problems of mutual
interactions between initiators and targets which must always be taken into
account in order to ensure the correct operation of an NFC setup.

Readers should take note right now that when reading this book, they
should always be conscious of the problems that may be caused by the
physical layer (the medium and its management). The challenge here, then,
is to present this book in as appropriate and clear a way as possible to help in
understanding all these issues. After much reflection and discussion, a
choice had to be made in favor of an overarching, clearly-didactic
presentation, so that readers can easily orientate themselves in the maze of
all these laws of communication, which many of our readers will discover
and employ in years to come.
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The division of the table of contents gives a very clear roadmap to follow
in order to gain a helpful view of the concrete design of antennas for all sorts
of “NFC devices”, and of the state-of-the-art in the field.

And now, dear friends, to work!



PART 1

Introduction to — and
Reminders About — NFC






Introduction to Part 1

The first part of this book is divided into three chapters. In Chapter 1, the
aim is to recap the operational principles of near-field communication (NFC)
succinctly.

Chapters 2 and 3 describe the rigid structure of normative and regulatory
constraints which apply to NFC elements, and primarily the design of their
radiofrequency stages, their antennas and the connective problems directly
associated therewith.

Although this first part of the book is an introduction, it encapsulates
numerous technical points which are important to know in order to
appreciate the application problems of today’s world and of these devices.

It is now for you, the readers, to discover all this for yourselves.

Design Constraints for NFC Devices, First Edition. Dominique Paret.
© ISTE Ltd 2016. Published by ISTE Ltd and John Wiley & Sons, Inc.



