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Preface

This Wireless Communications Security book summarizes key aspects related to radio access
network security solutions and protection against malicious attempts. As such a large number
of services depend on the Internet and its increasingly important wireless access methods now
and in the future, proper shielding is of the utmost importance. Along with the popularization
of wireless communications systems such as Wi-Fi and cellular networks, the utilization of the
services often takes place via wireless equipment such as smartphones and laptops supporting
short and long range radio access technologies. Threats against these services and devices are
increasing, one of the motivations of the attackers being the exploitation of user credentials
and other secrets to achieve monetary benefits. There are also plenty of other reasons for crim-
inals to attack wireless systems which thus require increasingly sophisticated protection
methods by users, operators, service providers, equipment manufacturers, standardization
bodies and other stakeholders.

Along with the overall development of IT and communications technologies, the environment
has changed drastically over the years. In the 1980s, threats against mobile communications
were merely related to the cloning of a user’s telephone number to make free phone calls and
eavesdropping on voice calls on the unprotected radio interface. From the experiences with
the relatively poorly protected first-generation mobile networks, modern wireless communi-
cations systems have gradually taken into account security threats in a much more advanced
way while the attacks are becoming more sophisticated and involve more diversified motiva-
tions such as deliberate destruction of the services and ransom-type threats. In addition to all
these dangers against end-users, security breaches against the operators, service providers and
other stakeholder are on the rise, too. In other words, we are entering a cyber-world, and the
communications services are an elemental part of this new era.

The Internet has such an integral role in our daily life that the consequences of a major
breakdown in its services would result in chaos. Proper shielding against malicious attempts
requires a complete and updated cyber-security to protect the essential functions of societies
such as bank institutes, energy distribution and telecommunications infrastructures. The trend
related to the Internet of Things (IoT), with estimations of tens of billions of devices being
taken into use within a short time period, means that the environment is becoming even more



xiv Preface

challenging due to the huge proportion of the cheaper IoT devices that may often lack their
own protection mechanisms. These innocent-looking always-connected devices such as intel-
ligent household appliances — if deployed and set up improperly — may expose doors deeper
into the home network, its services and information containers, and open security holes even
further into the business networks. This is one of the key areas in modern wireless security
preparation.

As my good friend Alfredo so well summarized, the Internet can be compared to nuclear
powers; it is highly useful while under control, but as soon as security threats are present, it
may lead to major disaster. Without doubt, proper protection is thus essential. This book
presents the solutions and challenges of wireless security by summarizing typical, currently
utilized services and solutions, and paints the picture for the future by presenting novelty
solutions such as advanced mobile subscription management concepts. I hope you find the
contents interesting and relevant in your work and studies and obtain an overview on both the
established and yet-to-be-formed solutions of the field. In addition to this book, the contents
are available in eBook format, and you can find additional information and updates from the
topics at www.tlt.fi, which complement the overall picture of wireless security. As has been the
case with my previous books published by Wiley, I would be glad to receive your valuable
feedback about this Wireless Communications Security book directly via my email address:
Jyrki.penttinen @ hotmail.com.

Jyrki T. J. Penttinen
Morristown, NJ, USA
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Introduction

1.1 Introduction

Wireless Communications Security: Solutions for the Internet of Things presents key aspects
of the mobile telecommunications field. The book includes essential background information
of technologies that work as building blocks for the security of the current wireless systems
and solutions. It also describes many novelty and expected future development options and
discusses respective security aspects and protection methods.

This first chapter gives an overview to wireless security aspects by describing current and most
probable future wireless security solutions, and discusses technological background, challenges
and needs. The focus is on technical descriptions of existing systems and new trends like the
evolved phase of Internet of Things (IoT). The book also gives an overview of existing and poten-
tial security threats, presents methods for protecting systems, operators and end-users, describes
security systems attack types and the new dangers in the ever-evolving mobile communications
networks and Internet which will include new ways of data transfer during the forthcoming years.

Chapter 1 presents overall advances in securing mobile and wireless communications, and
sets the stage by summarizing the key standardization and statistics of the wireless communi-
cations environment. This chapter builds the base for understanding wireless network security
principles, architectural design, deployment, installation, configuration, testing, certification
and other security processes at high level while they are detailed later in the book. This chapter
also discusses the special characteristics of the mobile device security, presents security archi-
tectures and gives advice to fulfil the regulatory policies and rules imposed. The reader also
gets an overview about the pros and cons of different approaches for the level of security.

In general, this book gives the reader tools for understanding the possibilities and challenges
of wireless communications, the main weight being on typical security vulnerabilities and
practical examples of the problems and their solutions. The book thus functions as a practical
guide to describe the evolvement of the wireless environment, and how to ensure the fluent
continuum of the new functionalities yet minimize potential risks in the network security.

Wireless Communications Security: Solutions for the Internet of Things, First Edition. Jyrki T. J. Penttinen.
© 2017 John Wiley & Sons, Ltd. Published 2017 by John Wiley & Sons, Ltd.
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1.2 Wireless Security
1.2.1 Background and Advances

The development of wireless communications, especially the security aspects of it, has been
relatively stable compared to the overall issues in the public Internet via fixed access until early
2000. Nevertheless, along with the enhanced functionalities of smart devices, networks and
applications, the number of malicious attacks has increased considerably. It can be estimated
that security attacks, distribution of viruses and other illegal activities increase exponentially
in a wireless environment along with the higher number of devices and users of novelty solu-
tions. Not only are payment activities, person-to-person communications and social media
types of utilization under constant threat, but furthermore one of the strongly increasing secu-
rity risks is related to the Machine-to-Machine (M2M) communications which belong in
the IoT realm. An example of a modern threat is malicious code in an Internet-connected
self-driving car. In the worst case, this may lead to physically damaging the car’s passengers.

There is a multitude of ideas to potentially change the role of the current Subscriber Identity
Module (SIM), or Universal Integrated Circuit Card (UICC) which has traditionally been a
solid base for the 3rd Generation Partnership Program (3GPP) mobile communications as it
provides a highly protected hardware-based Secure Element (SE). Alternatives have been
presented for modifying or for replacing the SIM/UICC concept with, e.g., cloud-based
authentication, authorization and payment solutions. This evolution provides vast possibilities
for easing the everyday life of end-users, operators, service providers and other stakeholders
in the field, but it also opens unknown doors for security threats. The near future will show the
preferred development paths, one of the logical possibilities being a hybrid solution that keeps
essential data like keys within hardware-protected SEs such as SIM/UICC cards while, e.g.,
mobile payment would benefit from the flexibility of the cloud concept via dynamically
changing tokens that have a limited lifetime.

In the near future, the penetration of autonomously operated devices without the need for human
interactions will increase considerably, which results in much more active automatic communica-
tion, e.g., the delivery of telemetric information, diagnostics and healthcare data. The devices act
as a base for value-added services for vast amounts of new solutions that are still largely under
development or yet to be explored. Nevertheless, the increased share of such machines attached to
networks may also open new security threats if the respective scenarios are not taken into account
in early phases of the system, hardware (HW) and software (SW) development.

The field of new subscription management, along with the IoT concept, automatised
communications and other new ways of transferring wireless data, will evolve very quickly.
The updated information and respective security mechanisms are highly needed by the industry
in order to understand better the possibilities and threats, and to develop ways to protect end-
users and operators against novelty malicious attempts. Many of the solutions are still open
and under standardization. This book thus clarifies the current environment and most probable
development paths interpreted from the fresh messages of industry and standardization fields.

1.2.2 Statistics

In the mobile communications, wireless Local Area Networks (LANs) are perhaps the most
vulnerable to security breaches. Wi-Fi security is often overlooked by both private individuals
and companies. Major parts of wireless routers have been equipped in advance with default
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settings in order to offer fluent user experience for installation especially for non-technical
people. Nevertheless, this good aim of the vendors leads to potential security holes for some
wireless routers and access points in businesses and home offices due to poor or non-existing
security. According to Ref. [21], around 25% of wireless router installations may be suffering
from such security holes. From tests executed, Ref. [21] noted in 2011 that 61% of the studied
cases (combined 2133 consumer and business networks) had a proper security set up either via
Wi-Fi Protected Access (WPA) or Wi-Fi Protected Access, enhanced (WPA2). For the rest of
the cases, 6% did not have security set up at all while 19% used low protection of Wired
Equivalent Privacy (WEP), 11% used default credentials, and 3% used hidden Service Set
Identifier (SSID) without encryption.

Ref. [26] presents recent statistics of Internet security breaches, and has concluded that the
three most affected industries are public, information and financial services. Typical ways for
illegal actions include the following:

* Phishing. Typically in the form of email, the aim is to convince users to change their
passwords for banking services via legitimate-looking web pages. The investigations of
Ref. [26] shows that phishing is nowadays more focused and continues being successful for
criminals as 23% of users opened the phishing email, and 11% clicked the accompanying
attachments.

* Exploitation of vulnerabilities. As an example, half of the common vulnerabilities and
exposures during 2014 fell within the first two weeks which indicates the high need for
addressing urgent breaches.

* Mobile. Ref. [26] has noted that Android is clearly the most exploited mobile platform. Not
necessarily due to weak protection as such, but 96% of malware was focused on Android
during 2014. As a result, more than 5 billion downloaded Android apps are vulnerable to
remote attacks, e.g., via JavaScript-Binding-Over-HTTP (JBOH) which provides remote
access to Android devices. Nevertheless, even if the mobile devices are vulnerable to
breaches, after filtering the low-grade malware, the amount of compromised devices has
been practically negligible. An average of only 0.03% of smartphones per week in the
Verizon network during 2014 were infected with higher grade malicious code.

* Malware. Half of the participating companies discovered malware events during 35 or
fewer days during the period of 2014. Malware is related to other categories like phishing
which is the door for embedding malicious code to user’s devices. Depending on the industry
type, the amount of malware varies, so, e.g., financial institutes protect themselves more
carefully against phishing emails which indicates a low malware proportion.

* Payment card skimmers and Point-of-Sale (POS) intrusions. This breach type has
gained big headlines in recent years as there have been tens of millions of affected users per
compromised retailer.

* Crimeware. The recent development indicates the increase of Denial-of-Service (DoS)
attacks, with Command and Control (C2) continuing to defend its position in 2014.

* Web app attacks. Virtually all the attacks in this set, with 98% share, have been opportu-
nistic in nature. Financial services and public entities are the most affected victims. Some
methods related to this area are the use of stolen credentials, use of backdoor or C2, abuse
of functionality, brute force and forced browsing.

* Distributed Denial-of-Service (DDoS) attacks. This breach type is heavily increasing.
Furthermore, DDoS attacks are being prepared increasingly via malware. The attacks rely
on improperly secured services like Network Time Protocol (NTP), Domain Name System
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(DNS) and Simple Service Discovery Protocol (SSDP) which provide the possibility to
spoof IP addresses.

* Physical theft and insider misuse. These are related to human factors; in general, this
category belongs to the ‘opportunity makes theft’, which is very challenging to remove
completely as long as the chain of trust relies on key personnel who might have the possi-
bility and motivation to compromise or bypass security. Detecting potential misuse by
insiders is thus an important role to prevent and reveal fraudulent attempts early enough.
This detection can be related to deviation of the data transfer patterns, login attempts, time-
based utilization and, in general, time spent in activities that may indicate dissatisfaction at
the working place.

* Cyber espionage. According to Ref. [26], especially manufacturing, government and
information services are noted to be typical targets of espionage. Furthermore, the most
common way to open the door for espionage seems to be the opening of an email attachment
or link.

* Any other errors that may open doors for external or internal misuse.

More detailed information about data breach statistics and impacts in overall IT and wireless
environments can be found in Ref. [26].

1.2.3  Wireless Threats
1.2.3.1 General

Wireless communications systems provide a functional base for vast opportunities in the area
of IoT including advanced multimedia and increasingly real-time virtual reality applications.
Along with the creation and offering of novelty commercial solutions, there also exist com-
pletely new security threats that are the result of such a fast developing environment such that
users and operators have not yet fully experienced the real impacts. Thus, there is a real need
for constant efforts to identify the vulnerabilities and better protect any potential security
holes. The following sections present some real-world examples of the possibilities and
challenges of wireless communications, the weight being in the discussion of security vulner-
abilities and their solutions.

Protection in the wireless environment largely follows the principles familiar from fixed
networks. Nevertheless, the radio interface especially, which is the most important difference
from the fixed systems, opens new challenges as the communications are possible to capture
without physical ‘wire-tapping’ to the infrastructure. Knowledgeable hackers may thus try to
unscramble the contents either in real time or by recording the traffic and attacking the con-
tents offline without the victims’ awareness. The respective protection level falls to the value
of the contents — the basic question is how much end-users, network operators and service
providers should invest in order to guarantee the minimum, typical or maximum security.
As an example, the cloud storage for smart device photos would not need to be protected too
strongly if a user uploads them to social media for public distribution. The scenery changes,
though, if a user stores highly confidential contents that may seriously jeopardize privacy if
publicly exposed. There are endless amounts of examples about such incidences and their
consequences, including the stealing and distribution of personal photos of celebrities.
Regardless of the highly unfortunate circumstances of these security breaches, they can also



