




IT Auditing and Application
Controls for Small and
Mid-Sized Enterprises



Founded in 1807, John Wiley & Sons is the oldest independent publishing company in 
the United States. With offices in North America, Europe, Asia, and Australia, Wiley 
is globally committed to developing and marketing print and electronic products and 
services for our customers’ professional and personal knowledge and understanding.

The Wiley Corporate F&A series provides information, tools, and insights to corpo-
rate professionals responsible for issues affecting the profitability of their company, from 
accounting and finance to internal controls and performance management. 



IT Auditing and Application 
Controls for Small and 
Mid-Sized Enterprises

Revenue, Expenditure, Inventory, 
Payroll,  and More

JASON WOOD 

WILLIAM BROWN 

HARRY HOWE



Cover Image: © iStockphoto/Andrey Prokhorov
Cover Design: Wiley

Copyright © 2013 by John Wiley & Sons, Inc. All rights reserved.

Published by John Wiley & Sons, Inc., Hoboken, New Jersey.
Published simultaneously in Canada.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any 
form or by any means, electronic, mechanical, photocopying, recording, scanning, or otherwise, 
except as permitted under Section 107 or 108 of the 1976 United States Copyright Act, without 
either the prior written permission of the Publisher, or authorization through payment of the 
appropriate per-copy fee to the Copyright Clearance Center, Inc., 222 Rosewood Drive, Danvers, 
MA 01923, (978) 750-8400, fax (978) 646-8600, or on the Web at www.copyright.com. Requests 
to the Publisher for permission should be addressed to the Permissions Department, John Wiley & 
Sons, Inc., 111 River Street, Hoboken, NJ 07030, (201) 748-6011, fax (201)  748-6008, or online 
at http://www.wiley.com/go/permissions.

Limit of Liability/Disclaimer of Warranty: While the publisher and author have used their best 
efforts in preparing this book, they make no representations or warranties with respect to the 
accuracy or completeness of the contents of this book and specifically disclaim any implied war-
ranties of merchantability or fitness for a particular purpose. No warranty may be created or 
extended by sales representatives or written sales materials. The advice and strategies contained 
herein may not be suitable for your situation. You should consult with a professional where 
appropriate. Neither the publisher nor author shall be liable for any loss of profit or any other 
 commercial damages, including but not limited to special, incidental, consequential, or other 
damages.

For general information on our other products and services or for technical support, please 
 contact our Customer Care Department within the United States at (800) 762-2974, outside the 
United States at (317) 572-3993 or fax (317) 572-4002.

Wiley publishes in a variety of print and electronic formats and by print-on-demand. Some 
 material included with standard print versions of this book may not be included in e-books or 
in print-on-demand. If this book refers to media such as a CD or DVD that is not included in the 
version you purchased, you may download this material at http://booksupport.wiley.com. For 
more information about Wiley products, visit www.wiley.com.

Library of Congress Cataloging-in-Publication Data:

Wood, Jason, 1976–
 Information technology auditing and application controls for small and mid-sized businesses : 
revenue, expenditure, inventory, payroll, and more / Jason Wood, William C. Brown, Harry Howe.
  pages cm. — (Wiley corporate F&A series)
 Includes bibliographical references and index.
 ISBN 978-1-118-07261-5 (cloth) — ISBN 978-1-118-22245-4 (ePDF) —  
ISBN 978-1-118-23319-1 (ePub) — ISBN 978-1-118-80102-4 (oBook) 1. Information 
technology—Auditing. 2. Small business—Information technology. I. Brown, William C. 
(Business writer) II. Howe, Harry, 1952– III. Title. 
 HD30.2.W66 2013
 658.150285—dc23

2013025396

Printed in the United States of America
10   9   8   7   6   5   4   3   2   1

http://www.copyright.com
http://www.wiley.com/go/permissions
http://booksupport.wiley.com
http://www.wiley.com


A warm and loving thank you to our respective families, 
who gave us the time to undergo this effort.

Thank you to my wife, Heather, and children, Stephen, 
Kaitlyn, and Andrew, for giving me encouragement and 

support. —Jason Wood

I thank my wife, Bonnie, for being patient and support-
ive and always wearing a smile. —William Brown

Thank you to my wife, Lauren, and sons, Benjamin and 
Noah. —Harry Howe





vii

Contents

Preface  xi

Acknowledgments  xiii

Chapter 1: Why Is IT Auditing Important to the Financial Auditor
and the Financial Statement Audit? 1

Management’s Assertions and the IT Audit 2
Objectives of Data Processing for Small 

and Medium‐Sized Enterprises (SMEs) 5
Special Challenges Facing SMEs 8
Research Confi rming the Risks Associated 

with SMEs 13
A Framework for Evaluating Risks and 

Controls, Compensatory Controls, and 
Reporting Defi ciencies 16

Summary: The Road Ahead 20

Chapter 2: General Controls for the SME 21

General Controls: Scope and Outcomes 22
The “COSO Process”—Putting It All Together: Financial Statements,

Assertions, Risks, Control Objectives, and Controls 30
Summary 35

Chapter 3: Application‐Level Security 37

Key Considerations 37
Initial Security Setup 40
Security Role Design 42
Password Confi guration 44
Segregation of Duties 48
Personnel, Roles, and Tasks 49
Access Reviews 56
Human Error 58
Summary 58

Chapter 4: General Ledger and the IT Audit 59

The General Ledger: A Clearinghouse of 
Financial Information 60



viii ◾ Contents

Chart of Accounts for QuickBooks 62
SME Risks Specific to the General Ledger and the  

Chart of Accounts 65
Assertions Underlying the Financial Statements and General 

Ledger Controls 66
IT Controls, the Transaction Level, and the General Ledger 66
Summary 78

Chapter 5: The Revenue Cycle 81

Risk Exposures and Subprocesses 81
Application Controls, Revenue Cycle Risks, and Related 

Audit Procedures 84
Summary 105

Chapter 6: The Expenditure Cycle 107

Risk Exposures and Subprocesses 107
Application Controls, Expenditure Cycle Risks, and Related 

Audit Procedures 111
Summary 133

Chapter 7: The Inventory Cycle 135

Risk Exposures and Subprocesses 136
Application Controls, Inventory Cycle Risks, and Related 

Audit Procedures 143
Summary 157

Chapter 8: The Payroll Cycle 159

Risk Exposures and Subprocesses 159
Application Controls, Payroll Cycle Risks, and Related 

Audit Procedures 163
Summary 248

Chapter 9: Risk, Controls, Financial Reporting, and an 
Overlay of COSO on COBIT 249

PCAOB Warnings: Insufficient Evidence 
to Support Opinions 250

How We Got Here: A Historical Perspective 251
Risk 260
Risk and Fraud 261
Controls 262
Financial Reporting 269
PCAOB Guidance on IT Controls 279
Integrating COSO, COBIT, and the PCAOB 280
Summary 286



Contents ◾    ix

Chapter 10: Integrating the IT Audit into the 
Financial Audit 289

Risks, Maturity, and Assessments 290
Cross‐Referencing COBIT to the PCAOB and COSO 295
Plan and Organize 303
Program Development and Change 311
Computer Operations and Access to Programs and Data 317
Monitor and Evaluate 330
Summary 334

Chapter 11: Spreadsheet and Desktop Tool Risk Exposures 337

Specific Types of Risks and Exposures 338
Research on Errors in Spreadsheets 339
Compliance Dimensions of Spreadsheet Risk Exposures 344
Spreadsheet Auditing Tools 348
Governance of Spreadsheets and Desktop Tools 352
Control Considerations 355
Auditing Controls and Creating a Baseline 356
Life after the Baseline: Maintaining Spreadsheets and 

Desktop Tools 368
Summary 369

Chapter 12: Key Reports and Report Writers 
Risk Exposures 371

How Reports Are Used 371
Original Reports within the Application 372
Modified or Customized Reports within the Application 376
Reports Using Third‐Party Packages 378
Analyzing and Validating Reports 382
Summary 383

Chapter 13: IT Audit Deficiencies: Defining and  
Evaluating IT Audit Deficiencies 385

A Framework for Audit Deficiencies 385
Types of IT Audit Failures and Illustrative Cases 388
Use of Compensatory Controls 388
Ideas for Addressing Segregation‐of‐Duties Issues 388
Summary 398

References  399

About the Authors  405

Index  407





xi

  Preface 

   R ISK IS INE VITABLE. AS AUDITORS, we help our clients manage their risk by 
performing audits and other assessments. Our work helps the client understand 
the nature and extent of risks that exist in the control environment. Information 

technology (IT) controls are a key aspect of that control environment—albeit one that 
may be less familiar to the auditor than the purely accounting and � nancial dimensions. 
The purpose of this book is to illustrate and explain many of the basic IT controls com-
mon to the types of reporting systems used by small and mid‐sized enterprises (SMEs), 
and to help � nancial auditors to provide better services to their clients in the context of 
application controls. 

 Historically, IT auditing has not been given the attention it deserves in regard to 
the � nancial audit. With an increase in governmental regulations and corporate boards 
realizing the importance of IT, IT auditing has risen to a level where every company, 
private or public or nonpro� t, regardless of size, needs to understand the risks and con-
trols around their � nancial applications. 

 This book is useful for various audiences, including students, academics, 
practitioners, auditors, and management. It discusses the purpose of information 
 technology auditing, and how it relates to the financial audit. Using QuickBooks 
(QB) and Microsoft Great Plains Dynamics (also referred to as Microsoft Dynamics GP, 
GPD, or Great Plains) as illustrative examples of � nancial applications within SMEs, 
the book walks through various � nancial statement cycles to help the reader better 
understand cycle risks, controls, and illustrative application‐level controls. This book 
is not meant to be exhaustive on the subject matter, but gives executive‐level insights 
into IT auditing and application‐level controls for SMEs. 

 We hope to provide some meaningful insights on the importance of understanding 
IT risks and controls and how they relate to � nancial applications.  
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