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Preface

Cryptography is the art of writing something secretly. Cryptographic
algorithms are the basis of carefree transactions over the internet today.
Confidential information of a government or private agency or department is
secured by cryptography. From doing secure communication to transferring
information of national importance, cryptographic algorithms play the sole
role in confidentiality. Cryptography is basically a mathematical model used
for hiding confidential information. With the advancement in internet
technologies and reliance of everyone on the use of internet in day-to-day
life, it has become of utmost importance to hide the confidential information
shared over the internet in a form that cannot be read by an intruder.

Chapter 1 gives an overview of different types of cryptographic
algorithms. Symmetric key cryptography, asymmetric key cryptography and
hash functions are discussed in this chapter.

Chapter 2 provides a note and asymmetric cryptographic algorithms.
Various algorithms which use two keys to secure communication have been
discussed in this chapter. Diffie-Hellman key exchange algorithm, RSA, El
Gamal algorithms are discussed with their underlying steps. Also, the
chapter provides a sneak into elliptic curve cryptography.

Chapter 3 gives an insight into symmetric cryptographic algorithms.
Algorithms such as AES — 128, DES, Blowfish are discussed in this chapter
with a brief overview on to PRESENT 80 algorithms more suitable for
lightweight applications.

Chapter 4 discusses in depth the cryptographically secure pseudo
random number. These numbers are more suitable to be used in
cryptographic applications. The chapter also introduces a new concept to
produce random numbers which are cryptographically secure using Indian
music. Statistical tests are conducted to validate the proposed work.

Chapter 5 deals with the problem of integer factorization. The security of
many cryptographic protocols such as RSA depends on this problem. The
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chapter also introduces a new approach to factor large and positive integers
from the first principal.

Chapter 6 throws some light on the lightweight cryptography. The
chapter also discusses various existing lightweight cryptographic algorithms
and the benefit and importance of having such protocols.

Chapter 7 introduces the concept of blockchain technology. The chapter
also compares the benefits of blockchain technology compared to traditional
ledger-based architecture. Hype around the blockchain technology and
applications using it are also provided in this chapter.

Chapter 8 discusses musical cryptography. The chapter has proposed a
new approach to secure voice communication using Indian music and
discusses the usefulness of music in cryptography.

Chapter 9 deals with a fuzzy rule-based system to secure messages suing
musical cryptography. The chapter also compares the worthiness of the
proposed system with respect to AES and RSA.
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Soubhik Chakraborty
and Nayancy



Chapter 1

Introduction to Cryptography

In today’s world, where almost all our personal and professional information
is stored digitally, the need for cryptography has become more important
than ever. Cryptography is the science of securing information by converting
it into an unreadable format that can only be decoded with the right key. This
is necessary to protect sensitive information from unauthorized access,
modification, and theft.

One of the most common applications of cryptography is in securing
communication channels. With the rise of the internet and the increasing use
of electronic communication, it has become essential to protect information
exchanged between parties. Encryption algorithms are used to encode the
message, which can only be decoded by the intended recipient who has the
right key. This ensures that the message remains confidential and is not
intercepted by a third party.

Cryptography is used to secure digital transactions, such as online
banking and e-commerce. Encryption algorithms are used to protect sensitive
financial information, such as credit card numbers and bank account details,
from unauthorized access. This ensures that the transactions remain secure
and private, and the customer’s information is not compromised.

Cryptography is utilized to protect stored data, such as personal files and
documents. Encryption algorithms can be used to protect files and folders
from unauthorized access, ensuring that only those with the right credentials
can access the information. This is particularly important for businesses,
which often store large amounts of confidential data, including financial
records, employee data, and trade secrets.

Cryptography is also used in password protection. Passwords are often
the first line of defence in securing information, and encryption algorithms
can be used to ensure that passwords remain secure. This is particularly
important in cases where passwords are used to access sensitive information,
such as financial accounts or medical records.

In summary, the need for cryptography has become increasingly
important in today’s digital world. Encryption algorithms are used to protect
communication channels, secure digital transactions, protect stored data, and



