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OT usparenbcrBa

Om3biebl U NoXenaHus

MbI Bcerga pagbl OT3bIBAM HalllMX yMTaTesneil. Pacckaskute HaM, YTO BbI
oymaeTe 00 3TOV KHUTe, — UTO TIOHPABUJIOCh MU, MOKET ObITh, He TIO-
HpaBWIOCh. OT3BIBBI BAXKHBI JJIST HAC, YTOOBI BBIMTYCKATh KHUTY, KOTOPbIE
OyIyT 71T BaC MAKCUMAJIbHO MOJIe3HbI.

Brl MOkeTe HanmcaTh OT3bIB HA HALleM caliTe www.dmkpress.com, 3aizis
Ha CTpaHMIy KHUTU U OCTaBMB KOMMEHTapuii B pasneine «OT3bIBbI U pe-
LeH3un». Takke MOXKHO IMOCIaTh MMCbMO INIABHOMY PeaKTOpy IO ajipecy
dmkpress@gmail.com; TIpy 3TOM yKaXXuUTe Ha3BaHMe KHUTU B TeMe IUCbMa.

Eciu BBI sIB/ISIeTECH SKCIIEPTOM B KaKOM-TMO0 06JIACTU U 3aMHTEePeco-
BaHbI B HAIMCAHUY HOBOI KHUTH, 3aTIOMHNUTE (hOpMY Ha HAIIeM caiiTe 1o
anpecy http.//dmkpress.com/authors/publish_book/ vinu HanmuiuTe B u3pAa-
TeJIbCTBO TI0 afpecy dmkpress@gmail.com.

Cnucok oneyamok

XOoTs Mbl TIPUHSIIY BCE BO3MOKHBbIE MepBI IJIsl TOTO, UTOObI 06eCIIeunTh
BBICOKOE KaueCTBO HAalllMX TEKCTOB, OIIMOKM BCe PaBHO CIyyaroTcs. Ecin
BbI HalifieTe OMMOKY B OHOJ 13 HAIIMX KHUT, MbI Oy[IeM OueHb b;1aromap-
HBI, €CJIM BBl COODOIINTE O Hell INIaBHOMY PegaKTopy I10 agpecy dmkpress@
gmail.com. CoenaB 3To, Bbl M36aBUTe APYTUX UMTATENEl OT HeoOTIOHMA-
HMS ¥ IOMOsKeTe HaM YIYYIIUTh MOC/IeAyIole U3TaHNUs 3TO KHUTH.

HapyweHue asmopckux npae

IupaTCTBO B MHTEPHETE IMO-IIPeKHEMY OCTAeTCsT HaCYIIHO ITPO6IeMOii.
VsnmaTtenscTBa «IMK IIpecc» u No Starch Press oueHb cepbe3HO OTHOCSITCS
K BOITPOCaM 3all/Thl aBTOPCKMX MIPaB M JULEH3MPOBaHMsI. EC/IM BbI CTOJIK-
HeTeCch B MHTEPHETe C He3aKOHHOJ IMybimKanyeii Kakoi-mmo0 13 Halmx
KHUT, TTOXKaIyiicTa, MPUIUINTE HaM CChUIKY Ha MHTEpPHET-Pecypc, YTOOBI
MbI MOIJIY IPUMEHUTDb CAaHKIIVN.

CchlIKYy Ha TOA03pUTeIbHbIe MaTepuaabl MOXKHO MPUCIATh 110 agpecy
37IeKTPOHHOM NOYTHI dmkpress@gmail.com.

MBI BBICOKO LIEHVM JII00YIO IIOMOIIIb IT0 3al[/Te HAIllKX aBTOPOB, 6;1aro-
Iapsi KOTOPOJ MbI MOXKeM ITPeAOCTaB/ISITh BAM KaueCTBEHHbIe MaTepUabl.



06 aBTOpE

Cnapk ®noy (Sparc Flow) — sKRcepT 1o KOMITbIOTEPHOJ 6e30IacHOCTH,
CHeMaI3UPYIOINICSI Ha STUUHOM XaKuHTe. OH MpeICTaB/IsiI CBOM MC-
C/1eIOBaHMSI Ha MEXKIYHAPOIHBIX KOH(epeHIMSIX [0 6€3011aCHOCTHM, TAKMX
Kaxk Black Hat, DEF CON, Hack In The Box u MHOTUX ApyruX. B TO Bpems
KaK ero OCHOBHAsI paboTa COCTOMT B TOM, YTOObI B3/1aMbIBaTh KOMITAHIM
¥ TIOKa3bIBaTh MM, KaK MCIIPaBUTh YSI3BUMOCTH B cicTeMe 6e30TacHOCTH,
€ro CTPACThIO OCTaeTCst pa3paboTKa MHCTPYMEHTOB 1 METOIOB obecreue-
HMs 6€30TIaCHOCTH.

PaHee OH Hamucaja CEPUIO M3 UEThIPEX KHUT', MOTYUMBILUX HIMPOKYIO
M3BECTHOCTh BO BCEM MMUPE:

How to Hack Like a Pornstar;

How to Hack Like a GOD;

How to Investigate Like a Rockstar;
How to Hack Like a Legend.

O TexHHM4yecKoM obo3peBartene

MbsrTt Beppoy — crapiimnit crieruasyucT 1o TeCTUPOBAHMIO Ha TMTPOHUKHO-
BeHle B KOPIOPaTMUBHOI KPaCcHOI KOMaHe, IIe OH OlieHuBaeT 6e3orac-
HOCTb CTY>KO OGJIaUHBIX BHIUMCIEHUI U BHYTPEeHHUX cucteM. OH Takxke
SIBJISIETCST aBTOpOM KHUTU Pentesting Azure Applications (No Starch Press,
2018). MaTT IoTyums cTerieHb 6akagaBpa B 06J1aCTy ceTeil, 6e30macHOCTH
M CUCTEMHOTO aJMMUHUCTPUPOBaHMS B PouecTepcKOM TEXHOJIOTMUEeCKOM
MHCTUTYTE U CTeIleHb MarucTpa B 061acti MHPOPMATHUKY B YHUBEpPCUTE-
Te nnHoiica B Ypb6aHa-IllamrteiH.

! Ha pyccKkoM sI3bIKe 9TV KHUTY OQUIIMAIbHO He M3/1aBajIyCh M PacIpOCTPaHSIOT-
€S B CaMOJIesITeIbHBIX TIePeBO/Iax IOJL PasHbIMM Ha3BaHUSIMMU. — [Ipum. nepes.



BJIATOOAPHOCTMU

51 xoTes 6bI BRIPA3UTh MOIO CAMYI0 MCKPEHHIOI 6J1arofapHOCTDb CIeIyio-
TIVIM JTIOISIM :

[Mpexxae Bcero JIn3 YeBUK 3a €€ OCTPblie HABBIKYU U 6€3yIpeyHble
KOPPEKTMUPOBKM, KOTOpbIE NTOMOI/IX IepefaTh HesCHble, a MHOTLA
U 3allyTaHHbIe MBICJIM Ha 9TUX CTPaHUIIAX.

MbsTTy Beppoy 3a ycepaHyio U KBaIUPUIMPOBAHHYIO TTPOBEPKY
KOZa, KOMaHAHBIX CTPOK ¥ BCETO OCTAJILHOTO.

Bcem corpynguukam No Starch Press, KoTopble paboTay HaJi 3TOii
KHUTIOM, OT Au3aliHa 10 pefakTupoBaHus, Bkiaodas Karpuny Teii-
nop u Bapra Puna. M koHeuHo ke, Bty u Bapbape 3a Ty mepByio
BCTpeuy, C KOTOPOJl HauajioCh 3TO IPUKIIIOUEeHNe.

Moeii XeHe 3a TO, YTO OHA IIOCTOSIHHO BJOXHOBJIS/IA MEHS BO
MHOTMX OTHOIIEHMSIX, HO 6OJIbIlle BCETO 3a TO, UTO MOAIEPKUBAIA
BO MHe IMCaTeIbCKYIO JMXOPaAKY, a TakKe 33 TO, YTO OHA CTOMKO
Tepriesa OAVMHOYEeCTBO, [10Ka I C FOJI0BOJ TOTPY3WICS B 9Ty KHUTY.

Moemy 6paty 1 cecTpe 3a pa3roBOPbI, KOTOPbIe PAa3KMUTaIOT MO
anmneTut K yuebe. CITycTsl BOCEMb MecCsIIeB 0C/Ie OGHOTO U3 TaKMUX
pa3roBOPOB S HAIMCAJI CBOIO [TePBYI0 KHUTY O XaKJHTe.

HaxkoHelr, s1 xoTes1 6bI BBIPa3sUTh CBOIO 6J1arogapHOCTD, JTI0O0Bb U BOC-
XUILEHMe MOMM POOMUTE/ISIM 3a TO, UTO OHM HayuMjIy MeHS BCerga GbITh
J10603HAaTeIbHBIM M CTPEMUTDCS K JIyUIIIeMY.



BBEOEHWUE

Wugyctpust 6€30MacHOCT CJIOXKHA. S MOAAepsKuBar OTHO-
LIeHNST TIOOBYM/HEHABYUCTY C 9TOI HEOJHO3HAYHOJ OTPAC/IbIO
B HEMAJIO CTEeMEeHM M3-3a ee HeMOCTOSIHHOM ¥ MMOJIETHOM
MIpUPOIbI. Bel MOKeTe MOTPATUTh MECSIIbl MU TOObI, OTTa-
YyyBas CBOM HAaBBIKM B ONpeNeJeHHON 06acTy 6e30IacHO-
CTY — CKaskeM, B TIOBBIIIEHMY TTPUBWIIETHIL Y PACIIMPEHUY 0XBaTa
¢ momoubo PowerShell — TonbKO [1J11 TOro, YTOOGBI ITOUYBCTBOBATh CEOSI
COBEpIIEHHO OeCIT0/Ie3HbIM, OKa3aBIINCh B cpene Linux man macOS.

K Tomy BpemMeHM, KOT/Ia BbI HAYYMUTECH ITOAOMPATH KITFOUM K IBEPSIM ma-
cOS n mobexxpaTh MpMUBpaTHMKa Linux, HoBast coopka Windows 10 BeriigeT
C HOBBIMM MepaMy OOHAPYKEeHMST, YTO CIeIaeT JII0OYI0 MPUBBIYHYIO aTaKy
yepe3 PowerShell abcomoTHO Gecrione3Hoii. Bel Bo3BpalaeTech K TOMY,
C Yero HauMHaJIM: OXOTUTECH 3a 6y10oraMu, rmocelnaeTe KOHGepeHIMM 1 1o-
rpy’kaeTech B MCCIeIOBaHME NOKYMEHTAIUM U KOAa, YTOObI OOHOBUTD
CBOM VMHCTPYMEHTHI ¥ pa3paboTaTh HOBbIE METOIbI B3JIOMA.

Ecnmu mogymaTh Tpes3BO, 3T TapakaHby 6era MOTYT MOKa3aTbCs MOJ-
HbIM 6e3ymueM. Bbl, KOHEUHO, BCeTIa MOKeTe YTeIlUTh CBOe 3T0, BTOpra-
SICh B ceTY KoMmauwmii u3 crcka Fortune 500, kotopbie cuntaior Windows
XP/2003 mparoieHHbIM BbIMMPAIOIIMM BUAOM, KOTOPbII HY>KHO COXpa-
HUTB JIF0O0JI [IEHOI, HO BOJIHA 3a0BEHMST HACTUTaeT Bac. B mybuHe gyiim
BbI 3HAETE, YTO BAM IIPUAETCS MIOCTOSTHHO JOTOHSTH YXOASIINIA TT0e3]I.

B KOHIIe KOHIIOB, 3TO M €CTh XaKepCTBO. PazouapoBaHiue OT ITOTEPU JII0-
61MOTr0 TPIOKA MOYKET CPABHUTHLCS TOTBKO C BOCTOPTOM OT OCBOEHMSI HO-
BOI1 GiecTsIei TeXHOMOIUN.

SI B 06IIMX YepTax OMpemessiio XaKepCeTBO (MM B3JIOM) KaK COBOKYII-
HOCTh IIPMEMOB ¥ MHCTPYKLMI, TpeIHa3HAYEHHbIX IJIS1 JOCTVKEHUS He-
CTaHIAPTHBIX PE3YAbTATOB B CUCTEMe MK Tporiecce. TeM He MeHee CPOK
TOAHOCTM 3TUX YIIOBOK MCTEKAeT BCe ObICTpee. Batia mesb Kak creImaimc-
Ta 1Mo 6e30MacCHOCTM VIV SHTY3MACTa — HAWTH U YIIOTPEOUTHh KaK MOXKHO
60sbIIIe TI0/Ie3HBIX TPIOKOB, TIOKA OHM He MTPOTYXJIN.

Hukorma He 3Haellb, KAKOe KOIIbe OCTAHOBUT OEryINero Ha Teds GbIKa.

B npyrux cBoux KHUTax s MHOTO BHUMAHMS YIeJISIT aTaKaM, CBSI3aHHBIM
¢ Windows, moTomy 4To 60JIbIIMHCTBO KOMIIaHuii 13 crucka Fortune 500
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TIOCTPOMIIY GOJBIIYIO YaCTh CBOEI Cpelibl Ha ocHOBe Active Directory. 3To
ObUIO MeaIbHOE pelleHye MJIsT YIIPaBJIeHMS ThICSIUaMy T0Ib30BaTeNeld,
CepBEePOB U IIPUTIOKEHUIA.

Opnako BpeMeHa MeHs10Tcs. Kommanwusi, co3parommasi cBoio uHdpa-
CTPYKTYPY C HYJISI, G0/Iblle He OyIeT 3aIyCcKaTh KOHTposuiep nomMmeHa Win-
dows Ha «roJIoM keyie3e» B 001[eM LIeHTpe 06pabOTKY TaHHBIX HAa OKpauHe
ropopa. B camom fienie, MOKaskMUTe MHE CUCTEMHOI0 aMMHMUCTPAaTopa, KO-
TOPBI BCe ellle XOUeT YIPAB/ISITh YCTapeBIIUM 060pyLoBaHKEM U Kjac-
tepoM ESXi M3 Tpex IecsTKOB MallVH C pasJMYHbIMMU GpaHIMayspamu,
KOMMYTaTopaMy, MapIipyTu3aTopaMu 1 6aJaHCUPOBIIMKAMY HATPy3KU.
He memaiiTe emy 3aCyHyTb IOJIOBY B IIET/IIO U 3aKpOJiTe 1Bepb!

3aueM TaK HaIpPsSITaThCs, €CJIU Bbl MOKETE HACTPOUTD BCE HEOOXOAMMOE
B 00JIaUHOI cpefie 3a CUMTAHHBbIE CeKyHAbI? Ba3bl JaHHBIX, KOHTEITHe-
pbl Docker u Active Directory HaXo[sITCSI Ha PacCTOSTHMM OLHOTO KJIMKa
MBI, a 6ecruiaTHast Mpo6GHas Bepcus Mmopaayer Baiero 6yxranrepa. Ko-
HEYHO, NepBOHAYaIbHAsl HU3Kasl TJIaTa ObICTPO YBETUMUMBAETCS M0 Mepe
pocta Maciutaba BallMX CepBepOB, HO GOJBIIMHCTBO CTApPTArioB OYmyT
TOJIBKO Pajibl TAKUM MIpob6aeMaM. DTO O3HAUaeT, YTO 613HeC pacTerT.

B 3T0i1 KHUTe S pelns He pacCMaTpUBaTh TPAAULMOHHYIO apXUTEKTY-
Py, IpUMeHSIEMYIO B CTapbIX >XUPHBIX KOMITaHUSIX. [laBaiiTe TOCMOTPUM,
KaK 3JI0YMBIIIIEHHUK MOXET MOGeAUTh COBPEMEHHOTO U IOCTOITHOTO
MPOTMBHMKA: KOMIIAHMIO, KOTOPas MyCTU/Ia CBOM KOPHU B JMHAMMUYHOI
M OTKa30yCTOMNUYMBOI 00JIaUHOI Cpelie U TOANEPKUBAET CBOI POCT C IM0-
MoIIbI0 MeTonoB DevOps.

9TO He MPOCTO MOIHbIE CIOBEYKU, KOTOPbIE 000KAKIOT YIOTPEOISIThH
HEeBeXXeCTBEHHbIE OOCCHI KOMITAHMIA Y XUIITHbIE PEKPYTEPHI U3 KA POBbIX
areHTCTB. JDTO MOTpsiCal0Ilyie HOBble MapaJuTrMbl, M KOTAA UM CJIeLyIOT
YCITENTHO, OHM HACTOJIbKO ITy60KO MEHSIIOT apXUTEKTYPY M IIPUHITUIIBI pa-
6OTbBI ceTell ¥ MPUIOKEHUI, UTO MPUXOIMUTCS HATIPSITATh BCE CBOE UYThe
" coOMpaTh 3HAHUS MO KPYMUIAM, YTOOBI MCKATh M HAXOOUTD JIa3eiKM.
VS3BUMMOCTH, Ha KOTOpPbIe MOKHO OBIJIO He 00paliaTh BHUMaHUSI B Kiac-
CUYECKOI1 cpejie, BHE3AITHO MPMOGPETAIOT CMEPTEbHBIN MOTEHIIMA B 06-
JayHoii MHpacTpykType. 3a0yabTe 0 SQL-uHBEKIMSIX. Kak TOIBKO BbI
y3HaeTe, YTO MalllnHa pasmenieHa B Amazon Web Services (AWS), Bam
CJlelyeT IMOTHOCTBIO COCPeA0TOUMTBCS Ha IPYTOM Kiacce ysI3BMMOCTEIA.

37I0yMbIIIJIEHHUKM TTepeCcKaKUBasu ¢ OGHOM MalllMHbI Ha APYTYI0, 00X0-
IS IpaBuyIa GpaHMayspa U MPOKIaibiBasi cebe MyTh K BHYTPeHHel 6ase
IaHHbIX, Active Directory u Tomy momo6HOMY. DTO IyTellleCTBME YacTO
BKJIIOYAJIO CKAaHMPOBAaHMe CeTH, TYHHeJupoBaHue Tpaduka U Tak fasee.
B o6auHoi% cpefie BbI MOXKeTe YIIPaBJISITh OCHOBHBIMMU 3JIeMeHTaMu UHO-
pPacTpyKTypsl ¢ ao6oro IP-ampeca B mupe. Bl 06HapyXuiu, uTo GpaHm-
Maysp 6JIOKMUPYET HOCTYII K OTNpee/IeHHO MallHe? Pa3go6bIB TOAXOISI -
1jMe yyeTHble TaHHbIe, BbI MOXKeTe OTMEHUTh 3TO KOHKPETHOE IPaBUIO0
opHuM BbI130BOM API 13 Kuras u noayumrtsb OCTYII K STOMY «BHYTPEHHE-
My» KOMIIbIOTepY ¢ OMINIIINH.

KoHeuHo, 3TO He 3HAUMUT, YTO 6OJbIle He HY)KHO B3/IaMbIBaTh Maposu
U ITepecKakyBaTh C MalllMHbI HAa MalIHy. HaM mo-npexxHemy He 060iTICh
6e3 ceTeBOIl Maruu, YTOOBI TIOIYUYUTD JOCTYIT K APArolieHHO KOHEUHO
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TOYKe, cofepsKalleii 6¥3Hec-IaHHbIe, HO 1[e€Ib CMECTWIACh OT KOHTPOJISI
HaJI OTOEJbHBIMM MalIMHAMM K KOHTPOJIIO HaJl caMoit MHPPaCTPYKTYpPOii.

Paccvotpum DevOps — ellle 0fMH KTIOUeBOi Ha60p MPUHIIUIIOB, OTCTA-
MBaeMbIX TEXHOJIOTMUECKMMM KOMIIaHUSIMM. B 00LIMX YyepTax OH ompee-
JISTeTCst KaK KOMIUIEKC TEXHUUeCKMX UM OPTaHM3alOHHbBIX Mep, HaIllpaB-
JIEHHBIX Ha aBTOMAaTM3aLMI0 Pa3pabOTKM MPOTPAMMHOIO OOecreyeHust
" TIOBbILIIEHMEe TTPOU3BOAUTETbHOCTY U HalleskHOCTH Koma. DevOps oxBa-
THIBAET BCE: OT OMpeaeseHns] MHGPACTPYKTYPhl KaK KOAa A0 KOHTeiHe-
pU3alMy ¥ aBTOMATU3MPOBAHHOTO MOHUTOPMHTA. OTHUM U3 OCHOBHBIX
CJIe[ICTBUI BHEAPEHUSI KyAbTYpbl DevOps SIBJSIETCS TO, YTO KOMITAHMM BCe
MeHbIIIe ¥ MeHbIIIe 60SITCS M3MEHSITh CBOI0 MH(PPACTPYKTYPY U IIPUIOKe-
Hus. 3a6yapTe TUIIMYHYIO UT-MaHTpy: «PaboTaeT — He Tporaii». Korma Bb
pa3BepThIBaeTe MpuaokkeHue B paboueit cpelie MATh pa3 B HeLeio, BaM
yIoOHee M3MEeHSITh ero Tak, Kak Bbl CUMTAETE HY>KHBIM.

Korma BbI mepecTaeTe sKeCTKO MPUBSI3bIBATH IIPWIOXKEHNE K CUCTEME,
B KOTOPOJt OHO paboTaeT, y Bac MOSBISIETCST 6OJbIIEe BO3MOKHOCTEN IS
06HOBIeHNS MHGPACTPYKTYpPhI. Korma y Bac eCTb CKBO3HbIE MHTETPAIIMOH-
HbI€ TeCTbI, BbI MOKETE JIETKO MTO3BOJIUTh ceOe VCIIPaB/IsTh KPUTUUECKIEe
YacTy KOJIa C MMHMMAaJIbHbIMM TT060UHBbIMY 3 dekTamu. Korma y Bac ecTb
MHQPACTPYKTYpa, OnpeaenseMast Kak KOJI, Bbl MOKETE MCK/IIOUUTD «CepbIe
30HBI» ¥ CTPOTO KOHTPOIMPOBATDH KAKAYIO MAIIMHY B MHGPACTPYKTYpe —
POCKOIITb, 32 KOTOPYIO MHOTVIE KPYITHbIe KOMITAHMY FOTOBBI IIOVTY HAa Ipe-
CTyIUIEHUE.

OTta HOBas BoiHa MeToauK DevOps MCKIIouaeT MHOTYE JOMYIIe s, Ha
KOTOpbIE€ MbI MCTOPMUECKM TTOJIaTaauCh IIPU TTOMCKe JAbIP B KOPIIOPATUB-
HOVi ceT. XaKepbl IIPUBBIK/IM ITPOHMKATh B CO3HAHVE UeIOBEKA, TPOEKTH-
PYIOIIIEro CYCTEMY, YTOOBI BOCIIOB30BATHCS €TI0 JIOKHBIMU ITPEIIIOChIIKA-
MM ¥ TTOCTIENTHBIMY peleHnsiMu. Ho Kak 3To cienaeTt xakep, 3aCTPSIBILINIA
B CTapbIX CII0CO6AX MPOEKTUPOBAHMS U IKCIUTyaTaAlMY CUCTEM?

KoHeuHo, HOBast 3pa 06/IaUHbBIX BHIYMCIEHUI — 9TO OTHIOIb He BOJIIIE6-
HbIl MUP eIMHOPOIOB, MUCAIOIINX PaIyToii.

I'paHaMo3HbIe OIMOKY, cOBepIiiieHHbIe B 1970-X rofax, 10 CUX MOp A00-
POCOBECTHO — eC/IM He cKa3aTh (PaHATMYHO — TTOBTOPSIIOTCSI B 9TOM J1eCsI-
TuaetTun. Pa3Be He BOSMYTUTENBHO, UTO B CETOJHSIIIHEM HECITOKOMHOM
Mupe 06e30MMacHOCTb TO-TIPEXKHEMY CUUTAETCS «IPeAIIOUTUTENbHOI»,
a He OCHOBHO (pyHKIIMEN MepBOHAYAIBHOTO MUHUMAILHO HU3HECNOCO6-
Ho20 npodykma (minimum viable product, MVP)? 4 rosopio He mpo [oT-
CTapTarnbl, KOTOPBIM OCTAJICSI OOMH payH[, (pMHAHCUPOBAHMS 10 OAHKPOT-
CTBAa, a 0 KPYITHBIX MHOPACTPYKTYPHBIX MPOAYKTAX, TakMX Kak Kubernetes,
Chef, Spark u Tak gasnee. Jlogeii, TO3BOISIOMMX cebe TTOMOOHbIE BbICKA-
3bIBaHMSI, HY’KHO MEJIEHHO ¥ 60IbHO GUTH I10 JIOY CTAIbHOI JIOKKOI 10
TIOTEPY CO3HAHMUS:

«BesomacHocTs B Spark mo ymMo/MYaHMIO OTK/IHOUEHa. OTO MOXKET
03HauaTh, YTO C HACTPOMKaMM IO YMOJIUAHUIO Bbl YSI3BUMBI IJIsI
aTak».

Ho s orBiekcs. I xouy ckaszaTh, 4To DevOps u repexoq B o6iaka mpu-
Hec/Iu ¢ cob0ii oTpsIcaole M3MeHeH!sI, HO BIyMUMBOMY XaKepy JO0CTa-

Beemenne 15



TOYHO HEeGOJIbLINX HAMEKOB 1 KOPPEKTUPOBOK, YTOOBI YCIIEIIHO ABUT'aTbhCsA
10 HOBOMY ITyTU. 9TO OBIIO BOJIHYIOIIIEe IIpO3peHme, KOTOpoe BAOXHOBMIIO
MeHS HaIlucCaTb 3Ty KHUTY.

O yeM pacckakeT 3Ta KHUra

OTO He TUITMYHAS TEXHMUECKASI KHUTA U He YUeOHMK B €0 TPAAUIMOHHOM
MoHMMaHuUK. MBI ¢ BaMy IIpuMepsieM Ha ce6sT poJib xaKepa, ¥ Hallla 1ejb —
BBIMBIIIIJIEHHAS TTOJIMTHUYeCcKast KoHcanTuHroBast dupma Gretsch Politico.
Sl mpoBeny Bac uepe3 fAeHb (MJIM HECKOIbKO) M3 KM3HU XaKepa, 10 BCeMy
ITyTY OT HaYaJIa IO KOHIIA — OT CO3AaHMsI KaueCTBeHHOI aHOHMMHOI MHO-
pPacTpPyKTYyphI 1O NIPOBeLeHMs TpeJBapuUTe/IbHON pa3BefKy U, HAKOHeI,
TIPOHUKHOBEHMSI B CUCTEMY M 3axXBaTa KOHTPOJS HaZ, 1ienbio. Kommanuum
¥ Ha3BaHUS, UCTIOb3yeMble 3[eChb, B OCHOBHOM BbIMBIIIIJIEHbI, 32 UCKITIO-
YyeHMeM oueBUIHbBIX OpeHmoB Tuma Kubernetes mam AWS. BbI JOJIKHBI
TMOHMMATb, YTO XOTS BbI MOXKETe aAalTUPOBATh M OMPOOOBATH MHOTOE
(4 s IpU3BIBAIO BAC 3TO CHEaTh), BBI HE CMOXKeTe OYKBAJIbHO CJIEJOBATD
KaXJIOMYy IIary, Kak rmokasaHo B KHure. Hampumep, B KOHEUHOM MUTOTe
MbI B3/IOMaeM 3JIEKTPOHHYIO [TOUTY reHePaJibHOTO AMPEKTOPa KOMITaHUMU
Gretsch Politico Anekcangpsr CTukc. Pasymeercs:, B peajibHO KU3HU HU
KOMITaHMSl, HU JUPEKTOP He CYIeCTBYIOT.

[TponBurasich Ha OIIYIb B MHGPACTPYKTYPe KOMIIAHMM, Mbl CTOTTKHEMCST
CO MHOTMMM TYNIMKaMM U TIPETSITCTBUSIMU, HO ST TIOKAXy BaM, KaK MOXHO
MCIIO/Ib30BaTh CaMbleé CKPOMHbBIE 3aIleITKM, YTOOBI CKOPPEKTMPOBATD CBOIA
myThb. Tak MPOMCXOOUT B3JIOM B peayibHOM Mupe. He Kaxkaplii MapuipyT
MIPUBEJET K YCIIeXy, HO IPU JOCTaTOYHOI HACTOMUYMBOCTH, KarejibKe TBOP-
YyecTBa ¥ YMCTOI yaue MOKHO HATKHYThCSI HA MHTepeCcHble HaXoAKN. [ist
60sbIIeli JOCTOBEPHOCTY MIPUMEPOB JajbIile sI 6yAy TOBOPUTH O HAIIMUX
BBIMBIIIVIEHHBIX 1IEJISIX TaK, OYATO OHY CTOJIb K€ peabHbl, KaK BbI UJIN 1.

HeckonbKo c10B 0 11eau Hairero B3jaoma. Gretsch Politico Consulting —
310 (hrpma, KOTOPAst TOMOTAET MOAUTHUKAM ITPOBOANUTH CBOM ITPEIBHIOOD-
Hble kammnaHuu. Gretsch Politico (koTopyio s Takke 6ymy HasbiBaTb GP)
YTBEPXKIAEeT, UYTO MMEeeT MUJUTMOHBI TOUeK JAHHBIX U CJIOKHbIE TPOGUIN
MOAENMUPOBAHMS 1)1 3D HEKTVBHOTO B3aMMOZIEMCTBMS C KITIOUEeBOi ayau-
Topueit. Kak OHM KpacuMBO HaIucaauM Ha CBOeM BebO-caliTe: «Pe3ynmbTaT
BBIOOPOB YACTO 3aBUCUT OT MOCTAETHUX KPUTUUECKN HACTPOEHHBIX U30M-
paresneii. Hamm ycayru mo yrnpaBieHUI0 JaHHBIMU U MUKDPOTapreTUHTY
TIOMOTYT BaM 00PATUTHCS K HYKHBIM JTIOJISIM B HY’)KHOE BPeMSI».

VICTMHHBI CMBICIT 9TOJ (passl TaKoi: «Y HaC ecTh OrpoMHast 6asa JaH-
HBIX CMMITaTUI ¥ aHTUIIATUIT MWIUIMOHOB JIIOZE, M Mbl MOXXeM Iie/leHa-
MpaBJIEHHO 3aTPy3UTh MM B TOJIOBY JIFOOOJi KOHTEHT, ITOI€3HbI [IJIsT Ballei
MMOJIMTUYECKO ITPOTPaAMMBI».

Tak ropaszo NOHSITHee, HO ropas3io CTpallHee, BepHO?

Xotes Obl 51, YTOOBI 1 3TO OBLIO BBIMBICJIOM, HO, K COKaJIEHUIO, IMEH-
HO TakK B Halll JHY IIPOXOIST IOUTH BCE «IE€MOKPATUUYECKNE BHIOOPHI»,
TaK YTO OMMCAHHBII B 9TOJ KHUTe BLIMBIIIUIEHHBI ITPUMep OUeHb OJIM30K
K peayIbHO KM3HMU.
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Kpatkoe coaepiXaHue KHUrm

Sl He xouy 3apaHee PacKpbIBaTh MHTPUTY, [TOITOMY CKaXKy JIUIIb, YTO KHUTA
pas3buTa Ha ueThIpe yacTu. YacTs I, «IToiimaii MeHs, ecii CMOKelllb», pac-
CKa3bIBaeT O IMTOCTPOEHUM HAHEXKHOI XaKepCKOi MHGPACTPYKTYpPbI, TapaH-
TUPYIOIelt aHOHMMHOCTD B MHTepHeTe. Mbl CO3[1aAMM apceHaJI Ioib30Ba-
TeNbCKUX CKPUIITOB, KOHTE{HEPOB U CepBepOB YIPaBAeHUS M KOHTPOJIS
(C2) 1 HaCTpOUM BHYTPEHHIOIO aTAKYIOIIYI0 MHPPACTPYKTYPy HA MAKCHU-
MaJIbHO 3G (PeKTUBHYIO0 PAO6OTY B aBTOMATUUECKOM PEKUME.

C opykmeM HarepeBec Mbl ItepexoayuM K yactyu 11, «3a paboTy», rue peub
uaet o 6a30B0Jt pa3BeqKe, KOTOPYIO BAM HY>KHO BBITIOJTHUTD, UTOOBI JTyUIIIe
Y3HaATh CBOIO 11eJIb M OThICKATh Haua/ibHbIe YSI3BUMOCTHA.

B wactu III, «ITosHOE TIOTPY)KeHME», MbI TTOJTyYaeM JOCTYI K CeTeBO
cpepe, KOTOpast TOHAYATy KaskeTcst 6eCIyIoqHo. MbI ITlepexonyum B Helt OT
OLHOTO MPUJIOXKEHMS K APYTOMY M OT OGHOW YYeTHON 3amucu K OPYTO¥,
II0KA He JOCTUTHEM ITOJTHOTO KOHTPOJIS Haf, 11e/1eBOI MHPPACTPYKTYPOIA.

Haxkownern, B wactu IV «Bpar BHYTpM» MbI cOOMpaeM BCe IOCTUKEHMS
B OIMH aTaKyloIIuit KyJlaK U MMOX1HaeM IIO[bl, KPOTIOTAMBO MMPOYeChiBast
TepabaiiThl JAHHBIX U VICTIONb3YSI CKPBITBIE CBSI3M MEKAY HAILIIVIMMU IIeJISTMMU.

Sl He cTay MOAPOOHO pas36bupaTh KaxKOblii BOSMOXKHBI BEKTOp aTaKku
VTV TIOTEHIMAJIbHO TI0Ie3HbIM MHCTPYMEHT, MHAYe KHUTA HUKOTAA Obl He
3aKOHYMIaCh. BMeCTO 3TOro B KOHIIe KaXKIOJ# I71aBbl S a0 BaM CIIMCOK
IOTIOTHUTENIbHBIX MaTepuanioB, C KOTOPbIMM Bbl MOKETe€ O3HAKOMUTbCS
Ha Jocyre.
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NMOUMAWN MEHSA,
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...Koneuno, y Hac ecmsb c80600a 8o,
nomomy umo y Hac Hem 0py2020 8v100pd, Kpome Kax umems ee.
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CTAHbTE AHOHUMHbIM
BCETU

[TenTecTepsl ¥ WieHbl KPACHBIX KOMAH/I JIIOOSIT yCTaHABIIM-

BaTh M HACTPauBaTh CBOIO MHOPPACTPYKTYPY TaK K€ CUIbHO,

Kak ¥ M1caTh OTUYEThI O BTOP>KEHMH, — TO eCTh COBCEM HMKaK.

OHM UCTIBITBIBAIOT 3CTETUYECKOe YIOBOILCTBME OT pa3Bep-
THIBaHMSI HKCIJIONTOB Ha KOMITbIOTEPE SKepPTBbI, TOPU30HTAIb-
HOTO TiepeMellleHNs 0 CeTU U TIOBbITeHNs ipuBuieruii. Cosma-
HMe 6e30ITacHOll MHMPPACTPYKTYpbl — CKydHast pabora. Ecin meHTecTep
CIy4aiiHO «3acBeTUT» CBOI IP-agpec B jorax OOCTymna K cepBepy CBOe
SKepTBBI, UTO ¢ Toro? OH Be4yepoM YIroCTUT KOMaHAy MMBOM 3a TO, UTO Ha-
MOpTauMI, CMHIOI KOMaHAy Ha4aJIbCTBO IMOXJIOMNAET T10 IJievy 3a TO, UTO
OHa OOHAPYXXMJIA U pa3obiaunsia HarageHue, a Ha CIeqyIoNii TeHb Kask-
IIbIJi CMOXKeT HauaTh BCe 3aHOBO.

Kpamxkuii cnosaps mepMuHos Ha cyuatl, eciu 8bl HOBU-
4OK 8 MUPE UHHOPMAYUOHHOU 6e30NACHOCMU: NEHMeCMepbl UCHePnbIeaiolje
oyeHugarom 6e30NaCHOCMb NPUNONEHUS, Cemu WU CUCMeMbl, UMUMUPYS
onpedenennsie Oelicmeus 3n0ymbiuieHHuKa. Kpachas komanoa oyeHusaem
yposeHb cucmemsl 6e30nacHOCMU KOMNAHUU, UMUMUPYS. PeanbHble Amaxu
XaKepoe (yenamensho 0e3 npedeapumensheix sHauti o cucmeme). CUHAS
KOMAHOA 3auuwyaem KOMNAHUI0 U NPOMUBOCMOUM KPACHBIM KOMAHOAM.
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B peanbHOM Mupe Bce mo-Apyromy. Hampumep, s xakepoB HeT HU-
KaKuX IMoctabaeHnit. Y HUX HET TaKOlM POCKOINM, KaK IOPUIANIECKU 0O0sI-
3BIBAIONINIT JOTOBOP O TECTMPOBAHMM HAa MPOHMKHOBeHMe. VX cBoOOza,
a MHOTMA U KM3Hb 3aBUCUT OT 6E30MacCHOCTY MHCTPYMEHTOB U aHOHMM-
HOCTM MHGPACTPYKTYPhI. BOT 1MoyeMy B Kak/Ioil 13 CBOMX KHUT s CTapa-
I0Ch HamMMCaTh 00 OCHOBHBIX MPOLIEIypax onepayuoHHol 6ezonacHocmu
(OpSec) 1 0 TOM, KaK ITOCTPOUTb AHOHUMHYIO 1 3 (DEKTUBHYIO XaKePCKYTO
MHQPACTPYKTYPY: KPpaTKOe PYKOBOACTBO, KAK OCTaBaThCSI B 6€30TaCHOCTH
B 9TOM Bce 6osiee KeCTKOM ¥ aBTOPUTAPHOM MMpe, B KOTOPOM MbI K-
BeM. Sl HauHy 5Ty KHUTY C pacckasa O TOM, KaK CTaTh MaKCMMAaJIbHO aHO-
HMMHBIM B CETU, UCITONb3Ys BUPTYAIbHYIO YaCTHYIO ceTh (virtual private
network, VPN), Tor, oropHbie cepBepbl 1 3aMeHSIEMYIO 1 TIEPEHOCUMYIO
MHGPACTPYKTYPY aTaKMU.

Eciu BB y3ke 3HAKOMBI C TEKYIIUM (PpetiMeopKoM YynpasieHus u KOHmMpo-
ss (command and control, C2), KOHTelfHepaMy ¥ MHCTPYMEHTaMM aBTO-
MaTu3salum, Takumu Kak Terraform, Bbl MoskeTe cpa3y IepeiTi K riase 4,
IJle HAUMHaeTCsl Pa3rOBOP O HACTOSILLEM B3JIOMe.

VPN u ero HepocTaTkm

Sl Hazmel0Ch, UTO CerOAHSI IOUTU BCe 3HAIOT, YTO PaCKPbIBATh CBOI JOMaAIII-
Huit um pabounii IP-agpec 1ieleBoMy Be6-caifTy, KOTOPbI BbI aTakye-
Te, — 9TO GOJIbIIIAs IIYIIOCTh. TeM He MeHee GObIIMHCTBO JIIOZEl BCephes
roJjiaraioT, YTO BIOJHE IOCTATOYHO IOcCelaTh Beb-caliTel uepes VPN-
CepBUC, KOTOPBIIT 0OeNaeT MOJIHYI0 aHOHMMHOCTD, — CEPBUC, HA KOTOPOM
OHM 3aperuCTPUPOBAIUCH CO CBOETo AomaliHero IP-agpeca, BO3MOSKHO,
Jlaske ¢ OIIaTOi COOCTBEHHO KPeIUTHOI KapThl, BMECTE CO CBOUM MMe-
HeM U aapecoM. UTo elle Xy>ke, OHM yCTaHOBUIM 3TO VPN-coenuHeHme
CO CBOETO JOMAIIIHero HOyToyka BO BpeMs ITOTOKOBOI Iepefayui CBOEro
mo6umoro moy Netflix u o6uienus c apysbsimu Ha Facebook.

IlaBaiiTe BHeCeM SICHOCTD IIPSIMO celiyac. He3aBucmMmo OT TOTO, UTO OHU
roBopsiT, VPN-cepBUCHI Bceraa, 8cezda OymyT BECTH JIOTY B TOM MU MHOIA
dopme: IP-anpec, DNS-3ampockl, akTMBHbIE CEAHCHI M TaK maynee. [laBaii-
Te Ha CeKyHIy MPUKMHEMCS HaMBHBIM JIy3epOM U TPeACTaBUM, UTO HeT
3aKOHOB, OOSI3BIBAIONIMX KaXXIOro ITpOBaiifepa BUPTYaJIbHOIO HOCTYIIA
BECTM JIOTM MeTaJaHHbIX MCXOMSIINX COeIVHEeHNI, — TaKye 3aKOHbI [Ieii-
CTBYIOT B GOJIBIIMHCTBE CTpaH, U HM onuH VPN-mpoBaiifep He CTaHeT UX
HapylaTb pagy Ballleli KajJKoi ekeMeCSYHOI IOAIINCKY, — HO aBaiTe
Ha MUHYTKY IpeaCcTaBUM, UTO 3TUX 3aKOHOB HeT. [TocTtaBmuk VPN umeer
COTHMU, €C/IM He ThICSUM CEpPBEPOB B HECKOJbKMX LIEHTPaxX 06pabOTKM JaH-
HBIX T10 BCeMy MUpY. Y HUX TaKXXe eCTb ThICSIUM M0JIb30BaTesNell — OMHU Ha
MammHax ¢ Linux, gpyrue Ha Windows 1 gaxke HeCKOJIbKO MCITOPYEHHbBIX
MoJib30Baresei Ha Mac. Bbl AeliCTBUTE/IbHO MOKETE MMOBEPUTD, UTO MOK-
HO YIPAaBJISITh CTOMb OTPOMHOI ¥ PasHOPOIHOI MHGPACTPYKTypoit 6e3
TaKMUX 371eMeHTapHbIX Bellleil, KaK JIoTu?
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VG2 MemadaHHble 0MHOCAMCA K ONUCAHUK CeaHca C8s3u —
kaxkoti IP-adpec cssi3vi8asics ¢ kakum IP-adpecom, ¢ UCnonvb308aHuemM Kakozo
npomoxona, 8 Kakoe 8pems u m. 0., — HO He K ee CO0epHCaHuio.

Bes noros Texmommepskka O6bTa ObI TAKON JKe OGeCIIONe3HOi U HeBe-
SKECTBEHHO, KaK ¥ PaCTePSHHbIN KIMEHT, 3BOHSILMIA UM [JISI pelIeHUsI
npo6iembl. HUKTO B KOMIIaHMM He 3Haj Obl, KAaK HA4YaTh pellaTh MpoC-
TYI0 IpobsemMy moucka DNS, He roBopsl y>ke O 3arafilouHbIX ITpoOIeMax
MapIIpyTU3aln, CBSI3aHHbIX C TIOTepeli MakeToB, MPeAoYTUTeTbHbIMMU
MapuipyTaMyu M MPOYMM CeTeBbIM IIaMaHCTBOM. MHOTMe MTpoBaiifepsbl
VPN cuMTaioT HeoOXOIYMbIM I'POMOIVIACHO 3aIMIIATh CBOI «cepBuUC 6e3
JIOTOB», UYTOOBI HE OTCTABATh OT KOHKYPEHTOB, JIeA0MINX aHATOTUYHbIE
3asBJIeHNS, HO 3TO 6eCcCMbIC/IEHHAs] TOHKA, OCHOBAHHAs Ha BOIMIOIIEA
JDKU UJTU «MapKeTMHTe», KaK 9TO HbIHYE ITPUHSITO Ha3bIBaTh.

Jlydiliee, Ha YTO Bbl MOKE€Te HAHesITbCS B OTHOIIEHMM IIpoBaiizepa
VPN, — 3TO TO, UTO OH He MPOJAeT JaHHbIe KIVEHTOB JII0O60MY, KTO Ipe/I-
JIOSKUT AOCTATOYHO BBICOKYIO IeHY. M maxke He CBSI3bIBaiiTECh C GecruiaT-
HBIMU ITpoBaiimepamu. MTHBeCTUpPyiiTe B CBOIO KOH(MUIEHIIMAIbHOCTb KaK
BpeMsl, Tak U IleHbIU. 5 pekoMeHIyi0 HauaTh ¢ AirVPN 1 ProtonVPN, ko-
TOPbIE SIBJITIOTCS CepPbe3HbIMU UTPOKAMU B OM3HecCe.

Takoe Xe IpencTaBieHue 06 aHOHMMHOCTU MpuMeHUMoO K Tor (The
Onion Router, https.//www.torproject.org), KOTOpbIii 06eIaeT aHOHMMHYIO
paboTy B MHTEPHETe Yepe3 CeTh Y3JI0B U PETPAHCISITOPOB, CKPbIBAIOIIMX
Bai IP-agpec. Ha30BuTe MHe XOTb OAHY IMPUUMHY, ITI0 KOTOPOIA BbI TOJIK-
HBbI CJIETI0 JOBEPSITh [IEPBOMY Y371y, C KOTOPBIM BbI CBSI3bIBAETECH, [IJIsI BXO-
nIa B ceTb Tor. [Touemy BbI JOJIKHBI TOBEPSITh €My OOJIbIlIe, YeM HUTE€PUTi-
CKOMY TIPUHITY, KOTOPbI 06ellaeT MOAeIUThCS HACIeACTBOM B 0OMeH Ha
HOMep Ballleli KpeAuUTHOM KapTbl? KOHEUHO, MepBbiii y3e1 3HaeT TOJIbKO
Bail [P-ampec, HO, KaK MpaBUJIO, JaXke 3TOrO MPegoCTaTOYHO.

dusnyeckoe MecTononoXxXeHue

OnuH 13 croco60B MOBBICUTH CBOI0 AHOHMMHOCTD — CIEIUTH 32 CBOUM
(bu3uUeckuM MeCTOIIONIOKeHeM TTpyu B3jioMme. He moiiMuTe MeHs Herpa-
BUABHO: Tor mo-cBoemy BenukosnerneH. VPN — otnnuHas anbrepHatusa. Ho
KOTZa BBI ITOJIaraeTeCh Ha 9TU CTYKObI, BCETHA MPeIoiaraiTe, 4YTo Ball
IP-ampec — u, cJiemoBaTeIbHO, Ballle Teorpaduueckoe IoJoXKeHe 1/ Uin
OTIIeYaTOK Opay3epa — M3BECTeH ITUM ITOCPeIHUKAM ¥ MOXKET ObITh 00-
Hapy>KeH Ballleif KOHEYHO 11eJTbI0 VJTU JIIOOBIM JIMIIOM, TTPOBOISIIMM pac-
CylemoBaHMe OT X MMeHU. Kak TO/bKO BbI IPMHMMAETE 3TY MIPEIITOChIIKY,
€CTeCTBEHHBIM 06pa30M HaIPaIIMBAETCS BBIBO: UTOObI OBITD ITO-HACTOSI-
ImeMy aHOHMMHBIM B MHTEpPHETe, BaM HYKHO YOeNIITh CBoeMy (dusnde-
CKOMY CJIely HUUYTb He MeHbIIIle BHMMAaHMSI, YeM BbI yiessieTe 1 (pPOBbIM
cyleaM B MHTEpHETe.

Ecmu BaM IOCUaCTIMBWIIOCH SKUTh B OOJBIIOM TOpOJE, UCIOIb3YiiTe
OXMBJIEHHbIE BOK3aJIbl, TOPTOBBIE IIEHTPBI MM IOJO0OHBIE OOIIECTBEH-
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HbIe MeCTa, IJie eCTh 001Iea0CTyIHbI Wi-Fi, 4TO6bI CITOKOTHO TPOBOIUTH
cBou onepanuy. CTaHbTe ellle OAHOI MOJIEKY/ION B eXeJTHEBHOM II0TOKe
naccaxkupoB. OnHako OyabTe OCTOPOXKHBI, YTOOBI He CTaTh JKepTBOI Ha-
1Ieii KOBapHOI1 YeJI0BeUeCKO¥ MPUPObl, CKIOHHOI K IIa6JIOHHOMY TTOBe-
IeHnto. CtapaliTech He CUETh Ha OJHOM U TOM JKe MeCTe M30 IHS B IeHb.
Bo3pmuTe 3a mpaBmiIO ITOCEIATh HOBbIE MeCTa U aske BpeMs OT BpeMeHU
MEeHSTb ropoJa.

B HeKOTOpBIX cTpaHaX, Takux Kak Kuraii, Sdrmouns, Benukobpuraumsi,
Cunranyp u CIIIA, ycTaHOB/IEHO GOJIBIIIOE KOTMYECTBO KaMep, HabIioaan-
MIMX 32 YAULLAMK U 0OIIeCTBeHHBIMY MecTaMu. B 3ToM ciydae anbTepHa-
TUBOVi ObIIO ObI MCITOb30BAHYE OHOTO U3 CTAPEMIINX TPUEMOB: OTYKIa-
IOIIMI JOCTYH B CeTh. VICIONb3yiiTe aBTOMOOMIIb, UTOGBI TTOKATATHCS 10
TOPOJTY B TIOMCKAX OTKPBIThIX ToUek goctyna Wi-Fi. TMIM4yHbIi IpyeMHUK
Wi-Fi MmosxeT IoBUTh cuUrHaa Ha paccTossHuM 0o 40 MeTpoB, KOTOpOe Bbl
MOXXeTe YBeIUUYUTDb O Mapbl COTEH METPOB C ITIOMOILIbI0 HAaIlpaBIeHHO
QHTEeHHBDI.

Kak TOnbKO BBl HalifleTe OTKPBITYI0 WIM IIJIOXO 3alUILEHHYI0 TOUYKY
IIOCTYTIa, KOTOPYIO BbI MOKeTe B3jioMaTh — ImdpoBanue WEP u ciabbie
rmapoia WPA2 He pefKOCTb ¥ MOTYT OBITh B3JIOMaHbI C TIOMOIIbIO TAKUX
MHCTPYMEHTOB, Kak Aircrack-ng un Hashcat, — npumnapkyiite mo6amn3ocT
CBOI1 aBTOMOOWMITb U TIPUCTYTIAaiiTe K paboTe. Eciu BbI He T1061UTE Geciienb-
HO KOJIECUTb 10 TOPOJY, TOCMOTPUTE OHJIAlH-TIPOEKThI, Takue Kak WiFi
Map Ha https.//www.wifimap.io, B KOTOPBIX ITepeUNCIEHbI OTKPBITbIE TOUKU
mocryna Wi-Fi, naorma ¢ ux naponsimu. BeITb XakepomM — 3TO Ha CaMOM
nene obpas sku3Hu. Ecin BbI IeificTBUTENbHO TPUBEPKeHbI CBOEMY [IeNy,
BbI JTIOJDKHBI TTOJTHOCTBIO TIPUHSTh €ro U 136eraTh HeGPEKHOCTH JII060i
LIeHOVA.

Pabouunii HoyTOYyK

Terepb, KOTIA MbI TT03a00TUIVICh O MECTOIIOIOKEH MM, TaBaiiTe pa3bepeM-
cs1 ¢ HOyTOYKOM. JIFo[M OUeHb JOPOXKAT CBOMMY HOYTOYKaMM C JIOTOTHUIIA-
MM OpeH/I0B, CyMacCIIeqIIIMM TEXHUUECKUMMU XapaKTepPUCTUKAMU U, UepT
BO3bMM, CO CITMCKOM 3aKJIaI0K, KOTOPbIE BCEe KJISTHYTCS, YTO KOTA-HUOYIb
MpoCcMOTPST. TaKOi KOMITBIOTEP XOPOIIl HA MECTHOJ KOH(MEePEeHLIM KOM-
MbIOTEPHBIX TUKOB, a He IJIs1 B3JioMa. JIF060Ji KOMIIbIOTED, KOTOPBIA BbI
MCIIONb3yeTe NJisT GOTOBHM B COIICETSIX M IIPOBEPKM IMOYTOBOTO SIIVKA
Gmail, mpakTuyecku HaBepHSKA M3BECTeH OOJMBIIMHCTBY IOCYAAPCTBEH-
HbBIX yupexmeHuii. Hukakoi HaBopoueHHbI1 VPN He criaceTt Baiie Mujaoe
JIUL0, ety U(POBOI OTIIEYaTOK Ballero 6paysepa KakKMM-TO 06pa3som
CTaHeT M3BEeCTeH CTyskbe 6e30MacHOCTY KPYTOii KOHTOPbBI, KOTOPYIO BBI
arakyere.

st 1eneit B3oMa HaM HYKHA 2QemepHas onepayuoHHas cucmema
(OC), xoTopast copachIBaeT BCe JIOTH TIPU KaxkA0i1 rmepesarpyske. Mol xpa-
HuM 31y OC Ha USB-HakomnuTesie, M BCSIKMIA pa3, OKa3aBIINUCh B yIOOHOM
MecTe, TTOIK/II0YaeM HaKOIMMUTEb K KOMITbIOTEPY, YTOOBI 3arpy3UTh HAIIY
pabouyio cpemy.
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Tails (https.//tails.boum.org/) — 3TO cnelMaNbHbIN AUCTPUOYTUB Linux
IIJIST TAKOTO TuIia gestenbHoCcTu. OH aBToMaTtuuecku mensier MAC-azpec,
3aCTaB/IsIeT BCe COeNMHEHMS TPOXOaUTDb uepe3 Tor u m3beraet XpaHeHUS
JAHHBIX Ha JXKeCTKOM [cKe HOyTOyka. (Hao6opoT, TpaguiMOHHbIE OIle-
pallMOHHbIE CUCTEMBbI, KaK MPaBWIO, XPAHST YaCTh MaMSITU Ha IMCKe IS
ONTUMM3AIMY [apalJIeIbHOTO BBITTOJIHEHMS — OTlepali, M3BeCTHOM Kak
nonkauka.) Eciu nuctpubytus Tails 6611 ;ocTaTouHO X0pou ajist CHoyze-
Ha, TO, IepsKy Iapu, OH YCTPOUT ITOUTH BceX. Sl pekoMeHay10 HacTpouTb OC
Tails 1 coxpaHUTh ee Ha BHEITHEM AVICKe, ITPEXIe UeM [eaTh UTOo-11b0
ere.

HexoTopbie JIIOAM MCIBITBIBAIOT HEOOBSICHUMYIO JTI060Bb K Chrome-
book. 3To Hemoporoe obopymoBaHKe, HA KOTOPOM YCTaHOBJIEHA MUHU-
MaJIbHasl OIMepalMoHHasl CUCTeMa, IMOAIepKMBAIOIIasl TOIbKO Opaysep
U TEpMUHAJL. BBITJISIAUT MaeanbHO, TpaBaa? Huuero momo6Horo. 9To gaxe
Xy’Ke, YeM JIM3aTh JKeJe3HbIil cTonb6 3umoii. Mer roBopum 06 OC, paspa-
6oranHoit Google, KoTopast Tpe6GyeT, YTOOBI BbI BOILIM B CBOIO YUETHYIO
3amuch Google, CMHXPOHM3UPOBAIM CBOM JAHHBIE M COXPAHWIM UX HA
Google Tnucke. HyskHO i1 MHe TIpomoyikaTh? [la, CyIIecTBYIOT pacuimpe-
Hust Chromium OS, KOTOpbIe OTK/TIOUAIOT YacTh cMHXpOoHM3anuu Google,
HanpuMmep NayuOS, HO mpaBaa 3aK/IIO4aeTcsl B TOM, UTO HU YCTPOICTBA
Google, Hu pacmpeHnst He 6bUTM pa3paboTaHbI CIIEIMATBLHO AJISI COXpa-
HeHMST KOHOUIEeHIIVMATbHOCTH, M HYU MIPU KaKUX 06CTOSITEICTBAX OHU He
IIOJIKHBI VICTIONb30BATbCS I aHOHMMHBIX XaKepCKUX MeiicTBUiA. JIOKHO
6bITb, B Google M3PSIAHO ITOBECETVIINCH ITO 3TOMY ITOBOY.

Bam pabounit HOyTOYK JO/KEH COMepsKaTh TOMbLKO BpeMeHHble pabo-
yle JaHHbIe, TaKMe KaK BKIAIKM Opaysepa, HaO0p KOMaH[I, 1Jis1 GbICTPOTO
KOIIMPOBAHMS/BCTABKM U T. . EC/T BaM a6COMIOTHO HEOOXOAVMO IKCITOP-
TUPOBATh OTPOMHbBIE 0OBEMBI TAHHBIX, 005I3aTEIbHO XPAHUTE ITU TAHHBIE
B 3amMbpoOBaHHOM BUJIe Ha TOPTATMBHOM HAKOTIUTEJIE.

OnopHble cepBepbl

EnouHCTBeHHOE Ha3HaveHMe Halllero HoyToyka — IMOAK/IIOUMUTh Hac K Habo-
DY OnopHbIx, TN npblearoujux, cepsepos (bouncing server), KOTopbie cofiep-
SKaT HeoOXOaMMble MHCTPYMEHTBI U ClIeHapUM ISl IIOATOTOBKM K Halle-
MY TMPUK/TIOUEHUI0. DTO BUPTyaIbHbI€ XOCThI, KOTOpPbIle Mbl HACTpaUBaeM
QHOHMMHO, TIOAK/II0UaeMCsI K HUM TOIbKO uepe3 Tor muiu VPN, moBepsem
B3aMMOJIe/ICTBME C HAIIMMM 60jiee BPeIOHOCHBIMU BUPTYaJbHBIMM Ma-
mHaMu (virtual machine, VM) 1 xpaHMM Halry TOObIUY.

OTU cepBepbl MPEIOCTABISIOT HAM HAIEXKHbI M CTAOMJIbHBIN IITIO3
IUIST Hallleii Oymyieii aTakyonieit MHGPacTPyKTYpbl. Mbl OyIeM MOIKITIO-
yaThCs K OMIOpPHOMY cepBepy 1o SSH HemocpeACcTBeHHO TOC/Ie TOTO, Kak
YAOCTOBEPUMCS, UTO YCTaHOBWIN coenuHeHne yepe3 VPN win Tor. Mbi
MokeM MHULIMMPOBaTh coenuHenne Secure Shell (SSH) uepes ciyuaitHyio
TOYKY JOCTYIIa Ha XOJIOAHOM U OKMBJIEHHOM BOK3ajie U OKa3aThCs B TeIl-
JIO¥ ¥ YIOTHOJ 06CTaHOBKE, Ie HacC KIYT BCe HAIllX MHCTPYMEHTHI U JII0-
GMMbIe TICeBIOHNMBI Zsh.
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OmnopHbIe cepBepbl MOTYT ObITh pa3sMellleHbl Y OAHOTO WJIM HECKOJIb-
KuX 06JIauHbIX IPOBAiiIepoB, pa3dpPOCAHHbBIX 0 Pa3HbBIM reorpaduye-
ckuM Toukam. OUeBMUIHBIM OTpPaHMYEHMEM SIBJIIETCS IUIATEKHOE pellle-
HMe, oA aepK1BaeMoe STUMM ITpoBalimepaMu. BoT HeCKOIbKO ITPUMEpPOB
06JIaUHbBIX MTPOBAAEPOB C JOCTOMHBIMM II€HAMU, KOTOPbIE TTPUHMUMAIOT
KPUIITOBAJTIOTHI:

e RamNode (https.//www.ramnode.com/) ctout okoso 5 momnapon CIITA
B Mecs1] 3a cepsep ¢ 1 I'b mamsiTut u AByMS siipaMu BUpTyaabHOro LI1
(vCPU). [IpyHMMaeT TOJIbKO OUTKOH;

e NiceVPS (https;//nicevps.net/) cronT okoso 14,99 eBpo B MecsiI] 3a cep-
Bep ¢ 1 I'b mamatu u ogHuM simpom BupTyanbHoro LIT. [TpuHumaet
Monero u Zcash;

e Cinfu (https.//www.cinfu.com/) ctouT oxoso 4,79 monnapa B Mecsi] 3a
cepsep c 2 I'b mamsatu u ogHUM siipom BupTyaabHoro LTI IIpuauma-
eT Monero u Zcash;

e PiVPS (https.//pivps.com/) oboiimeTcst okojio 14,97 mosiapa B MecsIIl 3a
cepsep ¢ 1 I'b namsati 1 ogHuM sifpom BupTtyanbHoro LI1. [Tpyauma-
eT Monero u Zcash;

e SecureDragon (https.//securedragon.net/) cronut oxkono 4,99 momnapa
B Mecs1] 3a cepBep ¢ 1 I'b mamsaTu u ABYMS SiApamMy BUPTYaTbHbBIX
LITT. [TpMHMMAeT TOJIbKO GUTKOVH.

HexoTopsie cepBuchl, Takue Kak BitLaunch (https.;//bitlaunch.io/), moryT
BBICTYIATh B POJIM MPOCTOrO TocpegHuka. BitLaunch mpuHMMaeT ruia-
TeXXU B OUTKOITHAX, HO 3aTeM co3maeT cepBepbl B DigitalOcean u Linode,
UCIIOTh3YSI CBOIO COOCTBEHHYIO YUETHYIO 3aMKCh (KOHEUHO, B TPU pasa J10-
pOsKe, 4TO IPOCTO BO3SMYTUTENbHO). Ellle OIMH MOCpegHUYECKUIT CEPBUC
C UyTh 60JIee BBITOIHOI CTOMMOCTBIO — 3TO bithost (https.//bithost.io/), Ko-
TOPBIIi TO-TIpeXkHeMy 6epeT Komuccuio 50 %. Vix HeoCTaTOK, TOMUMO OT-
KPOBEHHO MOIIEHHNYECKMX PACIIEHOK, 3aK/TI0UaeTCs B TOM, YTO HY OJVH
M3 3TUX IIPOBAIEPOB He TIpeaocTaBiisgeT BaM JocTyll K API DigitalOcean,
KOTOPBIV TTOMOTAeT aBTOMATM3MPOBATh OOJBIIYIO YaCTh HACTPOIKA.

Br160p 06/1auHOTrO MpoBaiiepa MPUBOIUT HAC K TOPHKOMY KOMITPOMMC-
Cy: Tofiep>kKa KPUIITOBATIOT U TICEBJOAHOHMMHOCTD MMPOTUB MTPOCTOTHI
MICITONIb30BAHMS M aBTOMATHU3AINNA.

Bce ocHOBHBIe 06auHble TTpoBaiigepbl — AWS, Google Cloud, Microsoft
Azure, Alibaba 1 T. . — Tpe6YIOT IIPOITU MPOBEPKY BAJIUTHOCTY Ballleit
KpeIuTHOM KapThl Mepes MoATBePKIeHeM YUeTHOI 3anucu. B 3aBucu-
MOCTH OT TOTO, IJIe BbI KMBETE, 3TO MOKET He JOCTaBUTh HUKAKUX MMPO6-
JIeM, TaK Kak CyIIeCTByeT MHOKeCTBO CEpBVCOB, KOTOPbIE ITPEIOCTABISIOT
npeforUiaueHHble KpeaIUTHbIe KapThl B 0OMeH Ha HajauuyHble. HekoTopbie
OHJIAITH-CEPBUCHI Taske MMPUHUMAIOT KPeIUTHbIE KaPThI [IJIST IOTIOTHEHUS
C TIOMOIIIbIO OUTKOMNHOB, HO [IJIsT GOBIIMHCTBA U3 HUX MOTPeOyeTcs yIo-
CTOBEpeHMe JTMYHOCTM TOCYJapCTBEHHOTO 00pasia. DTO PUCK, KOTOPBIA
BbI TOJIKHBI TIIATEIbHO VU3YUNUTh.

B upneane oropHbie cepBepbl AOKHBI MCIIOMb30BATHCS /1T Pa3Mele-
HMSI MHCTPYMEHTOB, TakuX Kak Terraform, Docker 1 Ansible, koTopbie 1mo3-
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https://www.ramnode.com/
https://nicevps.net/
https://www.cinfu.com/
https://pivps.com/
https://securedragon.net/
https://bitlaunch.io/
https://bithost.io/

sKe TIOMOTYT HaM CO3J1aTh HECKOJIbKO MHQPaCTPYKTyp s aTak. O6mmit
0630p XaKepCKOt apXUTEKTYPbI MpecTaBaeH Ha puc. 1.1.

Puc. 1.1. Haubonee obwuli 0630p xakepckoli uHppacmpykmypebi

Hamm omnopHble cepBepbl HMKOTIA He OymyT B3aMMOJEiiCTBOBATH
¢ nenbio. Hu enunHoro 3ByKa. [I03TOMY MbI MOXKeM TIO3BOIUTD cebe T0Jb-
30BaThCsl UMM HEMHOTIO JOJibllie TIepe], CMEHOV — HECKOJIbKO HeJleNb UJn
Mecs1eB — 6e3 3HAUMTEeIbHBIX PUCKOB. TeM He MeHee OTNBbITHbIE CTYKOBI
6e30ITaCHOCTY MOTYT HAliTH CITOCO6 CBSI3aTh 3TY CEPBEPHI C TEMU, KOTOPbIE
MCIOb3YIOTCS [IJIsI IPSIMOTO B3aUMMOZAECTBUS C 11110, TO3TOMY 51 peKO-
MEH/[IyI0 PErY/ISIPHO YAAISITh M TIOBTOPHO CO3[1aBaTh Takue CEPBEPBHI.

NudppacTpykTypa aTakm

Hama nHbpacTpyKTypa aTaku MMeeT Topasmo O6ojiee BBICOKUIT YPOBEHb
BOJIATMJIBHOCTM, Ue€M HAIllM OTKA30yCTOMUMBBIE CEPBEPHI, U €e CIemyeT
XPaHUTDb BCETO HECKOIbKO IHel. Ecyii BO3MOXKHO, OHA TOIKHA OBITh YHMU-
KaJIbHOJ 11T KasKA 0¥l omepatiuy uian menn. [locieqHee, UTO HAM HY)KHO, —
9TO UTOOBI 6€30TaCHMKY COOpaIM BOEAVHO Pas3INUHbIe YIUKU OT PA3HBIX
11efei, mopaskeHHbIX C OMHOI0 U TOTO Xe IP.

WHbpacTpyKTypa aTaky 0OBIYHO COCTOUT M3 MHTEPhEICHOI 1 cepBep-
HOJ cucteM. IHTepdelicHas cucTeMa MOKET MHUIIMMPOBATD COeTMHEHNS
C 11eJTbI0, CKAaHMPOBATh MAIlIMHBI U T. 1. Ee Takske MOSKHO MCIIOIb30BaTh —
B CTy4ae 060JIOUKY ¢ O6pAaTHBIM IOAK/IIOUEHMEM — JISI MapUIpyTU3aIUN
BXOZSIIIUX [TAKETOB Yepe3 Be6-ITPOKCH U JOCTaBKU X, PU HEOOXOIMMO-
CTU, B CEpPBEPHYIO cucTeMy (06bIUHO 3TO cpema C2, Takast Kak Metasploit
w Empire). TobKO HEKOTOpPBIE 3aIIpOCHI IIEpEeHAITPaBIISIIOTCS Ha cepBep-
Hy10 yacTh C2; 6OMBIIMHCTBO CTPAHUI] BO3BPAIIAIOT 3ayPSIAHOE COMEPKIA-
MoOe, Kak ITI0Ka3aHo Ha puc. 1.2.

/Jindex

lMonaenbHas cTpaHuua
—— -

/secretPage

Puc. 1.2. Mapwpymu3zayus nakemos K cepgepHoli yacmu
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OTa MapuIpyTM3auusi MaKeTOB MOXXET ObITh BBIMOTHEHA C MOMOIIbIO
06BIYHOTO BEO-TIPOKCH, Takoro Kak Nginx mim Apache, KOTOpPbIii 1eliCTBY-
€T Kak GUIbTP: 3aMPOChl 0OPAaTHOI 060I0UKY OT 3aPasKEHHBIX KOMITbIOTE-
POB HaIPaBJISIIOTCS HENIOCPEACTBEHHO Ha COOTBETCTBYIOIINI CEpBEPHBIIA
ak3eMIuisip C2, B TO BpeMsl Kak B OTBET Ha OCTaJ/IbHbIE 3alIPOChI — HAIIPU-
Mep, OT aHAJIUTUKOB 6e30TMaCHOCTY — OTOOPaskaeTCst HEBUHHAsT BeO-CTpa-
Huiia. baszosas cpema C2 Ha camoM [iesie SIBJISIeTCs! TO3BOHOYHMKOM UH(-
pPacTpPyKTYphbl aTaku, BBIINOJHSS KOMaHAbl Ha 3apa’keHHbIX MallMHaX,
m3BJeKas Ghaitiibl, JOCTaBIISIS SKCILIONTHI U lesiasi MHOTOe IPYTOoe.

Bam HYKHO, 4TOOBI Ballla MHGPACTPYKTypa OblIa MOMY/IbHOI U 3aMe-
HsieMoii 1o xemaHuio. O6Xo/ 3ampeTa JOCTYIa ¢ HEKOTOPhIX IP-ampecoB
IOJKeH OBITh TAKMM 3Ke IMTPOCThIM, Kak OTIIPaBKa OLHOM KOMaHIbI 1JIs CO3-
IaHusl HOBOTO MpoKcu. IIpo6iiembl ¢ cepBepHOIt yacTbio C2? BBenuTe ogHy
KOMaH/y, 1 y Bac 6yzmeT HOBbI cepep C2, pabOTaIOIINIA C TOUHO TaKO 3Ke
KoHpUrypatmeit.

JocTyKeHNMe TakOoTO YPOBHS aBTOMAaTM3alMM He SIBJISIeTCS MPUYYH-
JIMBBIM CITOCO60M OIMpPOOOBATh CAMble MOHbIE MHCTPYMEHTBI I METObI
NporpaMMMpoBaHusi. YeM Ipolle 3aIyCTUTh MOJHOCTbI) HACTPOEHHbIE
aTakymolle CepBepbl, TEM MeHbIIe OMMO0K MbI COBEpIIaeM, 0COGEHHO
B CTPECCOBBIX CUTYaLUSIX. DTO XOPOILINii ITOBOZ, TPUMEPUTH Ha CebsI KYpy
DevOps-crienuanncra, U3y9uTb ero pemMecyio ¥ HOACTPOUTD ero mof, CBOu
HY>XIbl. Hazetoch, 3To mopckakeT HaM HEKOTOpbIe HeIOCTaTKM aTakye-
MBIX CMUCTEM, KOTOPBIMM MBI I1I03Ke BOCIIOIb3yeMCS B HAllleM XaKePCKOM
npuxaoueHun. Cremyomnias raBa OymeT MOCBsIeHa MOCTPOeHUI0 Cep-
BepHOIT MHPPACTPYKTYPHI.

[ononHutenbHble pecypcbl

e VOMBUTENbHBIM pacCKa3 O XKM3HU U MPUKIIOUeHMSIX daBapaa CHoyae-
Ha B pa3BeIbIBATeIbHOM COOOIEeCTBE MOKHO HAMTU B KHUTe «JIMUHOE
neno» daBapna CHoyzaeHa (9kemo, 2019).

e Vue6uuk darkAudax mo B3nomy 3ammdpoBanHbix WEP-coobGiieHmit
MOYKHO HaWTU 30€eCh: https.//aircrack-ng.org/.

e PykoBoxctBo bpsnHoHa [dopcu no B3nomy Wi-Fi-mapuipyTusatopos
WPA/WPA2 ¢ momo1npio Aircrack-ng u Hashcat o anpecy https.//hakin9.
org/.

e PykoBoxmctBo MyxamMmaza Apynia Mo HacTpoiike Zsh Ha KOMIIbIOTepe
¢ Linux Ha cTpaHue https./;/www.howtoforge.com/.


https://aircrack-ng.org/
https://hakin9.org/
https://hakin9.org/
https://www.howtoforge.com/

CEPBEP YINPABJIEHUA
M KOHTPONA (C2)

[aBaiiTe IOCTPOMM AaTaKymOIIyI0 MH(PACTPYKTypy, HayaB
C OCHOBHOTO MHCTPYMEHTapus JI0O0r0 3JI0YMbIIIJIEHHNKA':
cepBepa C2. MbI paccMoTpuM Tpu peiiMBOpKa U IIPOTECTH -
pyeM KaXkOblii Ha BMPTYaJbHOM MallliiHe, KOTOPYIo Gymem
MCIOMb30BaTh B KauecTBe 1iejin. Bo-TepBbIX, Mbl KpaTKO pac-
cMoTpuM uctopuio C2, YTOObI JIydllle TOHMMATh TO, UTO MMeeM

CeroaHs.

PopnocnosHasa C2

Ha mpoTskeHum GosbIneii 4acTu IMOCIEIHEr0 AeCSITUIETUS] Hermobemm-
MbIM UYeMITMOHOM cpefiu hpeitMBOPKOB C2 — TeM, KOTOPbIii ITpejiarai ca-
MBbIi1 IVPOKUIA ¥ Pa3HOOOpa3HbI HAOOP SKCILIONTOB, CTEIIKEPOB U 00-
paTHBIX 060JIOUeK, — ObLT MevaJbHO M3BECTHbIN (GpeiiMBopK Metasploit
(https //www.metasploit.com/). [Toripo6yiiTe MOUCKATb YY€OHMK IO IIEHTECTY
WU B3JIOMY, U 51 YBEepeH, YTO TepBasi ke CChlIKA MPUBeeT BacC K CTaThe,
OTMChIBAIOIEl, KaK HACTPOUTh meterpreter — Tak Ha3bIBaeTCs MOIb30Ba-
TebCKas Mojie3Has Harpyska, ucrosab3yeMas Metasploit s mocTvoreHUs
TTOJIHOTO KOHTPOJIS Haj MalnHoi Linux. KoHeuHo, B cTaThe 3a0bIBAIOT
YIIOMSIHYTbD, UTO HacTpoiiku Metasploit 1o yMom4aH1io MOMEHTaIbHO 06-
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https://www.metasploit.com/

