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Preface

The Online-Labs in Education conference, held on March 10-11, 2022 at 
HFT Stuttgart, Germany, marked the final phase of the DigiLab4U project 
(www.digilab4u.com). The goal of the conference was to disseminate the 
results of the project and to bring together a vibrant research community 
that is continuously working to enable the use of online labs in research and 
education without institutional boundaries.

Similar to digitalization in administration and industry, the digitaliza
tion or virtualization of lab equipment promises numerous benefits for 
involved stakeholders. The economic benefits of shared lab infrastructures, 
remote access to labs anytime and anywhere, the convenience of use, shared 
lab courses, fully online-labs, and experiments via online platforms are just 
a few of the benefits that come to mind when thinking of a federated 
lab network infrastructure. However, the effort required to digitalize ‘phy
sical things’ should not be underestimated. The DigiLab4U project has 
investigated technical, organizational, and didactic issues related to online 
labs and lab-sharing networks. The scientific results have been published 
in numerous publications (see https://digilab4u.com/publications/). In 
our perception, publishing and discussing lab-based lecture content among 
peers is not common practice at scientific conferences, which leads to low 
visibility of what exists and hinders the uptake and re-use of existing online 
and remote labs.

For this reason, the Online-Labs in Education conference called for not 
only scientific contributions, but also lab-based lecture chapters. We would 
like to express our thanks to all authors for their contributions. The confe
rence and the proceedings presented here followed the same structure and 
were complemented by interactive demonstrations. The conference procee
dings are structured into the following main sections:
– General topics and organizational issues
– Technical topics
– Didactical considerations
– Educational learning chapters

(educational considerations – learning chapters are available online)
– Interactive demos (abstracts)
There are institutions and people we would like to thank for their support 
of the conference. First, we would like to thank the Federal Ministry for 
Education and Research (BMBF) Germany for funding the project and the 
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conference. Second, we would like to thank our local institution, Verein 
Freunde der HFT Stuttgart e.V., for their support. Third, we would like to 
thank the members of the advisory board and the program committee:
Advisory Board:
– Dr. Peter Ferdinand, Institut für Wissensmedien, Universität Koblenz-

Landau
– Prof. Massimo Bertolini, Ph.D., Industrial Systems Engineering, Univer

sity of Modena and Reggio Emilia
– Prof. Dr. Angel A. Juan, Data Science & Artificial Intelligence, Full 

Professor of Operations Research at the Computer Science Dept., Open 
University of Catalonia

– Prof. Dr. Abdelmajid Khelil, HAW Landshut
– Prof. David Romero, Ph.D., School of Engineering and Sciences, Tec

nológico de Monterrey
– Prof. Dr. Gottfried Zimmermann, HDM Stuttgart
– Prof. Dr. Peter Rödler, University of Koblenz
Program Committee:
– Hadi Adineh, HFT Stuttgart
– Martin Burghardt, IWM, Universität Koblenz-Landau
– Jens Doveren, RWTH Aachen
– Giovanni Esposito, University of Parma
– Matteo Galli, University of Parma
– Birte Heinemann, RWTH Aachen
– Valentin Kammerlohr, HFT Stuttgart
– Nils Höhner, IWM, Universität Koblenz-Landau
– Davide Mezzogori, University of Parma
– Mattia Neroni, University of Parma
– Anke Pfeiffer, HFT Stuttgart
– Davide Reverberi, University of Parma
– David Schepkowski, IWM, Universität Koblenz-Landau
Last, but not least, we want to thank the organizing committee, including 
Anja Ernst, Anke Pfeiffer, Andreas Jäkel, Elisabeth Kraxner, Kevin Kutzner, 
and Marc Philipp Jensen for spending countless hours enabling a hybrid 
conference format.

The discussion at the end of the conference showed that further research 
and activities related to online-labs in education are expected. Some of the 
mentioned topics included:
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• a demand for more universities collaborating and sharing labs;
• a need for a marketing platform to promote the usage of online labs;
• a need for more events to share experiences on using online labs in 

engineering education;
• interest in sharing experience on using Learning Analytics (LA) – not 

only in relation to online labs;
• the need for sustainable financing of labs and lab networks.
It will be interesting in the future to see the sharing of online labs by 
universities and eventually, cooperation between industries and lab teams 
will also be well accepted. However, this would require a fundamental shift 
in existing mindsets, budgets and funding programs.
Dieter Uckelmann
Giovanni Romagnoli  
Jannicke Baalsrud Hauge  
Valentin Kammerlohr  
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Valentin Kammerlohr and David Paradice

Fundamental Organizational Aspects of Shared 
Lab-Networks: Trust, Business- and Maturity-
Model Considerations in DigiLab4U

Abstract
Online labs form the basis of digital exchange in networks and are thus 
candidates for the use of shared knowledge, shared infrastructure, and 
shared facilities through the application of ICT technology. In addition 
to technical and didactic considerations, the importance of organizational 
considerations in this respect is increasing due to shared use. In this paper, 
the organizational foundations of digital sharing are highlighted, providing 
a long-term perspective on lab networks. To this end, three organizational 
aspects are addressed: (1) a platform business model for activating online lab 
sharing, (2) considerations on building initial and long-term trust between 
actors as a critical challenge of a lab sharing platform, and (3) a maturity 
model for capturing the organizational transformation of online labs for 
platform actors. Using the case study DigiLab4U, a time-limited, funded 
research project on online lab sharing, this paper shows how the three orga
nizational considerations can contribute to sustainability over the funding 
period. The reader is thereby shown which success criteria and functional 
requirements are necessary for the sustainability of a lab-sharing network.

Keywords
Sharing economy, Online labs, Platform business model, Trust, Transforma
tion maturity model

Introduction

Science, technology, engineering, and mathematics (STEM) education re
quires applied tasks and problems to promote conceptual understanding, 
practical knowledge, and experience (Feisel & Rosa, 2005). Laboratories 
(labs) provide students with a special hands-on engineering experience and 
allow them to explore systems and their real-world behavior in a protected 
environment (Zutin et al., 2010). However, for universities, these specialized 
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labs involve high investment and operating costs, their utilization is often 
low, access is limited to local user groups (students and researchers), and 
the labs are subject to rapid loss of innovation (Heradio et al., 2016). In 
addition, funding for the labs is solely dependent on budgetary resources 
and grants and is therefore subject to corresponding funding fluctuations.

Digitalization technologies can be used to transform traditional labs, 
making them available online, allowing access to labs across locations, 
eliminating the need for in-person lab attendance, and thus enabling the 
delivery of lab experiences via distance learning (Mani & Patvardhan, 2006). 
These online labs are experiments supported by information and commu
nication technologies (ICT) in which manual efforts are eliminated and 
can be accessed via the Internet (Zutin et al., 2010). According to Zutin 
et al. (2010), online labs are divided into software simulations (or virtual 
labs) and labs with real hardware equipment (or remote labs), through 
which they achieve advantages in availability, observability, accessibility, and 
security (Heradio et al., 2016). Expanded availability, where users can access 
online labs from anywhere and at any time, offers universities wide-ranging 
opportunities to increase usage through new business areas created by the 
transformed labs, as they can be used outside class hours (Gardel et al., 
2012).

By making the labs available online, they can be shared with other 
facilities and users, opening up a new area of business and thus a potential 
constant source of revenue. The sharing economy describes behavior that 
promotes the sharing of resources to benefit from increased resource utiliza
tion, cost advantages, and access to new knowledge (Goudin, 2016). The 
digital transformation of labs to online labs makes them good candidates 
for the sharing economy, which means additional users can be reached. 
Several didactic and technological studies have already been conducted to 
measure the transformation from real to online labs, such as in Brinson 
(2015) and García-Zubía (2021). Research by Uckelmann (2012) has shown 
that in addition to didactics and technology, an organizational element is 
required for online lab sharing, so this paper explores (RQ): What are the 
fundamental organizational aspects of shared lab networks?

Using a case study methodology, this study focuses on three key orga
nizational aspects: (1) a platform business model for activating online lab 
sharing, (2) considerations for building initial and long-term trust between 
actors as a critical challenge of a lab sharing platform, and (3) a maturity 
model for capturing the organizational transformation of online labs for 
platform actors. The case study is described in Section 2 and introduces 
the DigiLab4U research project, which explores lab sharing as part of the 
research mission and, like most such research projects, faces the challenge 
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of being sustained through the adoption of a business model after the 
funding period (Esposito et al., 2021). Section 3 then describes the three 
fundamental organizational aspects of shared lab-networks, further possible 
approaches, and their interplay for sustainable online lab sharing. For the 
business model as the first aspect, the following problem is addressed. Labs 
involve high investment costs, utilization is often low, access is limited to 
local user groups, labs are subject to rapid loss of innovation, and funding 
is solely dependent on budget and grant funding and thus subject to corre
sponding fluctuations. While classic business models do not seem to work, 
the question of what success criteria and functional requirements should be 
placed on digital labs is outlined. The second aspect describes the success 
criterion of trust for the business model in more detail. Trust should be 
a core element in sharing digital goods such as online labs (Gossen et al., 
2019). We, therefore, show how technology-based initial and long-term trust 
development is approached. Building on this, we show why this is a core 
element for the sustainability of the sharing business model and how initial 
and long-term trust can be leveraged for sharing labs. Finally, as a third 
aspect, it is clear that the effectiveness of the digital transformation of the 
lab should be made transparent to the user and the platform operator, as 
has been shown many times for both didactic and technical transformation 
(Heradio et al., 2016). This could be used by lab operators for design, imple
mentation, or improvement and by users such as students for comparability 
to build trust. Section 4 then discusses the results, interplay, further approa
ches, open challenges, and a possible way forward for shared laboratory 
networks before Section 5 concludes the paper.

The authors point out that individual aspects of this publication have 
been published before, but the interaction of the aspects is new.

DigiLab4U as a Case Study for Shared Online Labs

The mission of the DigiLab4U research project is to make real labs accessi
ble and shared online. Participating institutions work across international 
borders to achieve common goals for teaching, learning, and research. Col
laboration among universities and research institutions allows resources to 
be pooled so that faculties, learners, and researchers have access to a greater 
variety of digital courses based on different labs. Currently, the project relies 
solely on budget and grant funding and is therefore subject to correspon
ding fluctuations. The inclusion of potential user fees is intended to open 
up a third pillar of funding and thus create a viable business model that 
enables sustainability beyond grant funding.

2
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Many research projects, such as the DigiLab4U research project, can 
be seen as a virtual organization whose typical customer is the funding 
organization. Their common goal and vision are described in the project 
proposal and in the statement of work (Seifert, 2009). These are temporary 
and end when the funding ends. When the temporary lab network is trans
formed into a sustained, long-term form of collaboration, the goals of the 
participants may change from jointly meeting the needs of the funder to 
goals that fit into the long-term business strategy. In some cases, the goals 
will change only slightly. In other cases, the partners will have such different 
goals that they will end the collaboration. The corresponding business mo
del will change, however, as the revenue streams will change because the 
interested funder will have to be replaced by a different type of customer.

Various technical and didactic measures have been taken to best meet 
the needs and preferences of DigiLab4U stakeholders. The success of ope
rating shared resources in a collaborative network depends not only on 
business considerations that take into account the needs of all stakeholders, 
but also on trust between stakeholders and the maturity of the online lab 
transformation. The introduction of a user fee as a business model changes, 
among other things, the stakeholders and their goals and relationships.

Trust, Business and Maturity Models as Organizational Aspects

Students, researchers, professors, universities, and institutions need orga
nizational measures that go beyond technical and didactic measures to 
organize and sustainably map the sharing between the stakeholders. The
se organizational aspects are outlined below and thus form the necessary 
framework for the successful introduction of a sharing business model. To 
this end, we first outline a business model that addresses stakeholder needs, 
initial and long-term technology-based trust to leverage the business model, 
and a maturity model that maps the effectiveness of transforming an online 
lab for users.

A Multi-Sided Platform to Activate the Sharing of Online Labs

Sharing is originally a private matter, but new concepts for sharing goods 
and services between individuals and companies are emerging worldwide 
(Beutin, 2018). Sharing is now taking on far-reaching new forms, such as car 
sharing, code sharing, file sharing or food sharing, and is conquering new 
business areas with innovative business models. The underlying concept 
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of the sharing economy describes behavior in which either individuals or 
organizations seek to share existing resources, such as human, tangible, and 
intangible resources (Goudin, 2016). At first glance, the sharing economy 
for digital labs offers benefits to providers through increased utilization, and 
the customer side gains access to a greater supply of labs.

According to Eikaas et al. (2003), a major obstacle to a sustainable busi
ness model is "the willingness of customers to buy access to laboratory resources". 
The benefits of sharing must be demonstrated over direct access, and the 
real benefits are the selling point. Customers expect valuable content, ease 
of use, affordable services, access to otherwise inaccessible materials and 
equipment, and customer support (Kammerlohr et al., 2021). In addition, 
sharing must be trustworthy. This point relates to both the functional and 
success criteria of sharing. Compared to physical markets, where trust is 
built through relationships, the digital environment currently uses transpa
rent rating systems that consider the quality and reliability of the actors 
(Schallmo et al., 2017). Nevertheless, this does not achieve the interpersonal 
trust that comes into play in social contacts, as discussed in more detail in 
Section 3.2. However, a closer look at possible user groups, such as industry 
and students, also shows that they have different requirements (Kammerl
ohr et al., 2021). For industry, for example, integration into the corporate 
structure, data security, and the protection of intellectual property are of 
great importance. For students, on the other hand, the added value must be 
recognizable in comparison to or in addition to their regular lectures.

Thus, a business model for online labs is needed that is tailored to 
the needs of customers and providers while fulfilling the trust in network 
organizations. Following the business models of the leading providers in 
the sharing economy, a multi-sided platform would be suitable for the 
activation of the concept. A multi-sided platform is an intermediary for ex
changing value between interested parties and providers from two or more 
markets (Zhao et al., 2019); for example, it is used by Airbnb (landlords 
and renters), eBay (buyers and sellers), and Facebook (users, advertisers, and 
content developers). In the DigiLab4U concept, the universities would offer 
various online labs, and students could meet their needs via a corresponding 
platform. Here, the interested parties are the students, and the providers 
are the universities. The marketplace is the DigiLab4U platform, where the 
joint exchange and coordination service takes place and supports matching 
providers with buyers (European Commission, 2013). The main difference 
with a traditional business model is that the DigiLab4U marketplace does 
not acquire ownership of the resource traded and therefore has no influence 
on the way it is presented or the price. The terms of sharing are therefore 
directly controlled by the provider and the buyer. The online lab provider 
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must therefore keep its offer and prices attractive to attract and retain buy
ers. More users on both sides (supply and demand) increase the benefits of 
the Digilab4U marketplace, the so-called network effect (Abdelkafi et al., 
2019).

The challenges of a multi-sided platform, according to Henseling et al. 
(2018), are: (1) building user trust, (2) evolving what the marketplace offers, 
and (3) attracting new user groups. In addition, the life cycle of a market
place is described as consisting of three phases (Abdelkafi et al., 2019 ; Otto 
& Jarke, 2019): (1) design: technological architecture and innovation of the 
platform (software and hardware), (2) dynamics: evolution of the platform 
and ecosystem by attracting users and adding new functionalities, and (3) 
performance: scaling, growth, and competitive success. The challenges for 
a multi-sided platform, such as developing trust, need to be addressed first, 
and depending on the current phase of the marketplace, the other goals 
and associated challenges afterward. Trust is extremely important for the 
development of the online lab, as a loss of trust could lead to the collapse of 
the network effect.

In the example of DigiLab4U, the user must trust that the online lab 
will be available at the right time and in the expected condition, while the 
operator, e.g. the university, trusts that the lab will be used correctly and un
der the conditions agreed upon and that no damage will occur. Particularly 
with online resources such as online labs, the parties involved may not know 
each other and must have confidence that each other's requirements will be 
met. Independent information from third parties can provide clues to this 
and help to build initial trust before one’s own experience can be gained (Ba 
et al., 2003). Two further organizational aspects for the DigiLab4U shared 
lab network can be derived from the business model: first, a model for the 
marketplace that initially, but also in the long term, builds trust between 
the provider and customer to avoid disruptions in the network; second, a 
maturity model that allows providers to pre-evaluate the effectiveness of the 
online lab's transformation, and that provides a kind of trust reference for 
the user of a third actor that evaluates the effectiveness of the online lab's 
organizational transformation.

Trust to Leverage the Business Model and Increase Organizational 
Effectiveness

In general, trust arises from and in relationships, and therefore it can be 
created and destroyed (Flores & Solomon, 1998). A trust relationship invol
ves two parties, there is uncertainty and risk, and the trust giver relies on the 
honesty and goodwill of the trust taker (Siau & Shen, 2003). A distinction 

3.2
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is made between weak and strong trust relationships, with a strong relation
ship characterized by feeling secure and trusting that our partner can rely 
on us and will respond to our needs (Rempel et al., 2001). Trust occurs in 
various social contexts and can arise both between individuals and between 
individuals and organizations as a hybrid form (Zaheer et al., 1998). A 
further distinction is made between trust that already arises on the basis 
of an existing trust relationship and trust that must first be established. In 
addition to initial trust, there are trust models that reflect the development 
of trust during the interaction of the parties, such as that of Lewicki and 
Bunker (2010). The transitional stages of their trust development model 
describe how two parties form and develop a new relationship and explain 
how trust and relationships change, develop, or decline over time and how 
trust can be restored. In doing so, the transitional stages of the trust model 
maps different benefits and different costs for each stage (sequential iterati
on) (Lewicki & Bunker, 2010).

In contrast to trust in a social context, online trust or technology-based 
trust is increasingly being studied, e.g., e-commerce (Gefen, 2000), trust in 
smart personal assistants (Zierau et al., 2020), in blockchain platforms (Za
volokina et al., 2020), or for entire research disciplines such as information 
systems (Söllner et al., 2016). The difference with online trust is that in 
an online situation, it is more difficult to reasonably assess the potential 
harm and goodwill intended by others (Friedman et al., 2000). To this end, 
new methods have been developed, such as a user-centered rating system, 
trusted third-party certifications, or trusted third-party recommendations. 
Long-term trust conditions have not yet been used in technology practice 
because the focus to date has been on initial trust rather than the impact 
of long-term development. Similar to Lewicki and Bunker's (2010) model, 
Williamson's (1993) transaction cost theory follows a parallel idea when 
parties begin to validate activities in terms of trust to build a knowledge 
base about their needs, preferences, and priorities. According to this theory, 
a transaction can be processed and organized more or less efficiently, which 
describes the transaction costs. An adaptation of this transaction concept for 
trust in a technology context could map trust interactions into a trust-level 
model and promote benevolent behavior through lower (transaction) costs. 
For example, a user with a higher level of trust will be more willing to 
accept a trusted online lab offer because they will expect the transaction 
costs to be lower. One way to provide information to users to build long-
term trust is to develop technology maturity models, as described in the 
next section, which are enabled by a business model by influencing costs 
through trust levels. The combination of a business model and a maturity 
model, both of which promote long-term trust, should ensure that after 
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the initial trust, there is stakeholder interest in building a long-term trust 
relationship, thus underpinning the sharing.

Maturity Model for the Effectiveness of Digital Lab Transformation

Digital transformation is defined by Pousttchi et al. (2019) as a change 
process that companies undergo due to the emergence of new technologies 
and their social and economic impact. Digital transformation of labs is 
therefore defined as a continuous development process that goes beyond 
the emergence of new technologies and their social and economic impact 
to include the construction of a new business ecosystem. Various studies 
measure this transformation from a didactic and technical perspective in 
order to make its effectiveness transparent to stakeholders and to build 
trust. The pedagogical effectiveness of online labs at different stages of 
digital transformation as an indicator of the usefulness of an experiment to 
achieve the desired goal has been studied by various authors, e.g., Brinson 
(2015). Similarly, studies on technological effectiveness, such as the design, 
development, and implementation of different digital lab transformations 
have been pursued, as by Prada et al. (2015). Corresponding maturity mo
dels for both areas can also be found in research literature (Abbas, 2019), 
but a model that takes into account organizational change towards sharing 
between institutions and thus the needs of users and operators is currently 
lacking. The organizational effectiveness of digital lab transformation has 
not been further researched since then but has gained importance over time 
due to the changing requirements of lab sharing, such as building initial 
trust between different actors and organizations. Numerous international 
research projects involving online labs have failed to continue the environ
ments developed after the project funding phase (Esposito et al., 2021), not 
least due to lack of effectiveness.

Digital lab transformation effectiveness is defined as the evaluation of 
the lab's digital transformation efforts with the goal of sharing (Kuntsman 
& Arenkov, 2019). In this study, effectiveness is specifically defined as the 
quality of the change process organizations undergo that involves technolo
gy and its social and economic impact. Specifically, effectiveness is about 
four dimensions: (1) universality and accessibility, (2) user management, 
(3) scalability and extensibility, and (4) learning support. These are aligned 
with Garcá-Zubía's (2021) structures for the requirements of a remote lab 
management system and the characteristics of a remote experiment. Univer
sality and accessibility describe if and how a lab is accessible to the user 
in any technological scenario and refer to the original design of the experi
ment (García-Zubía, 2021). In this context, Prada et al. (2015) added easier 
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support and efficient management. The second requirement, user manage
ment, consists of four subsections that describe how users gain access to 
online labs, how their data is managed, what user rights they have, and 
how their experiment data set is stored (García-Zubía, 2021 ; Ying & Zhu, 
2004). The third requirement is scalability and extensibility, which consists 
of five subcategories. Scalability and extensibility describe how easy it is to 
adapt the labs to new audiences, expand them to include more experiments, 
extend them to more facilities, certify the results, and ensure sustainability 
(García-Zubía, 2021). The fourth requirement is learning support or pedago
gical effectiveness, i.e., whether and to what extent the online laboratory 
supports coursework (García-Zubía, 2021). As Kara et al. (2010) stated, “ef
fective learning in engineering education can only be achieved through approaches 
that link theoretical courses to the laboratory.” The lab supports not only expe
rimentation, but also social coordination, the lab environment, and indivi
dual differences (Nickerson et al., 2007). We distinguish between learning 
environment, interactivity and realism, technical support and maintenance, 
and didactic support.

In terms of application in the DigiLab4U project, it should therefore be 
further investigated whether the effectiveness of digital lab transformation 
in support of the sharing economy can be mapped in a maturity model. The 
practical use of DigiLab4U promises comparability of the effectiveness of 
shared labs, both from the provider’s perspective in terms of administrabili
ty and financial and personnel effort, and from the perspective of demand 
in terms of learning success. The theoretical perspective has shown that the 
effectiveness of digital lab transformation assumes that criteria are subject 
to multiple truths and that these are determined by the subject matter 
and the underlying use case. Therefore, a constructivist approach based on 
multi-stakeholder interaction should be used to gain insights into and build 
knowledge about the effectiveness of labs’ digital transformation within the 
shared DigiLab4U network.

Discussion

Returning to the research questions, we can conclude that this research has 
provided an overview of the fundamental organizational aspects of shared 
lab networks through a general understanding of business models, trust, 
and maturity models for digital labs. Specifically, a business model that 
promotes sustainability by enabling online lab sharing. A maturity model 
that can determine the effectiveness of digital lab transformation, and a 
consideration of trust as a key element of platform business.
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As described in the second phase dynamics of the life cycle of the multi-
sided marketplace, the platform and the ecosystem should be further develo
ped depending on the current situation (Otto & Jarke, 2019). In addition to 
the three organizational aspects already described, there are numerous other 
ways to further develop the business model marketplace and keep it attrac
tive to customers, which we divide into central services, individual services, 
and community services. By central services, we mean applications that are 
offered centrally from the marketplace to improve matching, for example. 
We think of cooperative resource management, from which a common 
booking and billing process, work properties and resources, and common 
and standardized terms of use emerge, but also a booking system that is 
able to cover the different needs of user roles, such as a recurring event 
for a lecture series. Associated with this should be a flexible billing system 
on a transaction basis to map the described levels of trust, individual but 
also standardized, national and international, and billing for companies and 
universities. Individual services are services provided by the marketplace on 
an individual basis, such as lab didactic or transformation services, research 
services, or the sale of processed research data. Community services are 
actions taken to build and sustain the community as an ecosystem around 
the marketplace. Simple things like a shared vision, or mission statement 
can help, but so can conferences, awards, badges linked to learning paths for 
external visibility of learning success, or individualized advertising for job 
openings or research contracts.

Generalizations can be applied to related application areas such as vo
cational training, but also to broader areas such as shared infrastructures 
and digital transformation, e.g., the business model of shared resources, as 
in research facilities for industry and research, or the effectiveness of trans
forming the digital infrastructure of government agencies or universities. 
Technology-based initial trust and long-term trust could be generalized in 
order to build trust in new technologies.

Limitations arise from differences in the education system, such as re
gional differences in the willingness to pay for education and the degree of 
digitalization. One problematic issue is the willingness to pay; traditionally, 
education in Europe has been free. Students accept that the cost of a digital 
lab must be paid, but there is considerable dispute about whether the state, 
the university, or the students themselves should pay for it. Another limitati
on is the language and cultural differences that affect the type of education 
(practical vs. theoretical) and the level of education (BA, MS, PHD). In 
addition, regional taxes and public sector billing may impose limitations.
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Conclusion

This paper addresses the problem of sharing online digital education resour
ces for STEM subjects. Lab exercises to gain hands-on experience and prac
tical knowledge play an important role in the education of future engineers 
and scientists. Online labs can be used to gain this experience online. Howe
ver, sharing online labs is currently insufficient; in fact, a large percentage of 
lab providers fail to keep them running (profitably) after research funding. 
This paper addresses this problem by highlighting the organizational aspects 
of online lab sharing to provide a long-term perspective for lab networks 
and to serve as a foundation for online lab sharing between providers and 
buyer. The analysis includes three different organizational proposals for im
proving the sharing of these labs to increase sustainability, using DigiLab4U 
as an example. The research potential, generalizations, and limitations were 
highlighted.

The next step is to further explore the organizational aspects scientifi
cally and put them into practice using DigiLab4U as an example to gain 
insights and experience. This will provide a more detailed insight into 
the community, further elaborate on buyer and provider demand, make 
different online lab transformations organizationally comparable, clarify 
dependencies in more detail, and test the initial but also the long-term trust 
network. In addition, experience can be gained from later life cycle phases 
of the multi-sided platform business model for sharing online labs.
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Research Data Management for Laboratory 
Services: the DigiLab4U Use Case of Dataverse

Abstract
The ongoing digitalization of academia and research institutes has led to 
an increasing need for suitable processes of data management and dissemi
nation. As a result, research is increasingly asking for standardized data 
management processes. Research data management (RDM) has emerged as 
an important concern for the whole scientific community, and several plat
forms to support data deposits have been designed and released. Actually, 
(i) rules of management and (ii) the curation of advanced data catalogues 
seem to be generally lacking. Moreover, one of the major challenges is en
couraging consultation and ‘buy-in’ from researchers and senior managers. 
This paper presents the implementation of Dataverse by the DigiLab4U con
sortium from this standpoint. The benchmarking process among research 
data management (RDM) platforms available on the open-source market, 
and the hierarchical structure for storing and managing data are introduced 
and discussed.

Keywords
Research Data Management (RDM), Dataverse, Servitization

Introduction

The ongoing digitalization of academia and research institutes has led to an 
increasing need for suitable processes of data management and disseminati
on. As a result, important scientific journals, academia, but also third-party 
funding institutions are increasingly asking for standardized data manage
ment processes (Wilms et al., 2018). Research data management (RDM) has 
emerged as an important concern for the whole scientific community, and 
several platforms to support data deposits have been designed and released 
(Amorim et al., 2015). Technological progress, especially under the advent 
of the Internet of Things (IoT) era, created a state of the art involving 
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high-level performances, with respect to the possibility of storing huge 
amounts of data, and accessing them everywhere by means of cloud services, 
for instance. This allowed providers to supply advanced data management 
services. Although these important results were achieved, the management 
and curation of advanced data catalogues seem to be lacking (Cox et al., 
2017). As a consequence, institutions that eventually share the data must 
establish their own rules for the suitable management and promotion of 
research data (Wilms et al., 2018), otherwise, data catalogues could result 
in a mess. In addition, major challenges include (i) resourcing, (ii) adaptive 
capacities and communicability with other services, and especially (iii) en
couraging consultation and ‘buy in’ from researchers and senior managers 
(Cox et al., 2017). The ‘buy in’ formula for the provisioning of data especial
ly is a new and important topic in research, and it is gaining attention, 
especially from business entities that are interested in buying research data 
and scientific knowledge from academia and research institutes (Esposito et 
al., 2021). Therefore, this paper presents the implementation of Dataverse 
by the DigiLab4U consortium. The DigiLab4U consortium, under the Open 
Digilab4U project funded by the German Federal Ministry of Education 
and Research (BMBF), aims at creating a network of digitalized labs via the 
Internet of Things, towards hybrid education, cross-institutional research, 
and cross industrial cooperation. Dataverse is a type of open-source software 
for the management of files in the academic field. It has been selected 
within a benchmarking assessment, with respect to some requirements re
quired by the DigiLab4U, and identified according to Amorim et al., (2015). 
This paper provides a standardized hierarchical structure for organizing 
the research material in a RDM system and hence answers the research 
question about a possible solution to managing the curation of content in 
research data catalogues. The remainder of the paper is as follows: section 
2 provides an overview of the literature on digital online labs and RDM in 
this field. Section 3 briefly introduces the DigiLab4U case and provides the 
benchmarking assessments of the RDM platforms and software. In section 
4, the hierarchical structure is presented and tested, and then its validation 
is discussed. Finally, section 5 addresses conclusions and outlooks for future 
works.

Literature review

The literature on digital online labs has been increasing even more over the 
last decade (Heradio et al., 2016). Basically, two research lines have arisen: 
one about the didactical perspective, and one about technical implementati
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on (Zappatore et al., 2015). What is missing is a deep analysis of financial 
and organisational aspects for making labs and networks in which they are 
inserted robust from a life cycle perspective (Esposito, Kammerlohr, et al., 
2021). In this regard, Esposito, Mezzogori, et al. (2021) have showed that 
most digital online experiences last only for the time in which they are 
funded by institutions and organizations under the programs of national 
or international projects. From this point of view, Esposito, Kammerlohr, 
et al. (2021) analyzed the possibility of using research data for business part
nerships upon payment, with generally positive results from several Italian 
companies. As a result, platforms for data curation and sharing are needed 
of course. Although advisory and consultancy services have been recently 
stressed, technology and data deposit assistance seem still to be lacking and 
are only forecast in the near future (Corrall et al., 2013). As a counterproof, 
a single result is obtained by querying Scopus with the following search 
string: ( TITLE-ABS-KEY ( "Research Data Management" OR RDM ) ) AND 
( ( ( "data curation" ) ) AND ( "data curation" ) ) AND ( "data catalogue" ), 
and the only work by Cox et al. (2017) attests to the lack of works and 
research on data catalogues and the active curation of data.

Dataverse within the DigiLab4U environment

In this chapter, firstly the DigiLab4U case is described. The technical system 
is just referenced here using the work by Galli et al. (2020) and Kammerlohr 
et al. (2021) since it is not of interest in this paper and is not discussed 
further. A deeper overview of the services provided is discussed, instead. 
Secondly, the requirements of the DigiLab4U for the selection of the RDM 
system are introduced. There are four key aspects to identify the DigiLab4U 
requirements, according to Amorim et al. (2015): (1) architecture, (2) meta
data handling capabilities, (3) interoperability, content dissemination, and 
search features, and finally (4) community acceptance. Lastly, commercial 
solutions are analyzed in a benchmarking assessment, resulting in the selec
tion of Dataverse.

The DigiLab4U case and its services

DigiLab4U is the cross-Institutional network of Industry 4.0 lab infrastruc
ture. The consortium is led by the Hochschule für Technik Stuttgart 
(HFT), and joined by the other four founding members: the Bremen Insti
tute for Production and Logistics (BIBA), the Institut für Wissensmedien 
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(IWM) of Koblenz-Landau, the Rheinisch-Westfälische Technische Hoch
schule (RWTH) of Aachen, and the University of Parma. Nowadays, it has 
another nine partners all around the world (see https://digilab4u.com/conso
rtium/). The network was funded by the German Federal Ministry of Educa
tion and Research (BMBF) for developing the project ‘Open Digital Lab for 
You’, which created an integrated, hybrid learning and research environment 
consisting of a large variety of lab technologies offering digital services and 
reaching all kinds of possible users. The digitized lab environment intends 
to enable a real IoT learning marketplace, consisting of both digital labs 
from several suppliers and users who access to the labs. The cooperation 
between universities, research institutions and industry allows the suppliers 
to be pooled so that users have access to a larger variety of digital courses 
based on different IoT labs. As a consequence, one of the main features of 
such a network is the availability of tracked and traceable data repositories 
for research data, and suitable systems for retrieving and accessing them. 
Hence, an RDM was needed.

Requirements of the DigiLab4U for the RDM system

The proposed system must comply with two main functionalities of storing 
data: their ownership is assigned and they can be retrieved with a suitable 
reference system. First, from the user’s perspective, people have access to 
old batches of data or new data generated by remote, performing analysis 
without collecting data physically in a lab. Second, from a content uploa
der’s perspective, while they are uploading a data set, a new DOI must be 
automatically created, making data referencing easier and faster when using 
them and the information generated by them. Lastly, an efficient and orga
nized framework to store all the data is required to promote data consultati
on and referencing. These translate into the following seven requirements, 
and each one is related to the four key aspects of Amorim et al. (2015): (i) 
the tool must support REST API, (ii) it possibly needs to be open source, 
and (iii) data must be hosted within Germany—these three requirements 
meet the key aspect (1); (iv) the ability to visualize the stored data must 
be accomplished, (v) it must support a wide range of data formats, based 
on the recommendations by the German association “Verbund Forschungs
daten Bildung”, and (vi) the facility to generate edit and back up data is 
required—these three requirements meet the key aspects (3) and (4); finally, 
(vii) extraction of metadata from data must be simple and structured—this 
requirement meets the key aspects (2) and (3).
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Benchmarking commercial solutions

Several RDM systems are commercially available, and in this phase, some 
have been analyzed with respect to the requirements of the DigiLab4U. 
Software identified from a market investigation performed on the Web are 
listed here: CKAN, RADAR, bwScienceToShare, Freidok plus, Dataverse, 
EdShare, dSPACE, and DKAN. Functionalities and characteristics have been 
mapped through ten main features, according to the requirements. These 
are (i) support for file formats, REST API, service support, and community, 
(ii) suitable data visualization; (iii) consistently building technology; (iv) 
type of license and price; finally, (v) host and service provider, and main 
users. If a single requirement is missing from the above features, the soft
ware is neglected. As a result, two types of software have been selected 
for comparison here: Dataverse from the Dataverse project, and dSPACE 
by dSPACE GmbH. Dataverse is rich in features and has an active service 
and user community to support users and service providers. Hence, the 
benchmarking has been concluded selecting Dataverse, which meets all the 
DigiLab4U requirements.

The structure and its transposition

Dataverse is an open-source Web application from the Dataverse Project, 
developed to share, preserve, cite, explore, and analyze research data. Mainly 
used by academia, it allows researchers, journals, data authors, publishers, 
data distributors, and affiliated institutions to access and replicate data from 
research, ensuring academic credit and Web visibility. A Dataverse repository 
(wordplay for data-and-universe) is the software installation, which then 
hosts multiple virtual archives called Dataverse collections, administrated 
by its creator, who has access to managing all the settings. A Dataverse 
collection is a container for data sets, each one containing data files (e.g., 
research data, code, documentation) and related descriptive metadata (e.g., 
tag and keywords, including documentation and a code that accompanies 
the data). Once a file is uploaded into a data set, it is no longer possible 
to eliminate it from the Dataverse. Also, the Dataverses can hold one or 
more Dataverse collections, which can be set up for individual researchers, 
departments, journals, and organizations. Dataverses and data sets within 
the main Dataverse can be created and placed arbitrarily, and they can also 
be categorized by means of Dataverse categories that identify the type of 
data hub (e.g., institution, laboratory) and address possible query strings. 
Hence, the need for a standard framework for uploading and managing con
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tent, ensuring ease of retrieving and accessing data. The proposed structure 
consists of a five-level structure in a father-son manner, from the Dataverse 
of the single institution within the main DigiLab4U Dataverse (at the top 
of the hierarchy) to the file attribute (at the bottom of the hierarchy). The 
structure is provided in Figure 1, with reference to an example in which two 
partners upload data from experiments performed in their respective remote 
laboratories. Each level is described in the following. At level 0 it is possible 
to find every key partner in the Digilab4U network. Every institution will 
have its own Dataverse collection in the main DigiLab4U Dataverse. Level 
1 contains all the labs of every institution. Level 2 refers to all the specific 
experiments or analyses that can be performed by a laboratory. Level 3 
contains all the data sets of a specific type of experiment or analysis. Lower 
level 4 contains all the files of a specific data set. Three actions are envisaged 
when uploading content. First, before uploading data, they all need to be 
renamed using a formatting standard consistent with the uploading session. 
Second, specific tags need to be applied to every single file. Third, if the 
files need to be collected and organized in folders according to their charac
teristics, compressed files can be used, which enables tree visualization.

 

LEVEL 0 - Partner / Institution
Dataverse

LEVEL 1 - Laboratory
Dataverse

LEVEL 2 - Group of experiment
Dataverse

LEVEL 3 - Experiment
Dataset

LEVEL 4 - Data and
data/files

Experiment on 10/06/2020

Far Field signal Near Field 
Signal

… …

HFT

RFID LAB

Anechoic 
Chamber

…

UNIPR

Logistic RFID LAB SCM Serious 
Game

Reading Optimization Analysis RSSI curve 
Analysis

Financial 
Feasibility 

…

Hierarchical structure for storing Dataverses and data sets

The hierarchical structure so formalized has been discussed by a panel of 
8 experts in the field of education and data management from HFT, BIBA, 
and Parma. The installation and the efficiency of the structure have been 
discussed, and no concerns arose. Therefore, the demo of the DigiLab4U 
Dataverse has been officially presented and validated by the experts. The 
verification of its functionalities and its approval has been achieved, and 
the system has been recognized as suitable with respect to the original 
requirements of the DigiLab4U and is now approaching the Go-Live phase.

Figure 1:
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Discussion and Conclusions

In this paper, a hierarchical structure for RDM in Dataverse is presented, 
referring to the DigiLab4U case. The novelty presented in this paper refers 
to a more efficient and organized way to store data on the RDM platform 
Dataverse by means of a five-level structure. This has been chosen as the 
best compromise between the redundancy of Dataverses and levels of detail 
in the data catalog. This structure has been verified with respect to (i) the 
simplicity of the query for retrieving data, and (ii) the suitability of the data 
catalog structure fostering data consultation. Although this is not evidenced 
by the paper, it has been discussed, with the several experts involved in 
the validation and verification process, that companies could be interested 
in acquiring research results that mostly fit their needs, creating room for 
the supposed financial sustainability of labs and the network. Future works 
could analyze this topic, and authors are working on this.
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Jens Doveren, Birte Heinemann and Ulrik Schroeder

Towards Guidelines for Data Protection and 
Privacy in Learning Analytics Implementation

Abstract
While leveraging data collected from learners to improve teaching and 
learning outcomes has an inherently desirable end goal, Learning Analytics 
researchers have to be aware of data protection policies and the justified 
desire for privacy while learning when rolling out such data collection ef
forts. Successful implementation requires knowing legal frameworks, coor
dinating with the personnel responsible at the individual institution, and 
clearly and openly communicating the extent and goal of the data collection 
effort to the learners and teachers.

In this paper, we present existing community guidelines and our own 
experiences from a rollout of Learning Analytics in the DigiLab4U project.

Keywords
Learning Analytics, Data Protection, Privacy

Introduction

The field of Learning Analytics seeks to leverage quantitative data about 
learning processes to improve teaching efficacy and learning outcomes. The
se improvements can derive from data directly, e.g., by presenting learners 
with insights into their own behaviour, or more indirectly, e.g., by infor
ming decisions about how to improve future iterations of a course.

While such improvements to teaching are inherently desirable for stu
dents, gathering data about learning processes while they happen requires 
a certain degree of interference with the learner's privacy. Depending on 
the specific learning environment, the kind of data collection, as well as 
the mode of a collection, can vary widely, but examples include clickstream 
analysis in learning management systems or gaze and movement analysis in 
virtual reality applications. Some users might perceive such data collection 
as surveillance, which might in turn have an adverse effect on their willing
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ness to engage with the learning environment or might even lead to them 
refusing to engage at all.

Another complicating factor in data collection for Learning Analytics 
purposes, especially when working in an environment involving institutions 
from different jurisdictions, are different data protection policies and legal 
requirements. The intricacies of different data protection policies require 
communication and individual clearing with every institution that is invol
ved.

Regardless of individual regulations, learners must be able to make an 
informed decision about whether they consent to the collection of their 
data. From this requirement follow two implications: one technical and one 
communicational. On the technical side, systems must be designed in a 
way that respects users’ consent or the lack thereof, i.e., they must provide 
baseline functionality for users that have opted out of data collection, and 
they must be able to delete user data should consent to be withdrawn. On 
the communications side, challenges include finding ways to explain what 
pieces of data are collected and processed to potentially not particularly 
tech-savvy learners, as well as clearly communicating the potential benefits 
learners might reap from participation.

We aim to develop guidelines for researchers that intend to implement 
Learning Analytics data collection in real-world scenarios. These guidelines 
will be informed by previous work in that field, our own experience in 
rolling out Learning Analytics in various institutions of a multi-national re
search consortium, as well as a series of interviews with researchers and stu
dents about their expectations towards Learning Analytics, attitudes towards 
privacy and how they value the trade-off between the two.

Background

Data Protection Regulation

The European Union and its member states have long enacted regulations 
regarding the processing of personal data. As per (REGULATION (EU) 
2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL, 
2016), all handling of personal data must guarantee the following:
• Lawful processing
• Specified, explicit, and legitimate use
• Protection from secondary use
• Protection from inadequate and irrelevant processing

2
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• Protection from the use of outdated information
• Protection from unnecessarily long data retention
In addition, the General Data Protection Regulation (GDPR) explicitly codi
fies the following people's privacy rights (What Is GDPR, the EU’s New 
Data Protection Law?, 2020):
1. The right to be informed
2. The right of access
3. The right to rectification
4. The right to erasure
5. The right to restrict processing
6. The right to data portability
7. The right to object
8. Rights in relation to automated decision-making and profiling
The intricacies of how these principles influence the implementation of 
Learning Analytics are beyond the scope of this paper but are summarized 
in (Lukarov, 2019), as well as (Hoel et al., 2017). Underneath the overar
ching European regulation, there is an entire stack of more specific regulati
ons and ordinances from a national down to an institutional level. Conside
ring these highly heterogeneous regulations and institutional practices, the 
only general advice one could give to the aspiring Learning Analytics imple
menter is to communicate with the data protection officer responsible.

Community Experience

We are far from the first group to implement Learning Analytics in a re
al-world context, and the issue of privacy and data protection looms over 
all these efforts. After some rather unfortunate learning experiences, such 
as the failure of the Gates-funded inBloom (Singer, Natasha, 2014), where 
overzealous and ill-communicated collection of learning data from sensitive 
subjects led to a very public backlash, the Learning Analytics community 
has developed guidelines and checklists for effective communication and 
stakeholder involvement, such as the DELICATE checklist in (Drachsler & 
Greller, 2016) and (Schumacher & Ifenthaler, 2018).

The privacy implications of different technology stacks and processing 
methods are the subject of ongoing research in the Learning Analytics 
community, having led to the use of such elaborate methods as differential 
privacy (Steil et al., 2019). A survey of the available literature can be found 
in (Ciordas-Hertel et al., 2019).

2.2
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Apart from careful technology choice, open and honest communication 
is the most important ingredient to a successful rollout of Learning Ana
lytics. That entails explaining what is stored, for how long, and how it is 
being used, but also making sure learners see a tangible benefit from having 
their data analysed.

Own Contributions

Choice of Data Warehousing Solution

When gathering data from learners, the technical implementation of how 
that data is stored is of particular importance when considering data ow
nership and privacy. In order to be able to make any guarantees with regard 
to retention policies, deletion of data upon user request, and such, a tho
rough understanding of the selected data warehousing solution is required.

As it would be dishonest to promise users properties that we ourselves 
have no way of ensuring, we only considered self-hosted solutions that are 
free and open source. All hosting and maintenance of the data warehousing 
solution in the DigiLab4U project were done at RWTH Aachen University.

Although that might seem counterintuitive to those who have never 
implemented a software system with data persistence, architecting such a 
system in a way that ensures data integrity, prevents accidental loss of data, 
and enables arbitrary user data to be deleted at will is a surprisingly tricky 
endeavour. Hence, many implementations of xAPI learning record stores do 
not allow the true deletion of data, which we did not deem satisfactory.

These considerations and a thorough survey of the options available 
led to the choice of Learning Locker as the learning record store in the DigiL
ab4U project. A more detailed description of the decision-making process, 
as well as an overview of the privacy implications of many ready-to-use 
Learning Analytics data warehousing solutions on the market can be found 
in (Lukarov et al., 2020).

Stakeholder Survey

One of the lab environments enhanced with Learning Analytics as part of 
the DigiLab4U project is the RFID measuring chamber at HFT Stuttgart. 
In late 2021, the students of the bachelor program in Information Logistics 
were asked to take a survey containing questions of interest to various 
research groups in the DigiLab4U project. We were particularly interested in 
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students’ pre-existing experience with Learning Analytics, the value they see 
in it, as well as their attitude toward sharing their data to enable Learning 
Analytics not only for them personally but also for fellow students.

Of the 41 participants, 34 filled in the survey completely. The results 
are hence to be treated more as anecdotal data but can nevertheless give 
us pointers on how to improve the rollout of Learning Analytics in future 
courses.

The two aspects relevant to the acceptance of data collection for 
Learning Analytics purposes in this context are the perceived value for the 
learners and whether it is great enough to overcome an inherent reluctance 
towards data sharing. In order to judge the degree to which attitudes toward 
Learning Analytics results might be tainted by a general lack of statistical 
literacy, we asked participants to specify their pre-existing knowledge in 
statistics in general and data visualization interpretation in particular.

 7 

 
Figure 1 — Student Survey Results 

As regards experience with statistics, of the 34 participants, 19 reported having 
taken a statistics course, 3 reported to be self-taught, and 12 reported no experi-
ence. In that same cluster of questions, 4 out of 34 students explicitly reported ex-
perience with interpreting data visualisations, 8 did not know, and 23 reported no 
experience. 

Presented with a fictional example of data visualisations for learning feedback and 
asked whether they would find such feedback interesting, 8 respondents gave a 1 
(very interested) on a five-step Likert scale, 11 gave a 2, 9 gave a 3, 4 gave a 4, and 
the remaining 2 gave a 5. When asked whether they would be willing to share their 
learning data to help in the generation of such feedback, only one participant gave 
an unconditionally positive response, 20 specified that they would require their 
data to be anonymised, and 13 did not give any response.  
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As regards experience with statistics, of the 34 participants, 19 reported 
having taken a statistics course, 3 reported to be self-taught, and 12 reported 
no experience. In that same cluster of questions, 4 out of 34 students exp
licitly reported experience with interpreting data visualizations, 8 did not 
know, and 23 reported no experience.
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Presented with a fictional example of data visualizations for learning 
feedback and asked whether they would find such feedback interesting, 8 
respondents gave a 1 (very interested) on a five-step Likert scale, 11 gave a 2, 
9 gave a 3, 4 gave a 4, and the remaining 2 gave a 5. When asked whether 
they would be willing to share their learning data to help in the generation 
of such feedback, only one participant gave an unconditionally positive 
response, 20 specified that they would require their data to be anonymized, 
and 13 did not give any response.

Closing Thoughts

The results of the learner survey suggest a certain degree of hesitation 
towards sharing their data. One possible cause may be a failure to see how 
they might personally benefit from feedback generated using Learning Ana
lytics. Over 40% of participants reported only middling or no interest in the 
examples that were provided, which might explain the lack of enthusiasm.

These experiences once again underline the importance of early com
munication with learners as stakeholders. Only they can articulate their 
needs and the value that they attach to any given form of feedback, which in 
turn must be evaluated by teachers with respect to its didactical value.

Another factor that was beyond the scope of this paper is the issue 
of scaling up Learning Analytics infrastructures—moving from a smaller, 
more experimental rollout to a larger, institution-wide one often requires 
the use of different, industry-grade big data processing frameworks, which 
again come with their own privacy considerations. The bigger such a project 
grows, the higher the incentive for standardization, which on one hand 
facilitates collaboration and exchange of knowledge, but on the other hand, 
to a certain degree limits technological choices.
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