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Abstract

In the past years, much scientific interest has targeted the Internet of Things
(IoT)—that is, the idea of creating a better connectivity between embedded devices
and the Internet. This is a challenging endeavor: The upcoming multitude of
heterogeneous devices, deployment scenarios and applications demands integration
on different layers in a way that is extensible and future-proof. Standardization
work is in progress to achieve interoperability of various device classes up to the
application layer. However, so far the representation of data about applications,
devices, and their surroundings is standardized only within enclosed knowledge
domains. Thus, for data exchange with future applications or devices that report
information from different knowledge domains, explicit adaptation is necessary
which is a major hindrance for improvement of connectivity.

Paralleling the recent IoT advances, we could witness the dawn of the Semantic
Web. This term describes a series of standards and conventions which allow a
universal representation of knowledge distributed in the Web. This knowledge is
extensible to any knowledge domain and vast open databases of various domains
are available online as of today.

In this work we address the question on whether the problem of a common and
universal data layer for the Internet of Things can be solved using the technologies
of the Semantic Web. In particular, we focus on the question to what extent it
is possible to store, process and query semantic data in line with the ideas of the
Semantic Web directly on a variety of resource-constrained embedded devices. We
provide a complete reference implementation to assess feasibility of our approach
and its cost in terms of resources such as energy and storage space. We show
that by consequent semantic abstraction it is possible to provide a system which
describes observed real-world objects rather than individual sensing devices. This
eliminates the need for an application to address specifics of the sensor deployment
or other involved data sources.

This newly acquired universality accompanies a certain overhead in terms of
resources due to a necessary increase in verbosity. We show however, that pro-
cessing knowledge of high abstraction levels directly on the devices also allows for
semantically-informed sleep scheduling approaches that can conserve energy.
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iv Abstract

This work is structured as follows:

In Chapter 2 we discuss the annotation of resource-constrained embedded de-
vices in accordance with the ideas of the Semantic Web and compare our approach
to existing knowledge representation standards in terms of fitness for the interop-
erability demands posed by the Internet of Things. We show, that—in contrast to
existing approaches—expressing knowledge on embedded devices using the tech-
nologies of the Semantic Web can address the concerns of interoperability of devices
in the IoT and connect it to a vast existing distributed knowledge database in the
current Internet.

In Chapter 3 we address the technical feasibility of this approach for resource-
constrained devices. We introduce the Wiselib RDF' Provider, a modular and
lightweight storage- and communication system for RDF annotations on embed-
ded devices. We show that the Wiselib RDF Provider indeed makes it possible
to store and process semantic information directly on a wide range of resource-
constrained devices and analyze its efficiency in terms of compression ratio and
energy consumption experimentally.

In Chapter 4 we consider the problem of abstracting over specific deployment
scenarios in order to make applications reusable in different contexts. For this, we
extend the semantic descriptions of devices to automatically generated descriptions
of observed objects, called Semantic Entities. We illustrate how Semantic Entities
ease application development as they make the application independent from the
deployment. Furthermore, we show that by allowing the Semantic Entity abstrac-
tion to take place within the embedded network itself, we can utilize high-level
abstract knowledge to facilitate a self-stabilizing, energy-conserving sleep schedul-
ing scheme. We provide a reference implementation of the system and evaluate its
workings in a realistic environment.

In Chapter 5 we examine how transfers of annotations to a central base station
can be reduced to a minimum by processing queries to information in a distributed
way in the embedded network. We introduce a query processing scheme and
provide a reference implementation. Our system allows to process complex queries
that access data sources from the embedded network as well as the Semantic
Web with little energy drain to the embedded devices. We verify experimentally,
that in a realistic environment our approach can answer complex semantic queries
that span the embedded network and the Semantic Web with comparatively little
energy consumption on the embedded devices.
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Zusammenfassung

Das Internet der Dinge (engl. Internet of Things, 10T), also die Vision einer ver-
besserten Konnektivitdat von eingebetteten Systemen und dem Internet, ist in den
vergangenen Jahren verstéirkt in das wissenschaftliche Interesse geriickt. Diese mo-
tiviert ein anspruchsvolles Unterfangen: Durch die aufkommende Vielzahl an he-
terogenen Endgerdten, Installationsszenarien und Anwendungsanforderungen ist
es notwendig, die Integration auf mehreren Schichten voranzutreiben, so dass Er-
weiterbarkeit und Zukunftssicherheit gewéhrleistet sind. Aktuell laufende Stan-
dardisierungsbemiihungen streben eine Integration verschiedener Geréteklassen
bis hinauf zur Anwendungsschicht an; die Darstellung von Anwendungsdaten,
Gerite-Metadaten und Daten iiber die Auflenwelt der Geriite ist allerdings nur
innerhalb geschlossener Wissensdoménen standardisiert. Um Datenaustausch mit
zukiinftigen Anwendungen und Gerdten aus verschiedenen Wissensdoménen si-
cherstellen zu konnen, ist eine explizite Adaptierung zwischen den einzelnen Diens-
ten notwendig. Dieser Umstand stellt derzeit eine wesentliche Hiirde fiir die Ver-
besserung der Konnektivitdt im IoT dar.

Parallel zu den Entwicklungen im IoT konnten wir die Entstehung des semanti-
schen Webs (engl. Semantic Web) beobachten. Dieser Begriff beschreibt eine Reihe
von Standards und Konventionen, die es erlauben, Wissen im Web auf universelle
und verteilte Weise darzustellen. Wissen im Semantic Web ist nicht auf eine Wis-
sensdoméne beschrankt, zudem existieren bereits enorme Wissensdatenbanken aus
verschiedenen Anwendungsbereichen.

In dieser Arbeit untersuchen wir die Frage, ob das Problem einer gemeinsamen
und universellen Wissensdarstellung fiir das [oT mit den Technologien des Seman-
tic Web gelost werden kann. Insbesondere erforschen wir, inwieweit es moglich ist,
semantisches Wissen im Sinne des Semantic Web auf verschiedenen ressourcenbe-
schrankten Systemen zu speichern, zu verarbeiten und abzufragen. Um die Kosten
unseres Ansatzes im Bezug auf Energie- und Speicherverbrauch hin untersuchen
zu konnen, stellen wir eine komplette Referenzimplementierung zur Verfiigung.
Wir zeigen, dass es durch konsequente semantische Abstraktion moglich ist, iiber
Beschreibungen von eingebetteten Systemen hinaus Beschreibungen von Objek-
ten der realen Welt zur Verfiigung zu stellen. Durch diese Abstraktion entfillt die
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vi Zusammenfassung

Notwendigkeit fiir Anwendungen, die Einzelheiten des Installationszenarios der
eingebetteten Geréte oder anderen Datenquellen zu adressieren.

Diese neugewonnene Universalitit bringt einen zusétzlichen Ressourcenver-
brauch mit sich, dem eine Erhohung des Datenaufkommens zugrunde liegt. Wir
zeigen, dass es durch die Verarbeitung von semantischem Wissen auf den einge-
betteten Geréten selbst moglich ist, semantisch informiertes Sleep-Scheduling zur
Verfiigung zu stellen, welches seinerseits den Energieverbrauch reduzieren kann.

Diese Arbeit ist wie folgt gegliedert:

In Kapitel 2 betrachten wir die Annotation von eingebetteten Geréten mit
Technologien des Semantic Web. Wir stellen vorhandene Datenformate fiir einge-
bettete Gerite vor und vergleichen diese mit der semantischen Annotation im Be-
zug auf die Anforderungen des IoT. Wir zeigen, dass die Verwendung von Semantic-
Web-Technologien auf eingebetteten Geréten diese Anforderungen 16sen kann.

In Kapitel 3 adressieren wir die technische Umsetzbarkeit von semantischen
Annotationen fiir Geréite mit beschrinkten Ressourcen. Wir stellen den Wiselib
RDF Provider vor, ein modulares, leichtgewichtiges semantisches Datenbank- und
Kommunikationssystem fiir eingebettete Systeme. Wir zeigen, dass der Wiselib
RDF Provider das Verarbeiten von semantischen Informationen auf einer Vielzahl
von ressourcenbeschrankten Gerdten ermoglicht und untersuchen seine Effizienz
im Bezug auf Speicher- und Energieverbrauch.

In Kapitel 4 betrachten wir die Abstraktion von Beschreibungen konkreter
Gerédte-Installationen hin zu Beschreibungen beobachteter Objekte, den Semantic
Entities. Wir zeigen auf, wie die Semantic-Entities-Abstraktion die Anwendungs-
entwicklung vereinfacht, indem es Anwendungen von dem konkreten Installati-
onsszenario entkoppelt. Des Weiteren zeigen wir, dass es moglich ist, durch Ver-
lagerung der Semantic-Entity-Erstellung in die eingebetteten Gerdte semantisches
Wissen fiir energiesparendes Sleep-Scheduling zu nutzen. Wir fithren ein seman-
tisch gestiitztes, selbststabilisierendes, energiesparendes Verfahren ein, stellen eine
Referenzimplementierung zur Verfiigung und werten unseren Ansatz in einem rea-
listischen Szenario aus.

In Kapitel 5 untersuchen wir die Moglichkeit, Datentransfers von eingebetteten
Geriiten zur Basisstation auf ein Minimum zu reduzieren. Dazu werden Anfragen
an das System nicht mehr zentral beantwortet, sondern in Teilanfragen zerlegt
und verteilt im Netzwerk verarbeitet. Wir stellen solch ein System zur Anfrage-
verarbeitung inklusive Referenzimplementierung vor. Unser System kann komplexe
Anfragen verarbeiten, die sich gleichzeitig auf Datenquellen im eingebetteten Netz-
werk und im Semantic Web beziehen kénnen und hélt dabei den Energieverbrauch
der eingebetteten Geréte gering. Wir weisen experimentell nach, dass unser Ansatz
in einem realistischen Szenario praktisch anwendbar ist und im Vergleich zu einer
zentralisierten Datenverarbeitung deutlich weniger Energie verbraucht.
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I wish I never met you doctor,
I was much better off as a coward.
Captain Jack Harkness, Doctor Who
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Chapter 1

Introduction

Just looked like a “thing”, didn’t it? People don’t question “things”.
They just say, “oo... it’s a thing.”

The Doctor, Doctor Who

In the past years we witnessed a development leading from the data-collecting
Wireless Sensor Networks (WSNs) towards the Internet of Things (1oT). This
term, which is believed to be first publicly introduced in a presentation of Kevin
Ashton in 1991 [Ash], nowadays stands for different ideas, depending on the source
of its definition. Ashton’s definition strives to connect real-world objects to the
Internet, much in the spirit of earlier term Ubiquituos Computing [Wei9l]. The
“things” in his definition do not refer to embedded computing devices, but to
actual real-world objects they observe and control. Another accepted defini-
tion [HTM™14] stresses a new level of connectivity between devices, exceeding that
of existing Machine-to-Machine (M2M) communication approaches and allowing
machines and humans to exchange data. Both definitions of the term are inher-
ently related to embedded and mobile technologies and devices such as wireless
sensor nodes, smart phones, smart watches, wearables, smart TVs, home appli-
ances and a wide array of new applications and devices focusing on observation
of and interaction with the physical world. Thomas Liesner quotes in his arti-
cle “The Internet of Things — next Revolution or Smooth Transition?” [Lie] data
from Gartner, Inc. [Gar| and others predicting a rapid growth of in the number of
connected devices of this type (see Figure 1.1).

We see a large variety of examples of (consumer-targeted) IoT devices pre-
sented in the last years fitting Ashtons definition, some shown in Figure 1.2: The
Netamto Weather Station allows to measure several environmental properties such
as air temperature, humidity, CO, level and noise [PD]. The Belkin WeMo Insight
Switch allows to remote-control the power supply to power-plugged devices and
assess their energy consumption [Bel]. The Jawbone UP24 wrist band can measure
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Figure 1.1: Connected IoT devices (in billion). Values from 2013 onwards are predictions.

personal activity during night- and daytime and monitor sleeping behavior as well
as aid in working out [Jaw]. All these devices come bundled with smart phone-
or cloud-based applications that make them more useful to the end user: The Ne-
tatmo Weather Station application uses the measured values to provide warnings
about air quality and a sophisticated user interface that allows to analyze weather
history and forecast future weather conditions. The WeMo Insight application al-
lows to track energy consumption of a connected appliance and can, for example,
estimate the monthly energy cost for that appliance. Additionally, devices can
be power-cycled remotely via smart phone or automatically by the time of day.
The UP24 smart phone application is specifically designed to set personal goals
for improving habits in terms of sleeping, diet or training.

Each of these devices are sophisticated, useful products on their own, some of
which connect to the Internet to increase the value of the application by incorpo-
rating additional data sources or making use of centralized cloud storage. Vendors
of consumer articles seem to agree on the use of established protocols like 3G,
Bluetooth, Zigbee and WLAN on the low layers and thus usually integrate easily
into existing home networks. To that end, there is a general trend of the usage of
standardized communication protocols established in practice. However, on higher
layers the formats of data exchange are usually vendor-specific, not always publicly
documented and targeted at machine-to-user communication.
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Figure 1.2: Examples of current IoT products. From left to right: The Netatmo Weather
Station, the Belkin WeMo Insight Switch, the Jawbone UP24 wrist band.

At the same time, there is a strong and growing interest for integration of
these diverse IoT components with each other and with services and applications
on the Web on a data layer. This trend is witnessed by recent practical integra-
tion approaches (Figure 1.3): The web service “If this then that” (IFTTT) [IFT],
provides its users with the means to create simple rules that connect triggers
from different channels to actions on other channels. At the time of this writ-
ing, IFTTT supports 104 distinct channels, including popular web services such
as Facebook [Fac], YouTube [You] or GitHub [Git] and IoT appliances such as the
Belkin WeMo Insight Switch, the Jawbone UP24 wrist band and Netatmo Weather
Station introduced above. Example rules could switch off a WeMo plug whenever
the UP24 detects sleep, or post a Facebook update when the user achieves its step
goal as measured by UP24. Another practical integration approach is presented by
the Ninja Sphere [Nin|: The Ninja Sphere can track objects and users and provide
its users with location-based services. It allows, for example, to inform the user
about a left-on heating device and give him /her (via smart phone) the possibility
to turn it off remotely, or for a user to control the light in the room he/she cur-
rently is in via his/her smart watch. The Ninja Sphere supports a variety of IoT
devices such as the Belkin WeMo, the Phillips Hue [Kon| and the Pebble smart
watch [Peb].

In addition to this movement of integrating existing IoT appliances with each
other we also witness a development towards more user-controlled, multi-purpose
[oT sensing devices, targeted at user-customized installation, tinkering and even
user application development. The Ninja Blocks [Nin] system provides a variety of
wireless sensors that can sense temperature, motion or button presses. The vendor
specifically encourages tinkering with the devices and installation of user-provided
embedded or centralized applications and provides full compatibility with the pop-
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Figure 1.3: Integration of IoT components. Left: Prototype of the “Ninja Sphere”.
Right: Example IFTTT rules involving the Netatmo Weather Station.

ular Arduino [Ard] platform. The VARIABLE NODE+ [Var| provides a wireless
sensor platform with exchangeable sensor- and actuator plugs and can be used for
a variety of applications such as reading bar codes, measuring light, air- or surface
temperature and air composition, shown in Figure 1.4. Additionally, the vendor
provides an Input / Output plug, that provides controllable I/O pins for custom
user applications and extension. These approaches of empowering the end users
in using their IoT devices and building custom applications pose new demands on
integrability of devices and applications: Whereas in the formerly presented ap-
proaches devices and software applications were shipped as an atomic bundle, for
this type of devices the application it not known a priori. What data will the user
or application access?” Where should it be communicated? What other devices is
the device going to interact with? These questions stress the second meaning of the
term “Internet of Things” we introduced: A high degree of connectivity between
different devices and applications. The idea of carefully integrating the multitude
of upcoming IoT appliances into platforms such as IFTTT or the Ninja Sphere
one by one however does not scale in the long term: Code has to be added specific
for the API of each new appliance and user-defined applications (such as IFTTT
rules) are not reusable in that they still refer to specific products and vendors.
Consider a simple, user-defined home automation application: A contact sensor
observes the open—closed state of a window. Whenever the window is being opened,
the smart power plug should cut the power to the air conditioning device to avoid
a waste of energy. A possible, IFTTT-like formulation could be “IF sensors 42

Dieses Werk ist copyrightgeschiitzt und darf in keiner Form vervielfaltigt werden noch an Dritte weitergegeben werden.
Es gilt nur fir den persénlichen Gebrauch.



Images: https://variableinc.com

Figure 1.4: VARIABLE NODE+ with some of the available exchangeable sensor plugs.

measures contact loss THEN turn off power plug 23”. ldeally, we would rather
like to express our applications in the spirit of “IF' a window is open in any room
$v THEN turn off all AC devices in room $x”. Note how much more generic
and reusable this second formulation is: It can work with any number of window
sensors and any number of AC devices and matches them to the same room. More
important, it does not include (a) any implicit assumptions about where sensors
are installed and what they are observing (b) access to the raw sensor information
(“contact loss”). This level of abstraction, considered at a general level, requires
the following preconditions:

1. A description of the sensor and actuator devices: What are they observing?
What does that mean for the application? Where are they located? How
can they interact with the real world?

2. An infrastructure that allows to obtain the information asked for in the
query: As the second query does not address sensors explicitly, other means
of accessing this information need to be provided.

We pose the following questions: How can we express—on the data layer—such
information in a way that any thinkable future application scenario remains pos-
sible, yet still have it be descriptive enough to enable reuse of knowledge across
different applications and devices? The simple query shown above only accesses in-
formation about sensors, how can we incorporate knowledge from remote databases
or data publicly available on the Web such as company time tables, large-scale lo-
cation information or weather services? What is the cost of such a knowledge
representation, and where can this knowledge reside? If queries do not address
specific devices anymore, how can we still make this knowledge accessible?

A lot of research is currently in progress that aims to address these and sim-
ilar questions from different perspectives: The European Union project Internet
of Things Architecture (IoT-A) [BBBT12] was started in 2010 and concluded in
November 2013. ToT-A’s mission was to create architectural foundations for the
Internet of Things for addressing questions like integration, self configuration and
orchestration. Figure 1.5 gives an overview over a fraction of their outcomes,
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Figure 1.5: ToT-A deliverable D1.5: IoT service and Virtual Entity abstraction levels.

namely the conceptual integration of the physical world, the several IoT services
and the IoT system with its Virtual Entities—virtual representations of observed
or controlled real-world objects. The EU project iCore [iCo| implements a realiza-
tion of the IoT-A architecture, abstracting over device heterogeneity and individual
devices towards a representation of the observed real-world objects.

In parallel, the European Union funded the project Semantic Service Provision-
ing for the Internet of Things using Future Internet Research by Erperimentation
(SPITFIRE) [SPla]. SPITFIRE addresses this set of questions by consequently
connecting the IoT to the Semantic Web [BLHLO1] and emphasizing the elevation
of embedded devices to self-describing first-class citizens of the future Internet of
Things.

Thesis Outline. This thesis addresses the question of how Semantic Web tech-
nologies can be used to describe IoT devices efficiently to provide a better integra-
tion. In Chapter 2 we analyze existing standards for describing embedded devices
with respect to their expressiveness and universality. We introduce the Semantic
Web and show how the description methodology it offers can improve on these
existing standards. Chapter 3 discusses the storage of semantic descriptions di-
rectly on the resource-constrained embedded devices with a focus on determining
the overhead, especially in terms of energy consumption of such a data model.
In Chapter 4 we address the question of how we can further abstract from the
description of embedded devices discussed so far. In particular, we raise the ques-
tion of how these device descriptions can be converted into knowledge about the
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