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Preface

The Internet of Things (IoT), big data, and cloud computing are all independent but com-
plementary fields of study. The integration of three technologies provides synergy and
a great chance for organizations to reap the enormous benefits of integration. When this
combination is properly conceived, built, implemented, and operated, it can unleash a
technical force that can propel innovation forward. Big data, the IoT, and the cloud archi-
tectures all work together to bring significant economic advantages. In a way, it is a great
fit. The IoT captures data in real time. Data management systems benefit from big data’s
optimization. Rapid data collection, storage, computation, and dissemination are all fea-
tures of the cloud. Big data solutions linked with IoT andcloud architecture are the key
focus of this book, which is based on appealing business propositions. As a result, the book
provides a high-level overview of architecture, solution practices, governance, and the
underlying technical approach to developing integrated big data, cloud, and IoT solutions.

The security of critical systems and infrastructure is a serious concern for information
and communication technology systems and networks. There are a variety of ways to
ensure that messages are coming from trustworthy sources. The contributors cover the
most recent research and development in authentication systems, including problems and
applications for cloud technologies, the IoT, and big data in this edited reference.

Recent advances in micro-electro andmicro-mechanical system innovation, remote
intersections, and computerized devices have enabled the creation of low-cost, multifunc-
tional sensor hubs that are simple to operate, waste little power, and send data wirelessly
over short distances. Intelligent sensors, when utilized like an IoT segment, convert a pre-
dicted reality factor into a digital information stream that may be communicated to a gate-
way for further processing.

The book illuminates the IoT, the cloud, and big data, as well as other cutting-edge tech-
nologies. This book addresses a variety of contemporary scientific and technical issues,
including how to transform the IoT concept into a practical, technically feasible, and finan-
cially viable product. Big data and cloud computing are presented as important enablers
for the sensing and computation backbone of the IoT. We are pleased that CRC Publications
offered us the privilege to publish the book. Additionally, we appreciate our families and
loved ones for their support. This book is intended for academics, postgraduates, and
practitioners interested in cloud computing, the IoT, and big data.
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Integration of IoT, Big Data, and Cloud
Computing Technologies: Trend of the Era

Sita Rani, Pankaj Bhambri and Aman Kataria
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1.1 Introduction

Today, technology has captured every sphere of day-to-day life. It contributes significantly to
providing better services and quality lives to users (Rani et al., 2021b). It has benefited a num-
ber of domains, like healthcare, industry, education, agriculture, transportation, banking and
finance, among others (Rani et al., 2022c). This technological revolution comprises artificial
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intelligence (AI), machine learning (ML), the Internet of Things (IoT), big data analytics,
cloud computing, 4G, and 5G. The fundamental aim is to provide all-time connectivity and
availability of data (Singh et al., 2021b). Individually as well as together, the IoT, big data, and
cloud computing are playing notable roles in many application areas. The development of a
strong charging structure network is broadly known as a vital necessity for a huge-scale evo-
lution to electromobility (Bhambri et al., 2022). Kshirsagar et al. (2022) covered research on
various methodologies for using neural networks to detect plant leaf diseases. Today, almost
every field is making use of neural networks in one or another way (Bhambri et al., 2022).

1.1.1 loT

The Internet is observed as a communication network that connects people and informa-
tion (Hussein, 2019). On the other side, the IoT is a network of distributed objects in which
each object has the potential to sense data/signals and process them with varying capaci-
ties (Soumyalatha, 2016; Rani et al., 2021). Each object/thing has a unique address so it can
be located in cyberspace, which helps with the operations and communications among the
objects (Singh et al., 2017; Jabraeil Jamali et al., 2020; Rani et al., 2022b). So, the fundamental
aim of the IoT is to connect various things and individuals to facilitate all-time connectivity
everywhere they are by using various communication networks and services, as shown in
Figure 1.1. The IoT is considered one of the phases of the Internet’s evolution. The IoT has
made it convenient to connect many ordinary devices/gadgets to the Internet and helps
achieve many diverse objectives (Kumar et al., 2022; Rani et al., 2022b). Whereas in 2015,
only 0.06% of objects were connected to the IoT system, in 2020, approximately 50 billion
smart devices have become part of the system and are connected through the Internet,
which is a very high number compared to the world’s population, shown in Figure 1.2.

With the evolution of the Internet, now it is not only a network of machines but has also
emerged as a network of a variety of devices (Rani et al., 2021c; Banerjee et al., 2022). The
IoT has become a network of different interconnected objects/things, also called a network
of networks (Arya et al., 2022), as depicted in Figure 1.3.

In current times, various devices like smart appliances, vehicles, cyber-physical sys-
tems, smartphones, industrial systems, healthcare devices, and many others are using the

Anyone
Anybody

Any Service
Any Business

Any Place
Anywhere

Internet
of
Things

Any Thing
Any Device

Any Path
Any Network

Any Time
Any Context

FIGURE 1.1
IoT: anytime, anywhere connectivity (Soumyalatha, 2016).
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Year vs World Population and Connected Devices
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FIGURE 1.2
IoT-connected devices: year/population (Soumyalatha, 2016).

Internet of Things
(IoT)

Individual Networks

Connected

Together

With Security,
Management
and Data
Analytics

FIGURE 1.3
IoT: network mesh (Hussein, 2019).



4 Big Data, Cloud Computing and IoT

Internet for information exchange (Rani et al., 2022a, 2022). Irrespective of the size, these
smart devices have the potential of real-time data collection, monitoring, positioning,
tracking, and process control (Bhambri et al., 2022).

Keeping all this in view, the IoT platform is supposed to flourish in terms of the number
of connected devices and smart objects in a variety of commercial application domains
(Rani et al., 2021a; Kothandaraman et al., 2022). The IoT will offer numerous opportunities
in the domain of research due to the widespread usage of smart devices in various spheres
of day-to-day life (Gupta and Kaur, 2016).

1.1.1.1 Architecture

As the number of smart devices connected through the IoT is increasing rapidly, it needs
a flexible and expandable architecture (Aswale et al., 2019). Communication channels
should be capable enough to manage voluminous data to avoid congestion (Tandon and
Bhambri, 2017). Different IoT models are developed using either of the two architec-
tures, that is, a three-layer architecture or a five-layer architecture, as discussed in the
following:

Three-Layer Architecture: Itis also called conventional architecture, as shown in Figure 1.4.

® The bottom layer is the Perception Layer, which keeps environmental data sen-
sors. The basic tasks of this layer are to sense the environmental data using sensors
and recognize the intelligent devices.

¢ The second layer, that is, Network Layer interconnects the intelligent objects/
devices, servers, and networked devices. The data gathered in the perception layer
are transmitted and processed in this layer.

¢ The Application Layer provides the application-centered services to the users. It
caters to a variety of applications, like smart healthcare, intelligent buildings, and
smart homes and cities, among others.

The three-layer IoT architecture only gives an overview but is not ample for all application
domains, especially those that require the sharper facets of the IoT (Rani et al., 2022d). To
administer this challenge, the five-layer architecture is proposed, depicted in Figure 1.5.

The Perception Layer and the Application Layer do the same functionality as discussed
earlier in three-layer architecture. The other layers work as follows:

¢ The Transport Layer transmits the data gathered by the lower Perception Layer to
the upper Processing layer and vice versa. The communication media used by this
layer are radiofrequency identification, 3G, near-field communication (NFC), local
area network (LAN), and Bluetooth.

Application Layer
Network Layer

Perception Layer

FIGURE 1.4
IoT: three-layer architecture.
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L Business Layer )
=
[ Application Layer J
L Processing Layer
J
L Transport Layer J
L Perception Layer J

FIGURE 1.5
IoT: five-layer architecture.

¢ The next layer, that is, the Processing Layer, also known as middleware, stores,
analyzes, and processes huge volumes of data received from the Transportation
Layer. This layer uses a variety of technologies like databases, big data modules,
and cloud computing applications to accomplish its tasks.

® The integrated IoT system is administered by the topmost layer, that is, the
Business Layer. It manages the privacy of the users, various applications, and busi-
ness models.

1.1.1.2 IoT Application Domains

In collaboration with ML and Al, anomaly detection systems are vastly used in behav-
ioral analysis to help identify and predict the prevalence of anomalies (Bhambri et al.,
2020). The IoT plays a very significant role in numerous and diverse application domains.
Smart devices and gadgets have entered almost all the spheres of day-to-day life for indi-
viduals, organizations, and institutions (Rani et al., 2021). Broadly, the IoT has covered
many important areas, including healthcare, industry, smart cities, agriculture, and others
(Anand and Bhambri, 2018).

e Smart Cities

The IoT is contributing significantly to improving the quality of life of residents by improv-
ing cities” infrastructure. Some of the prominent applications in the smart city ecosystem
consist of intelligent transportation and traffic management, smart buildings, smart park-
ing, smart grids and metering systems, waste management, and smart lighting.

e Healthcare

IoT-enabled medical equipment and smart devices are offering many benefits in the
healthcare sector, such as monitoring patients remotely, gathering medical data, tracking
patient flow, observing the movement of medical staff, and more. Sensor-based devices
and smart gadgets significantly enhance the experience of measuring various health
parameters, like blood pressure and glucose levels, temperature, cholesterol, and heart
rate, among others.
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* Smart Agriculture

The IoT has the equal potential to improve various processes and services in the agricul-
ture sector. This sensor-based technology is playing a very important role in analyzing
various soil parameters and environmental conditions much needed in farming. The IoT
has applications in analyzing soil nutrients, sensing microclimatic conditions, analyzing
the quantity of vitamins and minerals in various agricultural products, monitoring grazing
animals, and so on.

¢ Retail and Logistics

The IoT has made its own place in supply chain management and logistics too. It is used
in the domains of product tracking, administering the rotation of articles/products in the
warehouses and shelves of the outlets, and more. It also plays an important role in ana-
lyzing consignment conditions, studying storage conditions, and even keeping a regular
check on gas leakage in industrial environments to ensure safety. Most of these applica-
tions are deployed using loT-facilitated wireless sensor networks.

* Smart Living

In this domain, a variety of IoT-equipped smart applications are deployed to provide a bet-
ter quality of life to residents. Most appliances and equipment can be managed remotely
to save time, energy, and other resources. IoT gadgets/devices are also playing a very vital
role in the security of individuals and the infrastructure.

e Smart Environment

The environment plays a significant role in providing a healthy life to all living beings.
There are many factors, like industry waste, vehicle pollution, increasing population,
and others, that are continuously damaging the environment. Smart equipment and
devices are providing many innovative ways to monitor and manage industrial waste,
keep a check on the pollution level in the air, and generate data to regulate government
policies (Mohanta et al., 2022).

1.1.2 Big Data

Modern industry revolves around the most vital key term data. The rapid development
of smart devices, gadgets, sensors, communication networks, computing devices, and
storage systems has added a new dimension to data gathering and processing (Yaqoob
et al., 2016). The data generated through the various applications in different domains
are multiplying each year. Big data is a contemporary term initiated from the need of
managing voluminous data by big ventures like Facebook, Twitter, Google, Yahoo, and
others (Jain et al., 2021). The best way to achieve the balance between energy usage
and quality of service is workload-aware energy-efficient virtual machine consolidation
(Kaur et al., 2020).

Its key role is to define huge, diversified data, which are usually unstructured and not
manageable using traditional techniques and tools. Today, governments, industry, and
academia all have become highly attentive toward the unexplored capability of big data
(Rodriguez-Mazahua et al., 2016; Rani and Gupta, 2017). The biggest challenge faced by
information technology (IT) engineers and data scientists is that the increase in data is very
rapid, which makes the administration and analysis of data difficult (Azeem et al., 2021).
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FIGURE 1.6
The big data: 5V model.

Consequently, it becomes important to use standardized tools and techniques to manage,
store, and analyze such a voluminous amount of data. Big data models traversed through
3V, 4V, and 5V evolutions, in which each new model is an extension of the previous one
(Singh et al., 2021a). The latest development, that is, 5V model (shown in Figure 1.6), is
described as follows:

¢ Volume. Due to the rapid development in a variety of domains, the volume of data
is increasing tremendously. There is an approximately 40% yearly increase in data
and in the size of zettabytes.

® Velocity. It describes the timeliness of data. The collection and processing of data
must be done rapidly to enhance its commercial utility.

¢ Variety. When the volume of data is huge, it usually comprises semistructured or
unstructured data like text, audio, video, and regular structured data.

* Value. Today, data are some of the most precious resources. They are adminis-
tered like commodities that are sold and bought among the parties. Consequently,
understanding its value/cost can aid to manage other resources and help in bud-
get planning.

® Veracity. As data are gathered from a number of sources, the accuracy of the
data is always questionable. Collected data are preprocessed using different tech-
niques and methods before its actual use. It ensures better and more accurate
decision-making.

1.1.2.1 Big Data Applications

Big data is an infrastructure that aids in fetching, organizing, and managing huge volumes
of data (Chhabra and Bhambri, 2021). It uses various specialized software, methods, and
tools to store, sort, access, discover, and process voluminous data (Bhambri and Gupta,
2014). The data, gathered over a long period, are analyzed visually for their value to be
administered in various scenarios (Khan and Javaid, 2021). Different software like Hadoop
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and Apache play a very significant role in deriving inferences from data that are of huge
significance to various kinds of industries, such as the following (Shrivastava et al., 2021):

¢ Education. In the education sector, big data plays an important role in grading,
restructuring syllabi, predicting future requirements, and in career analysis of the
candidates.

e Healthcare. The volume of data/samples gathered helps in the detection/predic-
tion of impending pandemic outbreaks, preventive care, and evidence-dependent
medicine.

* Government. Big data storage techniques and analysis tools are playing a very
vital role in the areas of banking, insurance, finance, security from cyber threats,
and many more.

* Media. Big data analytical techniques are used for customer behavior, audience
study and prediction, and more.

* Transportation. Big data is used in traffic analysis, rescheduling of traffic routes,
ensuring public safety, and so on.

e Banking. The study of business statistics, financial security, risk analysis and cal-
culation, forecasting investment funds, and more use big data analytics.

Consequently, big data analytics is aiding many domains for the purpose of analysis and
prediction.

1.1.3 Cloud Computing

The concept of cloud computing emerged for the optimal utilization of various comput-
ing resources (Nazir et al., 2020). These resources should be paid for only when required/
used like other resources, for example, water, electricity, gas, and so on (Bhambri and Kaur,
2014). The various services provided under this concept are catered to and managed by the
various data centers that are located at different geographical locations (Kaur and Bhambri,
2019). A cloud computing service was a long-held fantasy in the domain of information and
communication technology (ICT), and it will be realized due to the emergence of economic
data centers (Bhambri and Chhabra (2022). Another major challenge arising due to the evo-
lution of computing as a service is the security of data/information (Sinha et al., 2020). From
the architectural aspect of cloud computing, the most vital entity is the data center (Sarga,
2012). Basically, data centers provide different categories of cloud services to customers/
users (Kaur et al., 2015). A number of companies like Google, Amazon, Yahoo, Facebook,
and many more have already entered the market and provide cloud services to the custom-
ers using pay-on-demand/use model (Singh et al., 2021a). As discussed earlier, they have
deployed their data centers at different locations to provide economical services to users.

The security of data and the quality of services are managed by cloud service providers.
Cloud users have no control over service parameters, like availability of information, qual-
ity, and others (Bhambri and Gupta, 2012a). To obtain and ensure committed quality ser-
vices, consumers usually go for service-level agreements (SLAs). An SLA comprises all the
terms and conditions settled between the consumer and cloud provider. The professional
image of a cloud service provider is evaluated by their adherence to the SLA (Bhambri and
Gupta, 2012b). When large organizations acquire multiple applications to provide the most
reliable and efficient services to their clients, the procedure is termed a Hazy Cloud Process
(Jasmine and Gupta, 2012).
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1.1.3.1 Cloud Service Models

Cloud computing is a framework for fetching customized access to various ICT resources
like storage, communication networks, processing units, applications, software, and online
services (Paika and Bhambri, 2013). The fundamental aim of the cloud models is to enhance
the availability of the resources at affordable cost. The cloud framework comprises five
imperative characteristics, three service delivery models, and four deployment models.
The delivery models are further classified as follows:

¢ Software as a Service (SaaS)

In this model, a variety of software/services are mounted on the cloud. These software
and services are made available to the consumer on a rental basis and are accessed through
Internet/email. SaaS provides instant on-demand services to the customer for different
kinds of needs like business applications, software, enterprise resource planning (ERP),
supply-chain management (SCM), and others. As SaaS and platform as a service (PaaS),
both operate on top of infrastructure as a service (laaS); any infringement in IaaS will
surely impact the security mechanism of both delivery models. It depicts the high degree
of dependence in the layered architecture, where, on one side, the layered framework
strengthens the security and reliability of the model but comprises technical risks too.

¢ PaaS
This model enables the consumer to access a platform to deploy cloud framework and infra-
structure using specific applications without acquiring a personal machine. PaaS basically
describes the sharing of platforms and software like operating systems and customized
application-specific frameworks. PaaS deploys cloud services considering the constraints
of the resources. Paa$ is usually opted for by consumers who are also using laaS.

¢ laaS
This service model provides an infrastructure for consumers on a pay-as-you-go basis. The
various resources which become accessible to the consumers are computational resources,
servers, and memory storage in cloud. Under laaS, the service may be provided by an
individual physical or virtual vendor or as a conflux of both. In a cloud-based system, the
consumers can pay as per usage where all [aaS, PaaS, and SaaS provide layer-specific ser-
vices in a row one after another.

Iaa$ facilitates the consumers with a platform where they can have control over physical
resources like communication networks, storage devices, and other computer devices
(Bhambri and Gupta, 2013). The second cloud layer, that is, PaaS, provides the access to the
cloud resources by handing over control at the system administration level, like operating
systems and various runtime services. Saa$ is the topmost service dependent on end-user
applications. Under this model, most of the control is kept by the cloud owner (Kaur and
Bhambri, 2015). IBM has depicted the control of the cloud services with a diagram shown
in Figure 1.7.

1.1.3.2 Cloud Deployment Models

The cloud deployment models are based on the infrastructure of the communication net-
works on which it is hosted. They are characterized by the location of the cloud infrastruc-
ture (Chopra et al., 2011). The cloud deployment models are categorized as public cloud,
private cloud, community cloud, and hybrid cloud:

¢ Public Cloud. The most frequently used cloud is the public cloud. In this model,
both individuals and companies can manage their accounts when subscribing to
cloud services.
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FIGURE 1.7
IBM cloud services: administered by owner and consumer.

¢ Private Cloud. In this model, the cloud services are deployed and administered
using a private network for an individual. This type of model can cater to an indi-
vidual organization or be used in collaboration with some other service provider
to cater to the needs of an entity.

¢ Community Cloud. This type of cloud is usually shared by entities with similar
requirements. It is used to spread the common policies, employment, promoting
the optimal structure and analogy of appliances. Different educational institu-
tions, business organizations, scientific research bodies, health organizations, and
many other associations that usually share common interests mostly use commu-
nity clouds for the exchange of information.

¢ Hybrid Cloud. This model is the confluence of various previously discussed mod-
els. It may be the amalgamation of different private clouds, private and public
clouds, and so on. This type of cloud model caters the needs of almost all types of
consumers. The major challenge faced in this framework is security.

1.1.3.3 Cloud Applications Areas

Today, most organizations, irrespective of their size, benefit from a cloud framework
for deploying their data, applications, and software over the cloud. The major objective
behind this adoption is to reduce the cost associated with the purchase and maintenance of
ICT infrastructure (Harleen, 2016). Cloud computing offers plenty of services to consum-
ers fundamentally through remote access to distant resources. The most prominent cloud
computing features are
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¢ on-demand services,

¢ pooling of available resources,

® better quality services,

¢ expanded network visibility and availability, and
¢ quick scalability.

With the preceding features, cloud computing plays a very significant role in different
applications domains:

¢ E-commerce

¢ Business applications

* Data storage, management, and access services
¢ Multimedia applications

¢ Privacy and data security

¢ Geographical maps and location-dependent applications, among others

Along with this, cloud computing model is used in a number of other domains too.

1.2 Integrated Framework

The three dominating technologies of the current time, that is, big data, the IoT, and
cloud computing, are playing significant roles in many real-life applications. The promi-
nent areas that benefit from these technologies are smart cities, Industry 4.0, agriculture,
healthcare, transportation, weather forecasting, banking and insurance, and many more
(Arunachalam et al.,, 2021). Applying these technologies in various applications is not
done in isolation; the functions integrate with each other, as shown in Figure 1.8. Today,
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FIGURE 1.8
The integration of the IoT, big data, and cloud computing to realize real-life applications.



