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Introduction 

Cybersecurity and privacy are global issues with a local impact. When any 
security or privacy breach occurs, it impacts our society at all levels. Trust 
in the digital platforms is lost; companies loose revenue and even public 
institutions are discredited. These two issues have become major concerns of 
wide groups of today’s globally connected society; the scientific community; 
industry; governments and politicians; and civic groups. 

Our every-day life is very much dependent on the connected devices 
we are surrounded by – mobile phones, computer in homes and offices, 
sensors and machines in factories, hospitals etc. Cybersecurity and privacy 
concerns are fueled by the collection of huge amount of data exchanged 
by the connected devices and increasingly collected by Internet of Things 
(IoT). The IoT technology integrates the Internet as we know it today into 
a multitude of things, and hence commonly known objects such as clothes, 
food packing toothbrushes, etc. In this integration a huge amount of data is 
created. It will be stored in data centers and accessible as via cloud services 
in cross referenced selections. This vision of IoT incorporates new forms of 
communication between people and things and between things themselves. A 
multiplicity of devices/sensors acts outside the reach of the humans: sensors 
and devices communicate via Internet, analyze and act upon the data they 
select to provide services for the user. This automated communication and 
action is a key-feature in the potential of Information and Communication 
Technologies (ICTs).The interconnected physical devices, vehicles; buildings, 
and other items embedded with electronics collect and exchange data as basis 
for new services effectuated on predefined conditions that, however, may 
be modified in the provision process. The current view is that there will 
be more than 30 billion interacting devices by the year 2020 (e.g., Forbes, 
2016) and the IoT vision foresees use cases in ever more sensitive areas such 
as e-health, Intelligent Transport System, Smart Grids, smart homes (Patel 
et al., 2016). It is estimated that around 70% of these will have vulnerability 
against cybersecurity (Security Intelligence, 2016) as the sharing of data 
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