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FOREWORD

ISO/IEC 27001:2013 is the international Standard
for Information Security Management Systems
(ISMSs). Closely allied to ISO/IEC 27002:2013,
this  Standard (sometimes called  the
ISMS Standard) can help organisations meet all
their information-related regulatory compliance
objectives and can help them prepare and position
themselves for new and emerging regulations.

Information is the lifeblood of today’s
organisation and, therefore, ensuring that
information is simultaneously protected and
available to those who need it is essential to
modern business operations. Information systems
are not usually designed from the outset to be
secure. Technical security measures and checklists
are limited in their ability to protect a complete
information system. Management systems and
procedural controls are essential components of
any really secure information system and, to be
effective, need careful planning and attention to
detail.

ISO/IEC 27001 provides the specification for an
ISMS and, in the related Code of Practice,
ISO/IEC 27002, it draws on the knowledge of a
group of experienced information security
practitioners in a wide range of significant
organisations across more than 40 countries to set
out best practice in information security. An
1ISO27001-compliant system will provide a
systematic approach to ensuring the availability,
confidentiality and integrity of corporate
information. The controls of 1SO27001 are based
on identifying and combating the entire range of
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potential risks to the organisation’s information
assets. This helpful, handy 1S027001/1S027002
pocket guide gives a useful overview of these two
important information security standards.
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