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Preface
No matter how new you are to Citrix or for how long you have used it, we are going 
to show you how you can extend the use of Citrix products to beyond the confines 
of your corporate network, making full use of the "any device anywhere" tag line 
used in Citrix marketing. Citrix Access Gateway can provide full VPN access to your 
network or simple ICA Proxy, and Citrix Access Gateway VPX 5.04 Essentials will 
show you how to step through the complete process of configuring the appliance. 
Providing easy-to-follow guides that you will be able to follow as a seasoned Citrix 
professional or newbie, this book will take you through the full and complete 
deployment of the appliance.

What this book covers
Chapter 1, Getting Started with the Citrix Access Gateway Product Family, will describe 
the purpose of Citrix Access Gateway and the models that are available and their 
associated features. This chapter will serve as a good introduction to the product 
range and will help in choosing the correct model to meet a required business need.

Chapter 2, Licensing the Citrix Access Gateway, will walk you through Citrix licensing 
and its available options. You will discover the MyCitrix website, where licenses are 
obtained, and this will help with the assignment of hostnames to licenses. Licenses can 
be delivered from CAG or from a specific license server.

Chapter 3, The Citrix Access Gateway Initial Setup, will enable you to complete the 
first step in using CAG, which is to import it into our virtualization hosts and to 
configure networking, passwords, and adding SSL certificates.
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Chapter 4, Configuring a Basic Logon Point for XenApp/XenDesktop, will provide 
guidance in the usage of the platform license, which you can use to establish 
unlimited connections to XenApp/XenDesktop servers and is widely used in 
this manner as an ICA Proxy. We will look at how to create this proof-of-concept 
system by creating a basic logon point and using authentication at the web 
interface server. This is the simplest form of CAG and provides a quick and  
easy start into using this system.

Chapter 5, Creating Authentication Profiles, will walk you through the authentication 
at the Citrix web interface, which is a simple solution but limits the usage of CAG; 
that is, being limited to just basic logon points. From a security perspective, passing 
authentication to the web interface server is allowing traffic to pass to another device 
that, as yet, had not been authenticated; authentication should be handled at the 
point of entry and nowhere else.

Chapter 6, Beyond the Basics, will introduce SmartAccess logon points and what 
is available with the universal licenses. Not only can we connect to XenApp and 
XenDesktop, but we now also have full VPN access to internal resources, such as 
internal e-mails, intranets, and network file shares.

Chapter 7, Address Pools, will show you how Address Pools allow your SmartAccess 
clients to be issued with an IP address to access internal resources. These may be 
required for some services that do not allow multiple connections from a single device.

Chapter 8, Device Profiles and Endpoint Analysis, will talk about using device profiles  
with SmartAccess, which enables us to identify different classifications of client 
machines the device profiles can control (which resources they can access and  
which policies will apply if they access XenApp or XenDesktop). Typically, we  
may need to be able to differentiate between corporate-managed computers and 
personal computers.

Chapter 9, Defining Network Resources, will walk you through CAG SmartAccess, 
which allows you access not only to Citrix XenApp and Citrix XenDesktop but also 
to internal resources, such as network file shares and e-mails. In this chapter, we will 
look at specifying network resources that we wish our users to have access to and 
those that they should not.

Chapter 10, SmartAccess Logon Points, will talk about how, when we are nearing the 
end of the configuration, we add SmartAccess logon points to the management 
console, providing full VPN access to internal networks.

Chapter 11, Linking It All Together with SmartGroups, will discuss Smart Groups 
that enable resources to be linked to logon points. These are added through the 
management console and can be described as the glue of the SmartAccess solutions.
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Chapter 12, Connecting to SmartAccess Logon Points, will investigate how we can 
connect to our newly created SmartAccess logon points by using a web browser or 
the secure access plug-in.

Chapter 13, Monitoring the Citrix Access Gateway, will discuss how to monitor and 
maintain CAG. Having set up the gateway, it is important to be able to keep it 
running effectively. This will involve monitoring connections and logs, backing up 
the configuration with snapshots, and upgrading the firmware. Once we have this in 
the bag, we need to look into providing high availability using appliance failover.

Chapter 14, Command Line Management of the Citrix Access Gateway, will explain using 
the command line, and we will investigate some of the options available. Although 
most management is maintained via the web console, some elements can be 
managed from the command line, and we look at when and why we use this.

What you need for this book
To make full use of this book, you will need to have basic knowledge of Citrix 
products such as XenApp (or its predecessor, Presentation Server) or XenDesktop, 
and we will be implementing or investigating remote access solutions. Although no 
prior knowledge of virtual private networks is required, we would expect that you 
have basic grounding in IP-based networks and routing.

Who this book is for
This booked is aimed at system administrators implementing or working with the 
Citrix Access Gateway 5.x virtual appliance, and it is also for those who are looking 
for a detailed handbook on the day-to-day administrative tasks that managing a 
Citrix remote access solution entails.

Conventions
In this book, you will find a number of styles of text that distinguish between 
different kinds of information. Here are some examples of these styles, and an 
explanation of their meaning.

Code words in text are shown as follows: "On 64-bit systems, this defaults to  
c:\Program Files (x86)\Citrix."
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Any command-line input or output is written as follows:

xe vm-import –s 192.168.0.12 –u root –pw Password1  
filename="c:\tmp\cag_5.0.4.223500.xva

New terms and important words are shown in bold. Words that you see on the 
screen, in menus or dialog boxes for example, appear in the text like this: "If using 
the CAG as License Server, the CAG name must be in the HOST ID field".

Warnings or important notes appear in a box like this.

Tips and tricks appear like this.

Reader feedback
Feedback from our readers is always welcome. Let us know what you think about 
this book—what you liked or may have disliked. Reader feedback is important for us 
to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedback@packtpub.com, 
and mention the book title via the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing 
or contributing to a book, see our author guide on www.packtpub.com/authors.

Customer support
Now that you are the proud owner of a Packt book, we have a number of things to 
help you to get the most from your purchase.
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Errata
Although we have taken every care to ensure the accuracy of our content, mistakes 
do happen. If you find a mistake in one of our books—maybe a mistake in the text or 
the code—we would be grateful if you would report this to us. By doing so, you can 
save other readers from frustration and help us improve subsequent versions of this 
book. If you find any errata, please report them by visiting http://www.packtpub.
com/support, selecting your book, clicking on the errata submission form link, and 
entering the details of your errata. Once your errata are verified, your submission 
will be accepted and the errata will be uploaded on our website, or added to any list 
of existing errata, under the Errata section of that title. Any existing errata can be 
viewed by selecting your title from http://www.packtpub.com/support.

Piracy
Piracy of copyright material on the Internet is an ongoing problem across all media. 
At Packt, we take the protection of our copyright and licenses very seriously. If you 
come across any illegal copies of our works, in any form, on the Internet, please 
provide us with the location address or website name immediately so that we can 
pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected  
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you 
valuable content.

Questions
You can contact us at questions@packtpub.com if you are having a problem with 
any aspect of the book, and we will do our best to address it.

mailto:copyright@packtpub.com




Getting Started with the  
Citrix Access Gateway 

Product Family
If you have ever tried navigating the range of products and vendor websites, you will 
be able to sympathize with those poor souls trying to come to terms with all of the 
different options that Citrix has for the Access Gateway products. So many choices! 
Soon, you will also find out that the costs of these products will vary from nothing 
to many thousands of dollars. The aim of this introduction is to help you become 
familiar with the range and make some informed decisions about which product 
is right for you. Throughout the book, we will work with the VPX edition (virtual 
appliance); however, most of the configuration remains consistent between the models. 
Additionally, at this stage, we also need to show you where Citrix Access Gateway 
(CAG) will fit into your corporate remote access and security environment.

Specifically, in this chapter, the following topics will be looked at in detail:

•	 Security and Remote Access solutions addressed by CAG
•	 Citrix Access Gateway hardware
•	 Citrix Access Gateway specifications
•	 Citrix Access Gateway versions
•	 Citrix Access Gateway VPX
•	 Designing a secure Remote Access solution
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Security and Remote Access Solutions 
addressed by Citrix Access Gateway
Firstly, let us address a little of the history of Citrix Systems, the purpose of  
CAG, and why this is used within corporates, from small companies to large 
enterprise networks.

Citrix has been providing levels of remote access since 1989, first with their  
Multi-User OS2 terminal server. Following the success of Citrix-Multi-User,  
they went on to develop for the Microsoft Windows operating systems and  
the milestones include:

•	 1993 – WinView releases
•	 1995 – WinFrame releases
•	 1998 – MetaFrame releases
•	 2008 – XenApp releases

In the early days of WinFrame and MetaFrame terminal servers, you would have 
to provide some third-party virtual private network (VPN) solution to be able to 
access these servers from the Internet. In many respects, the weakness of these early 
solutions is that they do not address secure remote access.

To mitigate this issue, Citrix introduced a product into the market, in 2001, called 
Citrix Secure Gateway (CSG). This is still available today and is bundled with 
XenApp 6.5. This, much in the same way as CAG, is a remote access solution that 
can be used to provide remote users on the Internet connectivity to your internal 
resources, such as your XenApp or XenDesktop servers.

Without CAG or CSG, each Citrix XenApp server and/or each XenDesktop virtual 
machine would require a public IP address to be accessible from the outside world. 
Of course, this is not practical, especially when we look at XenDesktop; do you have 
300 public IP addresses available for your virtual desktops or VDI environment?
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Both the CSG and CAG can act as an ICA proxy to provide connectivity to your 
internal Citrix servers.

ICA is the Citrix protocol for remote access. This can be listened on TCP 
port 1494 (for standard ICA connections) or TCP port 2598 (for session 
reliability). Session reliability tunnels ICA traffic through port 2598 to 
allow for momentary loss of connectivity, as would be experienced with 
mobile networks, and to allow seamless reconnection to the session.

So, if both devices can provide the ICA proxy functionality, why use CAG?

In 2005, Citrix systems acquired NetScaler, Inc. This gave them the NetScaler 
product range, and ultimately, Access Gateway. Quite simply, CAG is a secured 
system dedicated to remote access. It is supplied as either a hardware appliance or 
virtual appliance.

By "dedicated", it is meant that CAG has no other function, purpose, or unnecessary 
services. It is hardened or locked down for security at the time of production. CSG, 
on the other hand, is a software that installs onto a running operating system. We 
are, then, reliant on the OS that it is installed upon to be specifically hardened to 
provide the same level of security that you find out-of-the-box with CAG.

In addition to this, CAG can provide standard VPN connectivity into your private 
networks for remote users, not just connectivity to XenApp or XenDesktop. Choosing 
the appliance-based CAG includes support for additional applications and protocols. 
The software-based Secure Gateway is not only less secure but is also limited to 
supporting traffic directed to computers running XenApp or XenDesktop. Therefore, 
organizations that use the Secure Gateway might also have to deploy a remote access 
solution for other types of internal network resources, adding additional expense 
and management workload for already busy administrators.

CAG can handle your organization's remote access needs by securing traffic to 
applications hosted by Citrix XenApp and desktops hosted by Citrix XenDesktop as 
well as access to internal resources, such as e-mail, internal Web applications, and 
network file shares. In short, CAG is a secure remote access solution to provide VPN 
or ICA proxy access to internal resources to your mobile or remote workforce.
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The following diagram illustrates that users connecting from the Internet pass 
through the external corporate firewall to the Access Gateway. From here, the 
incoming HTTPS is converted to an ICA stream targeting XenApp or XenDesktop 
servers. Possibly, even native protocols are converted to non-Citrix products when 
using a full VPN connection.

HTTP Access from remote
users on the internet Citrix Access Gateway ICA or Native Access to

internal resources
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Citrix Access Gateway hardware
CAG, as mentioned already, can run as a virtual appliance or on physical hardware. 
The physical hardware device is a dedicated Citrix NetScaler appliance and comes in 
various shapes and sizes. The CAG firmware is installed into the NetScaler appliance, 
which runs an embedded Linux operating system. The same firmware that is used to 
run CAG on the hardware appliance can be used on the VPX edition, for example, both 
the VPX appliance and NetScaler 2010 model run Access Gateway 5.x firmware.

NetScaler Model 2010 Appliance
Model 2010 Appliance represents entry-level dedicated hardware and supports 
Access Gateway 5.0 and Access Gateway Standard Edition. In this book we will 
focus on Access Gateway 5.0.4. You can install Model 2010 in the DMZ or the secure 
network. The preconfigured IP address of the Access Gateway is 10.20.30.40. 
Citrix will tell you that you are able to change the IP address using a serial cable and 
a terminal emulation program such as Microsoft Windows Telnet Client, or you can 
connect Access Gateway using network cables and Access Gateway Management 
Console in Access Gateway 5. Usually, connecting via the network to change the IP 
address is the simplest method; just ensure you are plugged into a non-production 
environment when making the change, and then switch the appliance back into the 
DMZ. The following is a screenshot of NetScaler MPX 5500 Appliance model:
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NetScaler Model MPX 5500 Appliance
This model boasts multiple processors, and from that, you can gain faster 
throughput and more concurrent connection support. Citrix provides Access 
Gateway in multiple forms to suit your organizational needs. This model supports 
Access Gateway Enterprise Edition. The preconfigured IP address of Access Gateway 
is 192.168.100.1 with a 16-bit or class B subnet mask. The IP address is changed in 
the same way as Model 2010.

Other hardware appliances are available to support the growing amount of 
concurrent connections that you may require.

You can install the Access Gateway Enterprise Edition appliances in the DMZ or the 
secure network as with Access Gateway 5.

The main difference between the models is their hardware specifications. The 
higher the specification of the hardware, the more users the appliance will support, 
and it will be quicker in those tasks. One of the first tasks in the planning of your 
appliance is to answer the question "how many concurrent connections do we need 
to support?" or, simply "how many users will be connected to the appliance at the 
same time?".

If you are using VPX, the specifications can be managed by assigning 
fewer or less resources such a RAM and CPU to the virtual machine.

The following table conveniently lists each of the hardware appliances and their 
main specifications:

Appliance Specifications 2010 5500
Processors 1 1 dual core
RAM in GB 1 4
Power supplies 1 1


