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Preface

Microsoft Data Protection Manager (DPM) 2012 SP1 is a protection and recovery
solution, which provides continuous data protection for Windows application and
file servers to seamlessly integrated disk, tape, and cloud.

This book includes deep dive contributions from seven experienced System

Center MVPs, with hands-on and real-life experience in deploying, managing, and
configuring DPM. This book will show you how to effectively plan and deploy DPM
and how to effectively back up your business-critical data using Microsoft DPM 2012
SP1. This book will focus on Microsoft's best practices as well as the authors' own
real-world experience.

What this book covers

Chapter 1, What is Data Protection Manager?, will give you an overview on System
Center Data Protection Manager (SCDPM), what it is, and how it works using
underlying components in the operating system such as VSS and PowerShell.

Chapter 2, Backup Strategies, will help you understand protection planning and show
you how to create a backup and custom recovery strategy for your own enterprise.

Chapter 3, DPM Server Management Tasks, will provide guidance on how to manage
your DPM server, including the most common DPM management task and DPM
third-party add-ons.

Chapter 4, Monitoring and Managing Performance of DPM, will help you in monitoring
your DPM server using standard Windows tools as well as operation manager.

Chapter 5, Workload Protection, will cover an introduction on how to protect Microsoft
workloads using DPM with a workaround on how to back up non-Microsoft
workloads.
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Chapter 6, DPM-aware Windows Workload Protection, will cover how DPM is aware of
certain workloads and how it protects and recovers these workloads.

Chapter 7, DPM Non-aware Windows Workload Protection, will cover how DPM can
protect and recover some non-Microsoft workloads.

Chapter 8, Managing Tapes in DPM, will help you understand how DPM manages
tapes and how it will write data to a tape using different recovery goals.

Chapter 9, Client Protection in DPM, will cover how DPM can protect trusted clients,
off-site protection, and the challenges that this presents.

Chapter 10, Workgroups and Untrusted Domains, will focus on how DPM can protect
untrusted and workgroup clients using various authentication methods.

Chapter 11, Disaster Recovery, will look at the steps we need to take to ensure that
we can always recover our organization's data, even if multiple events occurs at the
same time.

Chapter 12, DPM PowerShell, Automation, and Private Cloud, will cover DPM and
PowerShell along with some new cmdlets, using PowerShell ISE with DPM. It will
also help you understand DPM's role in private cloud, automating DPM with System
Center Orchestrator, and how to deploy the DPM Remote Administration console
via SCCM.

Who this book is for

This book is for IT professionals who are looking to expand their knowledge on
how to use and monitor DPM to protect their enterprise and its mission-critical data.

What you need for this book

In order to perform the demo and examples within this book, a functional DPM
installation 2012 SP1 is required. DPM SP1 is resource-intensive; in terms of storage,
there are some areas in which you will need to have more than one server, especially
when you are practicing the Cluster Shared Volume.

The configuration you decide to use will most likely need some type of virtualization
software such as Hyper-V or VMware.

[2]
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The following are the core software components that you will need to perform the
demos and examples:

*  Windows Server 2008

*  Windows Server 2012

* Exchange server 2012/2013

* SQL Server 2008 R2 / 2012 in a cluster or mirroring scenario

* SharePoint 2010/2013

* File Server on Windows 2008 R2 / Windows 2012

* Hyper-V 2012 in cluster or standalone mode

* Reporting services 2008 R2
The book doesn't cover the installation of the workload that needs to be backed up

by the DOM servers and nor does it cover troubleshooting the DPM installation. In
order to know more about these tasks, refer to http://technet.com.

Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an
explanation of their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLSs, user input, and Twitter handles are shown as follows:
"Open the restored files and you will see a catalog with the structure name DpM_
date time."

A block of code is set as follows:

DECLARE @w int

SET @w = (SELECT [WorkHoursTransmissionRate] from tbl AM
InstalledAgent WHERE InstallID = '2083CDAA-2872-4D2D-BAEA-
ADF033021EB9')

DECLARE @n int

SET @n = (SELECT [NonWorkHoursTransmissionRate] from tbl AM
InstalledAgent WHERE InstallID = '2083CDAA-2872-4D2D-BAEA-
ADF033021EB9')

DECLARE @t nvarchar (max)

SET @t = (SELECT [ThrottlingSettings] from tbl AM InstalledAgent WHERE
InstallID = '2083CDAA-2872-4D2D-BAEA-ADF033021EB9')

UPDATE [DPMDB] . [dbo] . [tbl AM InstalledAgent]
SET

[31]
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[IsThrottled] =1

, [WorkHoursTransmissionRate] = @w

, [NonWorkHoursTransmissionRate] = @n
, [ThrottlingSettings] = @t

GO

Any command-line input or output is written as follows:
start /wait setup.exe /i /f <path>\DPMsetup.ini /1 <path>\dpmlog.txt

New terms and important words are shown in bold. Words that you see on the
screen, in menus or dialog boxes for example, appear in the text like this: "In the
Getting Started wizard, click on Chart Wizard."

Warnings or important notes appear in a box like this.

Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for
us to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbacke@packtpub.com,
and mention the book title via the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

[4]
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Errata

Although we have taken every care to ensure the accuracy of our content, mistakes

do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you would report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http://www.packtpub.
com/submit-errata, selecting your book, clicking on the errata submission form link,
and entering the details of your errata. Once your errata are verified, your submission
will be accepted and the errata will be uploaded on our website, or added to any list of
existing errata, under the Errata section of that title. Any existing errata can be viewed
by selecting your title from http: //www.packtpub.com/support.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media.
At Packt, we take the protection of our copyright and licenses very seriously. If you
come across any illegal copies of our works, in any form, on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring
you valuable content.

Questions

You can contact us at questionse@packtpub.com if you are having a problem with
any aspect of the book, and we will do our best to address it.

[51]
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What is Data
Protection Manager?

This chapter will give you a good understanding of what System Center Data
Protection Manager (DPM) is and how it works, using the underlying components
in the operating system.

There are many different backup software vendors that claim the market today.
They have all got one thing in common, they perform backups. The big difference
between third-party backup software and DPM is that DPM isn't a backup software,
it's a restore product. This was the primary idea from Microsoft when introducing
DPM to the market. You shouldn't need to be a DBA to restore your SQL databases
nor should you need to be a SharePoint administrator to be able to perform fast,
optimized, and fully supported restore operations in your Microsoft environment.
As a DPM administrator, you will have the ability to perform all restore operations
possible in your datacenter or smaller server environments.

DPM uses many different components and functions to be able to give you that
great experience when protecting your Microsoft environment. Though DPM relies
on different components in the operating system, there are three different key
components that you must be aware of:

* PowerShell

« DPMDB

* Volume Shadow Copy Services (VSS)



What is Data Protection Manager?

All the configurations made in DPM regarding deployed agents, throttling,
protection groups, and so on, are stored in a local or remote SQL database called
DPMDB. It is very important that you backup your bpMDB database when it comes to
restoring your DPM server. The DPMDB database can be placed in a local SQL that
is also shipped with your DPM media or it can be placed on a remote SQL that is
already in place in your Microsoft environment.

VSS is the most important component. VSS gives DPM the ability to make online
snapshots of online and live data that are read during the backup process. In this
chapter we will cover:

* Planning for your DPM deployment

* The Windows applications

* The DPM disk pool

* Dependent services, local accounts, and groups

e VSS

* How does the DPM agent operate?

* A GUI walkthrough

* Additional functions and roles within DPM

* PSDataSourceConfig. XML

* Troubleshooting backups

* Upgrading scenarios

Planning for your DPM deployment

When it comes to planning your deployment of DPM there are several scenarios you
need to consider. The first thing is the number of DPM servers you would like to
deploy, whether to use a backup network or not, agent deployment, the total size of
the DPM disk pool, and so on. First, let's have a look at the hardware requirements.

Hardware requirements

There is a major difference between minimum requirements and recommended
requirements, regarding the performance of the DPM server. In the planning phase,
you probably have some expectations regarding what performance DPM will have in
your environment.

[8]
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Remember that DPM stores its configurations in SQL (DPMDB) and if you are using
a local SQL installation, you may consider using a slightly higher amount of RAM
than the recommended requirements. Since hardware isn't a big cost or investment
for companies these days, you may consider buying hardware that will give DPM of
the hardware resources it really needs.

Minimum requirements

The minimum hardware requirements are as follows:

Processor 1 GHz dual-core CPU

RAM 4GB

Page file 0.2 percent of all combined size of all recovery point
volumes

Disk space DPM installation location: 3 GB

Database files drive: 900 MB
System drive: 1 GB
DPM disk pool 1.5 times the size of the protected data

Recommended requirements

The recommended hardware requirements are as follows:

Processor 2.33 GHz quad-core CPU

RAM 8 GB

Page file 1.5 times the amount of RAM

Disk space Always has at least 3 GB of free disk space on the
volume that the DPM is installed on.

DPM disk pool 1.5 times the size of the protected data

Limitations of DPM

Depending on the load you put on the DPM server, it will be able to protect different
numbers of servers. In your DPM deployment, it is important that you are aware of
the limitation based on the minimum requirements of DPM.

There are some guidelines you should be aware of. First off, based on the minimum
hardware requirements, a DPM server can protect 75 servers and 150 clients. The
DPM disk pool can have a total number of 600 volumes, of which 300 are replica
volumes and 300 are recovery points.
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In the disk pool you can have 64 recovery points for file data and 512 online
snapshots for other workloads.

Based on the minimum requirements, a DPM server can have 80 TB of disk storage
in the disk pool and 40 TB of this is the maximum recovery point size.

DPM is a 64-bit software that can protect both 32-bit and 64-bit operating systems.
DPM must be installed on a 64-bit operating system.

The Windows applications

DPM was designed to be fully supported and fully optimized for backup, restore,
and disaster recovery scenarios of the Windows workloads. Since DPM only follows
a predefined definition from the product groups that states the backup and restore
operation, this will give you an advance regarding restore scenarios compared with
different vendors. DPM protects Windows applications that have a defined VSS
writer. If these Windows applications are clustered, DPM will be fully aware of the
cluster configuration and also inform you if you haven't installed a DPM agent on all
of your cluster members.

The Exchange server

DPM protects the Exchange Windows application with the following Service
Pack levels:

e 2003 SP2
e 2007
e 2010
* 2013

The SQL Server

DPM protects the following versions of the SQL Windows applications:

* 2000 SP4
e 2005SP1
e 2008

e 2008 R2

e 2012
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SharePoint

DPM protects the following versions of the SharePoint Windows applications:

*  Windows SharePoint Services 3.0

*  Windows SharePoint Services 3.0 SP Search
*  Microsoft Office SharePoint Server 2007

* SharePoint 2010

* SharePoint 2013

Virtual platforms
DPM protects the following virtual platforms:

* Hyper-V1.0
* Hyper-V 2.0
* Hyper-V 3.0

The Windows clients
DPM protects the following Windows clients:

e  Windows XP SP2

e Vista
e  Windows 7
e  Windows 8

The system state

DPM can protect the system state as a workload (the Active Directory).

The DPM disk pool

Before you can start protecting a production environment, you must attach a disk or
disks to the DPM disk pool to be able to perform fast disk recovery.

The choice of disk type or technology is really made easy with DPM. The only
important part is that the storage used for the DPM disk pool must be presented as a
local attached storage, which means that SAN, NAS, DAS, and local disks will work.
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You cannot use USB or IEEE 1394 FireWire disks since they are presented as
removable storage in the operating system.

Since the DPM disk pool is based on the disk management and its underlying
technologies, there are some limitations that you must be aware of:

* Master Boot Record (MBR) disks have a 2 TB physical disk limit.

* Don't make your GPT disk larger than 17 TB even if Microsoft supports it.
This is a recommendation from the DPM development group.

e The NTFS supports up to 16 TB volume size using the default cluster size.

* The Virtual Disk Service (VDK) supports up to 32 member spanned
volumes, which means that you shouldn't use more than 32 disks in the DPM
disk pool.

* Don't exceed 80 TB of storage for production data in the DPM disk pool with
a maximum recovery point size of 40 TB.

*  You can have up to 600 volumes in your DPM disk pool.

The RAID levels for the disk pool

When it comes to planning the DPM disk pool, selecting the RAID level is a strategic
choice since this will be one area that will give you good or poor performance of the
DPM disk pool.

There are four categories that you must consider when planning for the DPM
disk pool:

* Capacity
* Cost
* Reliability

* Performance and scalability

Many companies will use the RAID 5 for their RAID level since this gives you an
ok score in all four categories. One thing that is often forgotten is the actual number
of disks that could be included in a RAID 5 before it will impact the reliability

and performance. This differs among different vendors and you should verify the
maximum limits permitted from each storage vendor.

The following matrix will give you a good understanding of the RAID level you
should choose to fit your company performance need and disk cost. The value 1 in
the matrix is poor and 4 is very good.
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RAID level Capacity Cost Reliability Performance
and scalability
JBOD 4 4 1 4
RAID 0 4 4 1 4
RAID 1 1 1 4 3
RAID 5 3 3 3 3
RAID 10 1 1 4 4
JBOD 5 5 1 2
RAID 0 5 5 1 5
RAID 1 1 2 3 3
RAID 5 4 4 2 3
RAID 6 3 3 5 2
RAID 10 1 1 4 5
RAID 50 3 2 4 4

If your company would like to have good performance in their DPM disk pool
you should choose the RAID 10 level. This choice isn't the most cost effective but
gives you great performance.

Software controllers versus hardware controllers

Regarding the choice of software versus hardware, Microsoft always recommends
that you use a hardware controller. DPM will work with a software controller but if
you are looking for stability, performance, and reliability for your DPM disk pool,
you should always use a hardware controller.

The sector size
When planning your DPM disk pool for an enterprise deployment, there are two
critical issues that you must consider:
* How the data stream is being written
e The size of the data being written to disk
This is important in those scenarios where you need to plan your SAN being used

for the DPM disk pool. DPM will write the data in a sequential I/ O with the size
of 64 KB.
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The custom volumes

DPM 2012 has some auto-heal functions; one of these is automatically growing the
volumes that were introduced in DPM 2010. In some cases you might like to place
your more important or critical protected production data on a storage solution that
has a better I/ O performance for your restore process. As a DPM administrator, the
only way to choose which disk in the DPM disk pool to host the protected data is to
use the custom volumes. Consider the scenario where you would like to place your
protected Exchange mailbox databases on a performance SAN instead of cheaper
storage so you can manage your SLA. A custom volume can also be encrypted.

By using the custom volumes you will be able to manage the creation of the volume for
the replica and the volume for the recovery point yourself in disk management. During
the creation of a protection group, you can associate the created volumes with the data
source you want to protect. The custom volumes will not grow automatically and, as
an administrator, you need to be able to increase the size when needed.

Deduplication

DPM doesn't do deduplication for the DPM disk pool. It can be done by using
third-party software or by using hardware that performs deduplication on the disks
that are presented to the DPM server operating system.

For the software deduplication there is one piece of vendor software that you should
use. The software name is BitWackr and the vendor is Exar.

For hardware-based deduplication, there are two options. If your SAN supports
deduplication for the disks that will be used for the DPM disk pool then you will be
able to have the deduplicated data in your disk pool. The second option is to use a
product called CRUNCH from the company BridgeSTOR.

Dependent services, local accounts,
and groups

After the installation of DPM, you will have some new services running in your
operating system and also two specific accounts that you will have been prompted
to enter a password for. We will now explain the purpose of these services and the
local accounts.
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