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FreeRADIUS Beginner's Guide contains plenty of practical exercises that will help you with
everything from basic installation to the more advanced configurations like LDAP and Active
Directory integration. This book will help you understand authentication, authorization,

and accounting in FreeRADIUS using the most popular Linux distributions of today. Larger
deployments with realms and fail-over configuration are also covered along with tips. A quiz
at the end of each chapter validates your understanding.

The book can be divided into three sections:

1. Introduction and installation (Chapter 1 to Chapter 3)
2. AAA functions of FreeRADIUS (Chapter 4 to Chapter 7)
3. Advanced topics (Chapter 8 to Chapter 13)

Let's see what each chapter deals with:

Chapter 1, Introduction to AAA and RADIUS, introduces FreeRADIUS and the RADIUS
protocol. It highlights some key RADIUS concepts, which help the user avoid common
misunderstandings.

Chapter 2, Installation, describes how to build and install FreeRADIUS from source on
popular Linux distributions. It also covers installing the FreeRADIUS packages included
with popular Linux distributions. Ubuntu, SUSE, and CentOS will be used to ensure a
wide coverage.

Chapter 3, Getting Started with FreeRADIUS, gives a brief introduction on the various
components of FreeRADIUS. It also discusses the process of handling a basic authentication
request.
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Chapter 4, Authentication, teaches authentication methods and how they work. Extensible
Authentication Protocol (EAP) is covered later in a dedicated chapter.

Chapter 5, Sources of Usernames and Passwords, covers various places where username/
password combinations can be stored. It shows which modules are involved and how to
configure FreeRADIUS to utilize these stores.

Chapter 6, Accounting, discusses the need for accounting and the options available to
record accounting data. It also discusses implementing a policy that includes limiting
sessions and/or time and/or data.

Chapter 7, Authorization, discusses various aspects of authorization including the use of
unlang.

Chapter 8, Virtual Servers, discusses various aspects of virtual servers and where they can
potentially be used.

Chapter 9, Modules, discusses the various modules used by FreeRADIUS and how to
configure multiple instances of a certain module.

Chapter 10, EAP, a dedicated chapter on EAP, is a one stop for EAP (802.11x and WiFi).

Chapter 11, Dictionaries, introduces dictionaries, which are used to map the names seen
and used by an administrator, to the numbers used by the RADIUS protocol.

Chapter 12, Roaming and Proxying, deals with the RADIUS protocol, which allows the
proxying of authorization and accounting requests. This makes roaming possible. This
chapter covers various aspects of proxying in FreeRADIUS.

Chapter 13, Troubleshooting, works through many common problems, giving examples
of what to look for, and how to fix the issue.

You need to be familiar with Linux and have a solid understanding of TCP/IP. No previous
knowledge of RADIUS or FreeRADIUS is required.

To get the most out of the practical exercises you will need a clean install of Ubuntu, SUSE
or CentOS

If you are an Internet Service Provider (ISPs) or a network manager who needs to track and
control network usage, then this is the book for you.

[2]
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In this book, you will find a number of styles of text that distinguish between different
kinds of information. Here are some examples of these styles, and an explanation of
their meaning.

Time for action - heading

1. Action1
2. Action?2
3. Action3

Instructions often need some extra explanation so that they make sense, so they are
followed with:

What just happened?

This heading explains the working of tasks or instructions that you have just completed.

You will also find some other learning aids in the book, including:

These are short multiple choice questions intended to help you test your own understanding.

These set practical challenges and give you ideas for experimenting with what you
have learned.

Code words in text are shown as follows: "The r1m sglcounter module allows defining
various counters (time or data based) to keep track of a user's usage."

A block of code is set as follows:

if (control:Auth-Type == 'PAP')
update reply ({

)

Reply-Message := ~/bin/echo We are using %{control:Auth-Type}"

}

[31]
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When we wish to draw your attention to a particular part of a code block, the relevant lines
or items are set in bold:

if (control:Auth-Type == 'PAP') {
update reply {
Reply-Message := ~/bin/echo We are using %{control:Auth-Type}"

}

Any command-line input or output is written as follows:

INSERT INTO radcheck (username, attribute, op, value) VALUES ('bob',
'Cleartext-Password', ':=', 'passbob');

New terms and important words are shown in bold. Words that you see on the screen, in
menus or dialog boxes for example, appear in the text like this: "clicking the Next button
moves you to the next screen".

% Warnings or important notes appear in a box like this.

Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book—what you liked or may have disliked. Reader feedback is important for us to develop
titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedback@packtpub.com, and
mention the book title via the subject of your message.

If there is a book that you need and would like to see us publish, please send us a note in
the SUGGEST A TITLE form on www . packtpub.com or e-mail suggestepacktpub.com.

If there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide on www.packtpub.com/authors.

[4]
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Now that you are the proud owner of a Packt book, we have a number of things to help you
to get the most from your purchase.

Downloading the example code for this book

M You can download the example code files for all Packt books you have purchased
Q from your account at http: //www.PacktPub. com. If you purchased this
book elsewhere, you can visit http: //www.PacktPub.com/support and
register to have the files e-mailed directly to you.

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books—maybe a mistake in the text or the
code—we would be grateful if you would report this to us. By doing so, you can save other
readers from frustration and help us improve subsequent versions of this book. If you

find any errata, please report them by visiting http://www.packtpub.com/support,
selecting your book, clicking on the errata submission form link, and entering the details
of your errata. Once your errata are verified, your submission will be accepted and the
errata will be uploaded on our website, or added to any list of existing errata, under the
Errata section of that title. Any existing errata can be viewed by selecting your title from
http://www.packtpub.com/support.

Piracy of copyright material on the Internet is an ongoing problem across all media. At Packt,
we take the protection of our copyright and licenses very seriously. If you come across any
illegal copies of our works, in any form, on the Internet, please provide us with the location
address or website name immediately so that we can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you
valuable content.

You can contact us at questions@packtpub.com if you are having a problem with any
aspect of the book, and we will do our best to address it.

[51]






It is my pleasure to present you a beginner's guide to FreeRADIUS. This book
will help you to deploy a solid, stable, and scalable RADIUS server in your
environment.

This chapter is used as an introduction to RADIUS and FreeRADIUS. We will be
covering a fair amount of theory and recommend you pay special attention to
it. This will supply you with a good foundation on the workings of the RADIUS
protocol and will be of much help in subsequent chapters.

In this chapter we shall:

¢ See what AAA is, and why we need it

¢ Learn where RADIUS started and why it is so relevant today

¢ See why FreeRADIUS really shines as a RADIUS server

¢ Understand the relationship between AAA, RADIUS, and FreeRADIUS

Let's get started.

Authentication, Authorization, and Accounting

Users gain access to data networks and network resources through various devices. This
happens through a wide range of hardware. Ethernet switches, Wi-Fi access points, and
VPN servers all offer network access.



Introduction to AAA and RADIUS

When these devices are used to control access to a network, for example a Wi-Fi access
point with WPA2 Enterprise security implemented or an Ethernet switch with 802.1x (EAP)
port-based authentication enabled, they are referred to as a Network Access Server (NAS).

All these devices need to exercise some form of control to ensure proper security and usage.
This requirement is commonly described as Authentication, Authorization, and Accounting
(AAA). AAA is also sometimes referred to as the Triple A Framework. AAA is a high-level
architecture model, which can be used for specific implementations.

AAA is specified through various RFCs. Generic AAA Architecture is specified in RFC 2903.
There are also RFCs that cover different AAA aspects.

Authentication is usually the first step taken in order to gain access to a network and the
services it offers. This is a process to confirm whether the credentials which Alice provided
are valid. The most common way to provide credentials is by a username and password.
Other ways such as one-time tokens, certificates, PIN numbers, or even biometric scanning
can also be used.

After successful authentication a session is initialized. This session lasts until the connection
to the network is terminated.

Who is Alice?

Alice and Bob are placeholder names. In fact there is a whole character set, each
representing a specific role. We will use the following placeholder names:

Alice: A user who wants access to our network
= Bob: Another user who wants access to our network
Isaac: The Internet Service Provider (ISP)/our network

You can read more about them on Wikepedia: http://en.wikipedia.
org/wiki/Alice and Bob.

The following image illustrates an authentication process by using the common activity
of drawing money from an ATM as an example. This in essence lets you gain access to the
bank's network (although it is limited in the extreme).
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Bank of
Isaac

Hello, I'm Alice and | want some money
Mot so fast missy! what's your PIN code?
PIN = 10810

‘Welcome to the Bank of Isaac

A

Authorization is a means by which Isaac controls the usage of the resources. After Alice has
authenticated herself, Isaac can impose certain restrictions or grant certain privileges. Isaac
can, for instance, check from which device Alice accesses the network and based on this
make a decision. He can limit the number of open sessions that Alice can have, give her a
pre-determined IP Address, only allow certain traffic through, or even enforce Quality of
Service (QoS) based on an SLA.

Authorization usually involves logic. If Alice is part of the student group then no Internet
access is allowed during working hours. If Bob accessed the network through a captive portal
then a bandwidth limit is imposed to prevent him from hogging the Internet connection.

Logic can be based on numerous things. Authorization decisions for instance can be based on
group membership or the NAS through which you connect or even the time of day when you
access our resources.

If we take the previous ATM example we can see that if Alice does not have an overdraft
facility she will be limited on the amount of money she can withdraw.

I 'want 31000

Sorry, you only have 5200 available in your
account and you do not have an overdraft
facility.

| want $100
| 3

Sure, here is the $100

Accounting is a means of measuring the usage of resources. After Isaac has established who
Alice is and imposed proper control on the established session, he can also measure her
usage. Accounting is the ongoing process of measuring usage.
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This allows Isaac to track how much time or resources Alice spends during an established
session. Obtaining accounting data allows Isaac to bill Alice for the usage of his resources.
Accounting data is not only useful to recover costs but it allows for capacity planning, trend
analysis, and activity monitoring.

When Alice wants to check her usage and availability of money the ATM offers this
functionality. The Bank of Isaac can also monitor her account and discover if she is usually
broke before the end of the month. They can then offer her an overdraft facility.

How much meney did | draw the past
week?

_ Bank of

Monday: 530
Wednesday: $100
Friday: $200

Available balance: 5400

RADIUS is a protocol which is used to provide AAA on TCP/IP networks. The next section will
continue with more on the RADIUS protocol.

RADIUS is an acronym for Remote Access Dial In User Service. RADIUS was part of an AAA
solution delivered by Livingston Enterprises to Merit Network in 1991. Merit Network is

a non-profit Internet provider, which required a creative way to manage dial-in access to
various Points-Of-Presence (POPs) across it's network.

The solution supplied by Livingston Enterprises had a central user store used for
authentication. This could be used by numerous RAS (dial-in) servers. Authorization and
accounting could also be done whereby AAA was satisfied. Another key aspect of the
Livingston solution included proxying to allow scaling.

The RADIUS protocol was then subsequently published in 1997 as RFCs, some changes
applied, and today we have RFC2865, which covers the RADIUS protocol, and RFC2866,
which covers RADIUS accounting. There are also additional RFCs which cover enhancements
on certain RADIUS aspects. Having RFCs to work from allows any person or vendor to
implement the RADIUS protocol on their equipment or software. This resulted in widespread
adoption of the RADIUS protocol to handle AAA on TCP/IP networks. You will find the word
RADIUS is used loosely to either mean the RADIUS protocol or the entire RADIUS client/
server system. The meaning should be clear from the context in which it is used.
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Supporting the RADIUS protocol and standards became the de facto requirement for NAS
vendors. RADIUS is used in a wide variety of places, from cellular network providers having
millions of users to a small WISP start-up providing the local neighborhood with Internet
connectivity to enterprise networks that implement Network Access Control (NAC) using
802.1x to ring fence their network. RADIUS is found in all these places and more!

ISPs and network administrators should be familiar with RADIUS since it is used by various
devices that control access to TCP/IP networks. Here are a couple of examples:

A firewall with VPN service can use RADIUS.

Wi-Fi access points with WPA-2-Enterprise encryption involve RADIUS.

When Alice connects through an existing Telco's infrastructure using DSL; the Telco's
equipment will use RADIUS to contact Isaac's RADIUS servers in order to determine
if she can gain Internet access through DSL (proxying).

The next section will summarize the RADIUS protocol as specified in RFC2865.

RADIUS protocol (RFGC2869)

This section explores the RADIUS protocol on a technical level as published in RFC2865.
RADIUS accounting is excluded. This is published as RFC2866 and explored in its own section.

The RADIUS protocol is a client/server protocol, which makes use of UDP to communicate.
Using UDP instead of TCP indicates that communication is not strict on state. A typical flow
of data between the client and server consists of a single request from the client followed by
a single reply from the server. This makes RADIUS a very lightweight protocol and helps with
its efficiency across slow network links.

Before successful communication between the client and server can be established, each has
to define a shared secret. This is used to authenticate clients.

An NAS acts as a RADIUS client. So when you read about a RADIUS client
A it means an NAS.

NAS RADIUS
(RADIUS Client) Server

Shared Secret

nl
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RADIUS packets have a specified format defined in the RFC. Two key components inside a
RADIUS packet are:

¢ The code, which indicates the packet type
¢ Attributes, which carry the essential data used by RADIUS

Let's investigate the composition of a RADIUS datagram.

The data packet

Knowing the format of a RADIUS packet will greatly assist in understanding the RADIUS
protocol. Let us look more closely at the RADIUS packet. We will look at a simple
authentication request. A client sends an Access-Request packet to the server. The server
answers with an Access-Accept packet to indicate success.

The RADIUS packets shown here are only the payload of a UDP packet. A discussion of the
UDP and IP protocols is beyond the scope of this book.

The screenshots were obtained by capturing the network traffic between the
RADIUS client and RADIUS server.

We used a program called Wireshark to capture and look at the content of the

- data packets. Wireshark is an open source tool that should be part of any serious
% network guru's arsenal. It can be found here:
A

http://www.wireshark.org

The screenshots here are the result of a simple Authentication request send to a
RADIUS server. The obtaining of this data is commonly known as packet sniffing
among IT geeks.
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