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Preface
Getting Started with Citrix XenApp® 7.6 is a beginner's book that is based on the latest 
version of the Citrix XenApp product. It is aimed at providing an introduction to 
application virtualization and is a step-by-step implementation guide for Citrix 
administrators, system engineers, and consultants. Leveraging his expertise both  
as a consulting architect and a former Citrix escalation engineer, the author takes  
an end-to-end approach to the XenApp deployment by incorporating components, 
such as NetScaler and Provisioning Services, to lay the foundation for an  
enterprise-focused solution.

What this book covers
Chapter 1, Why Citrix XenApp® – Making the Case for App Virtualization, aims at 
explaining the benefits of Citrix XenApp in the context of the latest trends in the field 
of virtualization technology. It will help you adopt the ideas presented to you and 
justify the Citrix solution to your management team.

Chapter 2, Designing a Citrix® Solution to Fit Your Needs, explains that even though 
system architecture is suitable for a more advanced-level book, some design 
knowledge is needed in order to be able to build a relevant XenApp system that 
meets the needs of your IT enterprise. In this chapter, you will learn how to create a 
simple design of a Citrix solution that meets your business needs.

Chapter 3, Preparing Your System for XenApp® Deployment, explains the various  
methods of deployment and system requirements that need to be in place before 
deploying XenApp.

Chapter 4, Installing and Configuring Citrix XenApp®, covers how to install the Citrix 
XenApp solution and perform initial configurations.
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Chapter 5, Installing and Configuring Citrix® StoreFront™, provides a walkthrough of 
the steps needed to install and configure StoreFront in order to present XenApp 
resources to end users.

Chapter 6, Installing and Configuring NetScaler Gateway™, provides a walkthrough of 
the steps needed to install and configure NetScaler Gateway in order to provide end 
users with remote access to their published applications.

Chapter 7, Load Balancing with Citrix® NetScaler®, provides a brief overview of Citrix 
NetScaler and how a load balancing implementation fits into the XenApp deployment.

Chapter 8, Building Your First XenApp® Farm – Machine Creation Services, covers the  
first steps involved in deploying a XenApp farm using the Machine Creation  
Services method.

Chapter 9, Building Your First XenApp® Farm – Provisioning Services™, covers the first 
steps involved in deploying a XenApp farm using the Provisioning Services method.

Chapter 10, Administering a XenApp® Environment – Application Management, 
introduces an IT administrator to the XenApp administration (specifically, 
application publishing and management of the newly built XenApp system).

Chapter 11, Administering a XenApp® Environment – Server Management, introduces  
an IT administrator to administration and maintenance of XenApp servers and 
Delivery Controllers.

Chapter 12, Printing, is dedicated to explaining how printing works in a XenApp 
environment and deploying Citrix Group Policies to satisfy printing needs.

Chapter 13, Troubleshooting Tools, Tips, and Tricks, introduces basic and advanced 
troubleshooting techniques and teaches you how to leverage Citrix and third-party 
tools to support the XenApp environment.

Chapter 14, The Big Day – Going Live with Citrix XenApp®, provides a prelaunch 
checklist and best practice recommendations on rolling the XenApp environment out 
to production.

What you need for this book
This is based on the Citrix XenApp 7.6 Platinum edition and all its associated 
components, including StoreFront 2.6, Provisioning Services 7.6, and License Server 
11.12. As part of an enterprise deployment, important products, such as NetScaler 
10.5 and SQL Server, are explored. In order to conduct an implementation, in 
addition to the XenApp 7.6 installation media, you will need access to Microsoft 
Windows 2012 (trial versions are acceptable for a temporary Proof of Concept).
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Who this book is for
This book is intended for IT administrators and consultants who want to build 
application and desktop virtualization solutions for their employers and customers. 
No prior knowledge of Citrix technologies is required.

Conventions
In this book, you will find a number of text styles that distinguish between different 
kinds of information. Here are some examples of these styles and an explanation of 
their meaning.

Code words in text, database table names, folder names, filenames, file extensions, 
pathnames, dummy URLs, user input, and Twitter handles are shown as follows: 
"Create a new folder called C:\SSL on the Delivery Controller and save the file there."

A block of code is set as follows:

[default]
sp_configure 'show advanced options', 1;
GO
RECONFIGURE;
GO
sp_configure 'Agent XPs', 1;
GO
RECONFIGURE
GO

Any command-line input or output is written as follows:

asnp citrix.*

Get-BrokerHypervisorConnection

New terms and important words are shown in bold. Words that you see on the 
screen, for example, in menus or dialog boxes, appear in the text like this: "Upon 
launching the VM creation wizard, under Template, scroll down and select 
Windows Server 2012 (64-bit)."

Warnings or important notes appear in a box like this.

Tips and tricks appear like this.
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Reader feedback
Feedback from our readers is always welcome. Let us know what you think about 
this book—what you liked or disliked. Reader feedback is important for us as it helps 
us develop titles that you will really get the most out of.

To send us general feedback, simply e-mail feedback@packtpub.com, and mention 
the book's title in the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing 
or contributing to a book, see our author guide at www.packtpub.com/authors.

Customer support
Now that you are the proud owner of a Packt book, we have a number of things to 
help you to get the most from your purchase.

Errata
Although we have taken every care to ensure the accuracy of our content, mistakes 
do happen. If you find a mistake in one of our books—maybe a mistake in the text or 
the code—we would be grateful if you could report this to us. By doing so, you can 
save other readers from frustration and help us improve subsequent versions of this 
book. If you find any errata, please report them by visiting http://www.packtpub.
com/submit-errata, selecting your book, clicking on the Errata Submission Form 
link, and entering the details of your errata. Once your errata are verified, your 
submission will be accepted and the errata will be uploaded to our website or added 
to any list of existing errata under the Errata section of that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/
content/support and enter the name of the book in the search field. The required 
information will appear under the Errata section.

www.packtpub.com/authors
http://www.packtpub.com/submit-errata
http://www.packtpub.com/submit-errata
https://www.packtpub.com/books/content/support
https://www.packtpub.com/books/content/support
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Piracy
Piracy of copyrighted material on the Internet is an ongoing problem across all 
media. At Packt, we take the protection of our copyright and licenses very seriously. 
If you come across any illegal copies of our works in any form on the Internet, please 
provide us with the location address or website name immediately so that we can 
pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected pirated 
material.

We appreciate your help in protecting our authors and our ability to bring you 
valuable content.

Questions
If you have a problem with any aspect of this book, you can contact us at 
questions@packtpub.com, and we will do our best to address the problem.
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Why Citrix XenApp® – 
Making the Case for App 

Virtualization
Whether we like it or not, change is upon us. The evolution in technology has 
changed the way we work, learn, and live. In fact, the world has become so data 
driven that we can subscribe to any type of data we want and receive it through 
our laptop or mobile device at any given location and time. In order to make all 
of this possible, something else had to be transformed—information technology. 
Nothing amazes me more than the change we've experienced in IT over the past 
15 years. With the advancement of wireless communications, virtualization, cloud 
computing, and software-defined networking, IT organizations have had to adapt 
faster than ever to new demands from end users and management teams alike, while 
getting accustomed to a permanently steep learning curve. Amidst all these changes 
experienced in the technology sector, a company called Citrix (formerly known as 
Xitrix in the early 90s) took a simple and very intuitive concept and transformed it 
into an industry standard—and this is the mobile workstyle. Enabling companies to 
allow their employees to work from anywhere (and eventually on any device they 
want), while saving big on hardware and without compromising security—sounds 
too good to be true? Well, it's here to stay. The big question is how you transform 
your existing IT infrastructure that has no Citrix software installed on it into a 
complete and production-ready Citrix solution that will boost the productivity of 
your users, save unnecessary expense for your management team, and minimize 
administration efforts for the IT department. Hopefully, you will find the answer you 
are looking for in this book, and you will enjoy the journey in the meantime.
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In this chapter, you will learn about the following topics related to Citrix virtualization:

• Hardware and application virtualization
• Introduction to Microsoft Remote Desktop Services and Citrix XenApp
• Design changes and feature enhancements in XenApp 7.x
• Application delivery methodologies in XenApp 7.x
• Microsoft and Citrix licensing models
• Citrix components used for networking and web access
• The XenApp supportability matrix and important product lifecycle dates
• Citrix certifications needed to advance your career

Understanding virtualization
Before we dive into application virtualization with Citrix XenApp, it is important to 
make sure we have a fundamental understanding of virtualization. This is not meant 
to be a by-the-book definition, and generally, most definitions in this book will target 
your common sense and intuition rather than your ability to memorize dry material. 
If you are an experienced virtualization engineer, feel free to skip this section.

So, what is hardware virtualization? In a broader sense, it is the unlocking of the OS 
layer from the underlying physical hardware, making it possible to run multiple 
OSes (also referred as guest OSes) on top of a single hardware entity. Let's take, for 
example, a rack server. In a traditional IT infrastructure, we would ship the rack to 
our data center (or server room), install Windows 2012 R2 on it, and enable Internet 
Information Services (IIS) to run a web server. In this one-on-one relationship, we 
run a single instance of an OS and a single server role on a physical machine. So, if 
we require twenty web servers to manage our website, in a traditional environment, 
we would need to purchase twenty physical servers. Instead, if we decide to 
virtualize our workloads, we can install a piece of software, known as a hypervisor, 
onto our rack server that can run multiple guest OSes or VMs. We can now scale up 
and build many web servers on this single hypervisor, provided that it has sufficient 
processors and RAM. Since we have installed this software into bare metal and not 
on top of another OS, this is known as a Type-1 hypervisor. Citrix XenServer and 
VMware ESX are examples of Type-1 hypervisors. However, our options do not 
end here. If we decide to install a traditional OS, such as Windows 2012 R2 or Linux 
RedHat, onto our rack, we can then place a hypervisor on top of the OS and run 
multiple VMs. This is defined as a Type-2 hypervisor. Sun VirtualBox and VMware 
Workstation are examples of Type-2 hypervisors.
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Most hypervisor platforms have a Graphical User Interface (GUI), which 
makes administration of guest OSes extremely efficient as you have your entire 
environment in the palm of your hand. Examples of management consoles are 
XenCenter (for Citrix XenServer), vSphere (for VMware ESX), and SCVMM (for 
Microsoft Hyper-V). Hypervisor installation and configuration is beyond the scope 
of this book. VM configurations, however, will be covered in Chapter 2, Designing 
a Citrix® Solution to Fit Your Needs, to the extent that they are relevant to the Citrix 
XenApp design. The following diagram illustrates the layout of Type-1 and  
Type-2 hypervisors:

Application virtualization
Now that we have a better understanding of hardware virtualization, we can focus 
on application virtualization. App virtualization is similar to hardware virtualization 
in the sense that the upper layer is separated from its underlying components. 
The former, however, entails the isolation of an application from its original OS 
and the application itself is presented to the end user as if it were native to their 
device regardless of the OS in use. For instance, Betty can launch a Windows-based 
accounting app from her Linux home computer, but this app actually runs on a 
server in the data center and not locally on her machine. This way, she can use any 
device she wants in order to fill out her spreadsheets and this application never gets 
exposed to any potential security threats from her device because it never actually 
executes on her machine. This is the key concept behind application virtualization 
that is addressed by the Citrix XenApp solution in an enterprise environment. One 
of many other use cases is running 32-bit apps on a 64-bit endpoint OS. This comes 
in very handy for financial services companies and healthcare institutions that 
rely heavily on legacy applications that are not being updated on a regular basis. 
However, what if Betty wants the full desktop experience instead of individual 
application instances? In this case, IT can assign a Windows 2012 R2 desktop to 
her that multiple other users share at the same time. Technically, this is referred 
to as desktop virtualization; however, in the context of Citrix and Microsoft, it 
is accomplished by the same product suite—Citrix XenApp in conjunction with 
Microsoft Remote Desktop Services (formerly known as Terminal Services).
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Understanding Remote Desktop Services
Remote Desktop Services (RDS) from Microsoft is an essential platform and a 
requirement for app virtualization via Citrix XenApp. It is a role in Windows 2012 
Server that enables users to share a physical or virtual desktop located in the data 
center over the network via the Microsoft proprietary RDP protocol. Every user 
in an RDS environment needs an RDS license in order to use a remote desktop or 
application. RDS licensing can be per user or per device. These are also known as 
Client Access Licenses (CALs). Commonly, organizations employ a per user license, 
which allows one user to have access to all the instances of a particular product (for 
example, RD hosts), while device licenses make sense in an environment where 
multiple users connect to a single RD Host from the same computer (for example, 
shift workers using kiosks, and so on). So, you may find yourself wondering why 
you need Citrix in the first place when you can deliver remote apps and desktops 
to your users by simply configuring RDS on a Windows 2012 server. A lot has been 
said about the two products and the main arguments in favor of Citrix XenApp are 
the level of granularity involved in configuring and administering the environment, 
the security of the Citrix proprietary Independent Computing Architecture (ICA) 
protocol, and the endpoint device support. Currently, 95% of Fortune 500 companies 
use XenApp to deliver applications and desktops to their end users, and Citrix has 
been focused on developing its virtualization portfolio for well over a decade with 
cloud networking and mobility products recently acquired to complete the circle of 
workspace transformation.
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Introducing Citrix XenApp®

XenApp 7.6 (formerly known as Presentation Server, MetaFrame, and WinFrame) is an 
application virtualization software built to deliver a secure and highly-customizable 
set of applications and desktops to end users regardless of their location or endpoint 
device type. XenApp's Virtual Delivery Agent (VDA) is installed on an RDS-enabled 
Windows Server OS, while the XenApp environment (also known as a farm or site) is 
managed by a Delivery Controller installed on a separate non-RDS Windows server. 
The applications can be installed on the XenApp VDA server, and a client software 
called Citrix Receiver needs to be deployed on the user's endpoint device to enable 
application launching. We will explore the XenApp architecture in further detail in 
Chapter 2, Designing a Citrix® Solution to Fit Your Needs, but, for now, it is important to 
remember (much like other enterprise software) that there is a management component 
(also known as a controller or broker) and a delivery agent. The communication 
between the two is vital for an operational environment. The following diagram 
illustrates the conceptual architecture of XenApp:

The XenApp conceptual architecture available at http://www.citrix.com/. © Citrix Systems, Inc.
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XenApp 7.6 uses a proprietary Citrix communication protocol called ICA. ICA 
transmits data intercepted by XenApp from an application running on the server 
to the Citrix Receiver on the client device over standard network protocols, such as 
TCP/IP and, formerly, IPX/SPX. From the client side, when a user interacts with 
the application (for example, a mouse movement or keyboard input), the Receiver 
software on the client device circulates the traffic back to the application running on 
the XenApp server. Multiple virtual channels exist within the ICA protocol, such as 
multimedia, printing, USBs, smart cards, and others. These virtual channels define 
various functions within the ICA stream and different settings can be applied to 
control their impact based on the requirements of the environment. In Chapter 11, 
Administering a XenApp® Environment – Server Management, we will go into further 
details regarding Citrix group policies that can be implemented to manage application 
security and user experience. The following diagram illustrates the ICA protocol and 
virtual channels:

ICA protocol and virtual channels available at http://www.support.citrix.com. © Citrix Systems, Inc.
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Citrix XenApp 7.6 uses the FlexCast Management Architecture (FMA), which is 
conceptually the same model used by Citrix XenDesktop. In fact, in 2013, Citrix 
merged the XenApp and XenDesktop technologies into a single delivery platform 
under the umbrella of XenDesktop 7.0. Starting with XenDesktop 7.0, you could 
deliver both applications and Virtual Desktop Infrastructure (VDI) from a 
single pane of glass. However, less than a year later, Citrix reintroduced XenApp 
as a standalone licensed product, which once again used the same integrated 
management model as XenDesktop FMA. You do not have to purchase XenDesktop 
licenses in order to use XenApp. The latter can also be deployed on both virtual 
machines and physical servers depending on the nature of the existing infrastructure.

Design transformation in 7.x
Older versions of XenApp, such as 6.5, have a completely different design than 7.x 
releases. Pre-7.x XenApp uses Independent Management Architecture (IMA) as its 
operational platform. Citrix has since moved away from IMA and onto FMA, which 
is a more service-oriented multiproduct platform. If you've had previous experience 
with XenApp, you will find that 7.5 and 7.6 have a completely different look and feel 
than older versions. There have been significant changes in administration as well. 
Here are some examples of architectural modifications in 7.x:

• Server management: Application delivery and farm administration is no 
longer managed from the XenApp server itself but rather from the Citrix 
Delivery Controller. Application and desktop configuration can also be 
configured by a server with the Citrix Studio console installed. The Delivery 
Controller's only unique roles are user access and optimization of connections.

• Graphical User Interface (GUI): Citrix Studio (formerly known as Desktop 
Studio) has replaced the AppCenter and Delivery Services Console.

• Database: XenApp no longer uses a local host cache, mirroring the data from 
the primary SQL data store to a local access database. FMA relies on the 
high-availability features set in the SQL server instead.

• Provisioning methods: Machine Creation Services (MCS) can now 
be leveraged to provision XenApp servers from a single master image. 
Previously, they could only be deployed as standalone machines on a 
hypervisor or via Citrix Provisioning Services (PVS).

• Agent software: The Virtual Desktop Agent has replaced the XenApp 6.5 
software installed on a XenApp image.
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New features in XenApp® 7.6
XenApp 7.6 offers features that were either absent in 7.5 but present in 6.5 or 
nonexistent in previous versions altogether. Here is a list of the main new functions 
that can be enabled in 7.6:

• Session PreLaunch (available in 6.5): This refers to sessions that are 
launched before users request them

• Session Lingering (available in 6.5): This refers to sessions that are not 
terminated when a user disconnects from an application

• Anonymous logon: This refers to credentials not being required in  
Citrix Receiver or StoreFront, and users can authenticate directly at  
the application level

• Connection leasing: This refers to session information that is cached locally 
on the Delivery Controller so that if a SQL server outage occurs and the 
Delivery Controller loses connectivity to the site database, users who request 
new sessions can be connected to their applications and desktops

• Cloud integration: This refers to XenApp servers that can be deployed and 
managed by cloud solutions, such as Citrix CloudPortal, Amazon Web 
Services (AWS), and Microsoft Azure

Application delivery models in XenApp® 7.6
Citrix enables you to deliver resources to end users in a variety of ways. Which 
model fits your environment best will depend on the business purpose of your 
solution. There are three methods for application delivery via XenApp—hosted apps, 
streamed apps, and hosted shared desktops. Let's have a look at them:

• Hosted apps: With this model, the application is installed on the XenApp 
server and will execute there as users launch instances of it on their client 
devices. The application will consume CPU and RAM on the server and 
multiple instances of the same process will appear in Task Manager.

• Application streaming: In this delivery model, apps are packaged and 
streamed to the endpoint device via Microsoft App-V as part of the XenApp 
store. With this method, apps will execute and consume the compute 
resources of the endpoint device instead of the XenApp server.



Chapter 1

[ 9 ]

• Hosted shared desktops (HSD): This model is the right approach if the 
requirement of the environment is to present a full desktop to users instead 
of individual apps. With the hosted shared model, the XenApp server itself 
is presented to the end user as a full desktop launched from their Citrix 
Receiver and it can be shared among multiple users at the same time. The 
number of users that can utilize the desktop simultaneously is determined 
by the compute resources allocated to the server and the nature of the 
applications being run within this desktop. In Chapter 9, Administering a 
XenApp® Environment – Application Management, you will learn how to deploy 
the different models of application delivery with Citrix XenApp.

The XenDesktop model allows a user to have a dedicated OS and not share resources 
with other users by delivering a desktop to the user. The desktop can be pooled 
or private. Pooled desktops are nonpersistent and any changes made by the user 
outside of their profile are not retained upon reboot. Dedicated desktops are also 
assigned to a single user. All changes made by the user to the underlying system 
are retained after a reboot much like a physical computer when a personal vDisk is 
configured for users. Bear in mind that this approach is only available if you have a 
XenDesktop concurrent or user/device license.

The user logon process
In this section, we will explore the user logon process in XenApp in a hosted  
app scenario. As explained earlier, the true power of XenApp is that a user can 
launch a variety of remote applications running in a server environment at any  
time on any device. This is a brief overview of how the traditional logon process  
in XenApp 7.6 works:

1. A user launches Citrix Receiver on a client device or opens a web browser 
and navigates to a web portal supplied by an IT administrator.

2. The user types in their credentials in Citrix Receiver or StoreFront.
3. Upon successful authentication, the user is presented with an app  

store showing the applications and desktops assigned to them by  
the administrator.

4. The user clicks on one of the applications or desktops available in the store.
5. Within a few seconds, the application runs on their workstations and they 

are able to use their business application as if it were local to their device. 
For customers who cannot have the Receiver client installed on user devices, 
Citrix has included the Receiver for HTML5, which is configured on the 
StoreFront server and runs a virtual session inside the web browser.


