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Introduction

ately, the Internet of Things (loT), big data, machine learning, and artificial intelligence

have become very hot topics. /oT is defined as the global network of interconnected
devices. These devices can be as small as implantable continuous glucose monitors or
wearables, or as big as credit card—sized computers, like the Raspberry Pi. As the number
of such devices continues to grow, the amount of data they generate will rapidly in-
crease—and new technological challenges will appear.

The first of these challenges relates to storage. Small devices have physical constraints
that do not allow them to store big datasets. Second, big data exceeds the computational
capabilities of traditional algorithms and requires different, statistical-based approaches.
These are provided by machine learning, a branch of artificial intelligence. Hence, loT, big
data, machine learning, and artificial intelligence are tightly related concepts. Typically,
devices are end-points, which send data over the network to the cloud, where data is
stored and processed to get new, previously unavailable insights. These insights may
help to understand and optimize processes monitored by smart devices.

While this description may sound fascinating, the number of new technologies you
need to learn to start implementing custom loT solutions might seem daunting. Fortu-
nately, Microsoft created Windows 10 loT Core and Azure |oT Suite, which enable you to
program custom loT solutions fairly quickly. Their functionality is limited only by your
imagination. In this book, you will find numerous projects presented in a step-by-step
manner. By completing them, you not only obtain the fundamentals of device program-
ming, but you will also be ready to write code to revolutionize devices and robots, which
can do the work for you!

This book helps you to master loT programming in three main parts. Each contains a
suitable level of detail and explains how to prepare your development environment, read
data from sensors, communicate with other accessories, build artificial vision, build motors,
build hearing systems, and incorporate machine learning and artificial intelligence into
your device. This book also shows you how to set up remote telemetry and predictive
maintenance like Azure 10T solutions and to build custom IoT solutions from scratch.

Audience and expected skills

This book is devoted to students, programmers, engineers, enthusiasts, designers,
scientists and researchers who would like to use their existing programming skills to start
developing software for custom devices and sensors and also use the cloud to store,
process, and visualize remote sensor readings.



xii

I assume the reader knows fundamental aspects of C# programming and is experi-
enced in Windows programming. Therefore, no special discussion is devoted to C# or
to programming fundamentals. | do not assume any previous knowledge of audio and
image processing, machine learning, or Azure. These topics are explained in detail.

Tools and required hardware

Throughout this book, | use Windows 10 and Visual Studio 2015/2017 as the development
environment. Most of the hardware components | use are from the Microsoft loT Pack
for Raspberry Pi, provided by Adafruit Industries. Any additional hardware elements like
cameras, add-on boards for Raspberry Pi, communication adapters, or motors will be
described in chapters dealing with the particular topic.

Organization of this book

This book is divided into the following three parts:
m  Partl: Essentials
m  PartIl: Device programming
m  Partlll: Azure loT Suite

In Part |, | explain the fundamentals of embedded programming and discuss how they
differ from desktop, web, and mobile app programming. | also show how to configure the
programming environment and write “Hello, world!"-like projects on the Windows 10 loT
Core. Additionally, | describe several fundamental concepts regarding the UWP threading
model and XAML markup for declaring the Ul. Most experienced developers can skip
elements of this part that they are already well-versed in and proceed to the second part.

Part Il contains chapters related to device programming with Windows 10 loT Core and
the UWP. [ first show you how to acquire data from multiple sensors and control a device.
Subsequently, | explain how to acquire and then process signals from a microphone and
a camera. Then, | show you how to use various communication protocols, including
serial communication, Bluetooth, Wi-Fi, and AllJoyn, to enable your loT module to com-
municate with other devices. | also show you how to control motors and use Microsoft
Cognitive Services and Azure Machine Learning to make your device really smart and
intelligent.

Part Il is devoted to the cloud. | show you how to use two preconfigured Azure loT
solutions for remote device telemetry and predictive maintenance. In the last chapter,
| present a detailed process of building a custom loT solution from scratch. This shows
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the essence of loT programming, in which data from remote sensors is transferred to the
cloud, where it is stored, processed, and presented. Moreover, | explain how to report
abnormal sensor readings directly to the mobile app running on Windows 10.

This material is supplemented by six appendixes, which show how to blink an LED
with Visual Basic and JavaScript (Appendix A), present HDMI modes of the Raspberry
Pi (Appendix B), explain bit encoding (Appendix C), describe code-sharing strategies
(Appendix D), introduce Visual C++/Component Extensions (Appendix E), and show how
to set up Visual Studio 2017 for loT development (Appendix F). These appendixes are
available online here: https.//aka.ms/loT/downloads.

Conventions

The following conventions are used in this book:
m  Boldface type is used to indicate text that you type.
m Jtalic type is used to indicate new terms and URLs.

m  Code elements appear in amonospaced font.

About the companion content

| have included companion code to enrich your learning experience. The companion
code for this book can be downloaded from the following page:

https://aka.ms/loT/downloads
You may also download the code from GitHub here:
https.//github.com/ProgrammingForTheloT

The source code is partitioned into subfolders that correspond to particular chapters
and appendixes. To improve book readability, in many places, | refer to the companion
code rather than showing the full listing, so it is good to have the companion code open
while reading this book.

Acknowledgments

This book would not exist without the support of Devon Musgrave, who enthusiastically
responded to my book proposal and provided initial comments along with writing
guidance.

Introduction xiii


https://www.aka.ms/IoT/downloads
https://www.aka.ms/IoT/downloads
https://www.github.com/ProgrammingForTheIoT

xiv

I'm grateful to Chaim Krause for thoroughly checking every single project discussed
in this book and finding all—even the smallest—issues. I'm also very indebted to Kraig
Brockschmidt, who comprehensively peer-reviewed every chapter. His wide experience
and valuable comments significantly improved the quality of this book. Finally, thanks to
Traci Cumbay for her excellent work as copy editor.

Many thanks to Kate Shoup for managing the book’s production. I also thank Kim
Spilker for shepherding this book to its completion.

Finally, special thanks go to my wife Agnieszka and daughter Zuzanna for their con-
tinuous support and patience, shown to me during the writing of this book.

Errata and book support

We have made every effort to ensure the accuracy of this book and its companion con-
tent. Any errors that have been reported since this book was published are listed on our
Microsoft Press site at:

https://aka.ms/loT/errata

If you find an error that is not already listed, you can report it to us through the same
page.
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We want to hear from you

At Microsoft Press, your satisfaction is our top priority and your feedback our most valu-
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advance for your input!

Stay in touch

Let's keep the conversation going! We're on Twitter: @MicrosoftPress.

Introduction


https://www.aka.ms/IoT/errata
https://www.aka.ms/tellpress

Essentials

he first part of this book covers basic aspects of program-

ming for the Internet of Things (IoT) using Windows 10 loT
Core. Chapter 1, "Embedded devices programming,” defines
embedded devices, describes their role, and shows how such
devices compose the IoT. It explains why embedded program-
ming is challenging and how it differs from desktop, web, and
mobile programming.

In Chapter 2, “"Universal Windows Platform on devices,” |
introduce the Universal Windows Platform (UWP) and Windows
loT Core and show you the advantages and limitations of using
these tools for rapid software development for embedded
devices. | show you how to install and configure a development
environment and implement a “Hello, world!" project for the
Windows loT device using selected programming models avail-
able on the UWP.

Chapter 3, "Windows loT programming essentials,” dives into
asynchronous programming—one of the key aspects for loT
programming. | show you the difference between headed and
headless modes, and | characterize the IBackgroundTask inter-
face and asynchronous programming patterns for UWP apps. In
this chapter, | also discuss timers and thread synchronization.

Chapter 4, “User Interface design for headed devices,” runs
through the most important aspects of designing a user interface
(Ul) for headed Windows loT Core devices using XAML. These
include controls used to define Ul layout (Grid, StackPaneT,
RelativePanel), control styling and formatting, events, and
data binding.
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Embedded devices programming

mbedded devices work as the control units of a broad range of tools including house accessories,

car engines, robots and medical devices. These control units use specially designed software to
exchange data with sensors of any kind. Embedded devices apply sophisticated algorithms to sensor
data to monitor, control, and automate the specific process. This chapter defines embedded devices,
discusses their role, and shows the possibilities that arise from connecting such smart devices. It also
describes the structure of embedded devices, their programming aspects, and the common problems
and challenges they can present.

What is an embedded device?

An embedded device (ED) is a special-purpose computing system for automating a specific process.
Unlike a general-purpose computer, which has a fairly standard set of peripherals (input/output devices
for display, storage, communication), an ED is designed for a specific purpose. As a consequence, input
and output devices of an ED can be far different from those in general-purpose computers. An ED can
be fully functional without a keyboard or a monitor; as you can easily imagine, using your laptop or
desktop without such fundamental components would be impossible.

Though specialized and general-purpose computers differ by peripherals, their core parts are simi-
lar: a central processing unit (CPU or microprocessor) and memory. The microprocessor executes the
computer program, which consists of the instructions fetched from memory. Procedures executed by
the CPU then control the dedicated hardware. Such a combination of an ED and hardware is called an
embedded system.

Special-purpose firmware

In contrast to a typical computing system, an ED is usually dedicated to controlling particular hardware;
hence, its form factor and processing capabilities are tailored to the special system. In particular, an

ED does not necessarily have to run multiple programs at the same time. Instead, an ED runs specially
designed software, called firmware. The firmware functionality is usually not generic and performs
tasks devised to the particular hardware. Typically, firmware is loaded to the device in the factory or

by the maker during development.



You see an example of firmware specificity in microwave ovens. An embedded device built into
a microwave controls the time and heating temperature of the food based on user input provided
through the key pad or touch screen. Unlike a keyboard, which is essentially the same for any general-
purpose computer, microwave input components strongly differ among devices. Thus the ED of the
particular microwave manufacturer cannot be generalized to all microwave ovens. Furthermore, differ-
ent ovens are equipped with distinct intrinsic sensors and electronic components. Hence, each model
has its own specific firmware, adjusted to the hardware capabilities and the system's purpose.

The lifecycle of the firmware loaded to an embedded device is quite different from typical appli-
cations of computer systems. The program stored in ED memory is activated whenever the device is
switched on and works as long as the device is powered. During this time, firmware communicates with
sensors and also input/output (I/O) devices using peripherals. These peripherals constitute interfaces
between intrinsic parts of an ED and its environment. Most common peripherals include the following:

m  Serial Communication Interface (SCl)

Serial Peripheral Interface (SPI)

m  Inter-Integrated Circuit (12C)

m  Ethernet

m  Universal Serial Bus (USB)

m  General Purpose Input/Output (GPIO)
m  Display Serial Interface (DSI)

Typically, an ED does not require a full-size display. In the extreme case, an ED can even have just a
single-pixel display, composed of a single LED used as an indicator. Color or blinking frequency of such
an LED can communicate errors or encode monitored values.

Microcontroller memory

Very often, an embedded device has to be accommodated in a very small housing and be power-
efficient. To save space and resources, CPU, memory, and peripherals are integrated into a single chip,
which is called the microcontroller.

The microcontroller's memory is divided into two main parts: Read Only Memory (ROM), which
stores the firmware, and Random Access Memory (RAM), which stores variables used by the software
components. ROM memory is non-volatile and can be modified using additional developer tools and
(or) a programmer. Non-volatile memory is required to instantly load firmware as soon as the ED is
powered up. For example, when you power up your wireless router, it begins execution of the firmware
stored in ROM, while your connection settings, including credentials, frequency band, and Service Set
Identifier (SSID) are managed in RAM (typically they are loaded from some non-volatile memory to
RAM, after the device's boot).

Embedded devices programming



This memory configuration resembles the scenario used in other computer systems, in which ROM
stores the special program, known as the basic input/output system (BIOS) or the Unified Extensible
Firmware Interface (UEFI). Typically, the BIOS runs immediately after the computer is turned on, and it
initializes hardware and loads the operating system, which then creates processes (program instances)
and their threads.

ED memory is also supplemented by additional non-volatile storage, termed Electrically Erasable
Programmable ROM (EEPROM). Writing to EEPROM is very slow; its main purpose is to store device
calibration parameters, which are restored to RAM after a power loss. The data stored in EEPROM
depends on the applications and the device type but usually contains calibration parameters used for
converting the raw data acquired from sensors into values representing physical parameters such as
temperature, humidity, geolocation, or device orientation in three-dimensional space. EEPROM serves
as the basis for flash memory, which is used in modern memory sticks and solid state drives (SSD). These
newer designs offer much faster speeds than EEPROMs. Figure 1-1 shows a summary of memory types.

ROM EEPROM / FLASH

Stores firmware Stores calibration parameters

Does not change during the runtime Char uring t Can change during the runtime
Fast access time Slow access time

Non-volatile Non-volatile

FIGURE 1-1 Different purposes require different types of memory.

EEPROM memories usually are designed to store larger amounts of data. Accessing data in large sets
can be slow, especially for I/0 operations. Hence, to improve I/O, processors also use memory registers
—quickly accessible locations for small amounts of fast memory. Registers are especially important for
microcontrollers because they control peripherals, as | describe later in this chapter.

Depending on the application, the performance, capabilities, and peripherals may significantly dif-
fer among devices. For example, the processing performance of an ED controlling a car engine must be
much higher than that of a microcontroller embedded in the simple consumer electronic gadget, like
a media receiver. The proper and error-free control of the vehicle is much more critical than that of an
electronic gadget.

Embedded devices are everywhere

Embedded devices are everywhere, and are often so hidden that we don’t even notice their existence.
In the automotive world, numerous internal and external sensors within the vehicle’s modules con-
stantly monitor intrinsic systems. Data from these detectors is transferred through peripherals to an
appropriate ED, which continually analyzes this input to keep track of the vehicle traction, control the

CHAPTER 1 Embedded devices programming 5



engine, or display an external temperature or vehicle's location, among other functions. In the financial
sector, embedded devices control units of the automated teller machines (ATM) to enable a bank cus-
tomer to make a financial transaction automatically. Healthcare screening devices are also managed by
embedded devices that control the position of a light beam to noninvasively produce an image of the
human body or deliver information about diseases. Intelligent buildings, weather stations, and security
devices are equipped with specially designed microcontrollers that acquire data from sensors or im-
ages from cameras; they then inspect them using digital signal and image-processing techniques to
monitor temperature or humidity, detect unauthorized access, or optimize resource usage.

Embedded devices are becoming an important component of the personal healthcare systems.
Wearable embedded devices containing heart-rate and blood pressure sensors or even noninvasive
glucose monitoring systems can continuously read health parameters, process them in real-time, and
transfer this data to the wearer’s doctor. These wearable EDs may significantly improve diagnosis and
treatment by providing detailed information about the wearer’s health status.

Embedded devices simplify energy usage monitoring through remote reading from power meters.
Information coming from embedded devices controlling regulatory drivers can optimize power distri-
bution.

Small, form-factor, smart devices are not limited to serious applications. They can also provide a lot
of joy. Kinect and HoloLens are prominent examples of devices that have business and fun applications.
Kinect is a motion controller, equipped with movement sensors and cameras to recognize complex
gestures and track people; you might know it from Xbox computer games. HoloLens further advances
these developments by providing augmented reality to significantly enhance perception. The core
elements of both Kinect and HoloLens are multiple sensors and cameras that analyze the environment
and process input from voice, gesture, or gaze.

Primarily, embedded devices act as artificial intelligence systems that automate everyday actions
performed by people to make our lives easier and better. An ED takes data as an input, processes it,
makes decisions, and implements control algorithms and corrective procedures. They not only auto-
mate specific processes but can predict manufacturing failures, diseases, accidents, or weather.

An ED can easily detect sensor readings that exceed thresholds set by the programmer and perform
predictive analysis and even preventive maintenance ranging from saving food from being overheated
to preventing a car engine from being damaged. Because microchips can now efficiently run very
advanced software that implements sophisticated control and diagnostic algorithms, an ED can per-
form process automation and predictive analysis that significantly reduces the risk of using a particular
system, diminish process cost and time, and improve efficiency.

A lot of applications for embedded devices already exist, but many more unexplored possibilities
are easy to imagine, as are the advantages of building new devices. Many of these arise from the pos-
sibility of connecting smart devices into the advanced networks of hardware units.
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Connecting embedded devices: the Internet of Things

ARPANET, the Internet predecessor, was created to enhance the potential of isolated general-purpose
computer systems. Connecting workstations accelerated communication and data sharing. Moreover,
new software versions could be quickly distributed among connected computers, and computations
could be run in parallel on multiple systems. These advantages quickly proved very useful and were
translated to public networks, which later became the one global system of interconnected computer
networks—the Internet. Nowadays, the Internet is one of the fundamental elements helping people to
communicate, share files, distribute information, and automate and simplify many everyday processes.
In short, the power of general-purpose computers was enormously amplified when they became inter-
connected via the Internet.

A similar idea produced the Internet of Things (IoT), the network of distributed embedded devices.
EDs are very useful in isolated systems, but their power is enhanced tremendously when they're connect-
ed into a global detection or monitoring system that includes many hardware units. This connectivity
yields a lot of advantages, because the large amount of data can provide invaluable information about
the status of a given business process or monitored system. Data analysis can then lead to completely
new conclusions unavailable by using a single smart device or sensor or by monitoring the given pro-
cess manually.

In a sense, 0T is the world of various connected devices, which acquire data from sensors and then
distribute this information among other computer systems, either desktop or mobile, by using local
or global communication networks. Depending on the nature of the application, you can benefit from
loT with just one ED—or billions. The number, type, and capabilities of devices in the loT grid can be
tailored to particular requirements, processes, or systems. But new devices aren't always necessary; loT
can be composed of existing devices and sensors, as in the case of the MyDriving app (http://aka.ms/
iotsampleapp, https.//channel9.msdn.com/Shows/Visual-Studio-Toolbox/MyDriving-Sample-Application).

loT devices are becoming the crucial part of automation and robotics because of rapid technologi-
cal advances in data transfer rates, sensor and device miniaturization, and microcontrollers that can
process large amounts of data using advanced control and diagnostic algorithms. Although a single
loT device can process readings from connected sensors and perform appropriate actions, that device
can't always store large amounts of data. Moreover, analysis of the information coming from many loT
devices becomes challenging, especially in the case of large loT grids.

Current and future loT applications rely not only on the embedded device itself but also on the
ability to extract invaluable insights from data acquired using that device. Connecting smart devices
yields new possibilities and brings new challenges in terms of processing and analyzing large amounts
of data. Every device may be integrated with different sensors and thus use distinct communication
protocols. Combining smart devices requires sophisticated acquisition, storage, and processing ap-
proaches in which data coming from different devices is unified and processed using statistical models
on the shared system.
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Such a centralized processing unit performs advanced analysis and turns untapped data into clear,
readable reports by exposing the uniform interface for presenting, accumulating, and filtering acquired
and processed data. Therefore, 10T is usually composed of a central storage and processing system,
which gives users the ability to connect their devices and easily process, and more importantly, under-
stand data coming from those smart units. This functionality is delivered by the Microsoft Azure loT
Suite, which | describe in detail in Part Ill, “Azure loT Suite.”

Figure 1-2 shows an example of the Microsoft Azure loT Suite as the central management system for
loT devices integrated with different sensors.
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FIGURE1-2 In an loT, data coming from various sensors connected to distinct embedded devices (ED) is transferred
to the central, cloud-based system.

To put it in its most basic terms, the things in loT means devices and sensors of any kind, while the
Internet refers to the centralized system that connects and manages those devices. That system further
processes untapped data coming from sensors using business intelligence techniques to generate
clean and readable information, which in turn simplifies decision-making, enables predictive and pre-
ventive analysis, and automates many business processes.

Electric energy usage provides a practical example of how loT simplified business process. First,
the electromechanical meters were replaced by electronic meters (embedded devices) that not only
measure electric energy usage and provide clearer display but can also record other parameters to
support time-of-day billing or prepayment meters. Electronic meters greatly enhanced measurements
of electric energy usage; however, manual sensor readings were still required—until electric energy
meters were connected to obtain readings remotely and store them in the central processing system.
As a result, power stations automatically acquire and process data not only for billing purposes but also
to optimize electric energy distribution, maintain the network, or predict malfunctions.
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Fundamentals of embedded devices

How does software executed by the CPU interact with peripherals to acquire data from sensors and
communicate with other devices? It requires several hardware and software concepts.

From the hardware point of view, the microcontroller is connected to peripherals through physical
connectors, exposed as pins on the external casing. (See Figure 1-3.) The process is independent of the
particular transmission protocol and medium used to transfer data (e.g., wires, fibers, or free-space
communication channels) and works like this:

1.

Wired connections between the microcontroller and peripherals carry electrical signals that
encode bits of information as physical quantities such as the voltage or current.

These physical observables are converted to digital values using appropriate analog-to-digital
converters.

Digital values are converted back to physical quantities before being sent to peripherals using
digital-to-analog converters.

Stepper
motor

Microcontroller

Sensor

FIGURE 1-3 Peripherals are connected to the microcontroller pins.

Software accesses received binary data (read operation) and knows how to send data to peripherals
(write operation). In general, the digital representation of signals received from peripherals is distrib-
uted among the devices using the data bus. Proper data distribution requires an address bus, which
carries information about physical locations of binary data in physical memory. In general, there are
two ways of reading and writing data to peripherals using data and address buses. These are defined as
the port-mapped and memory-mapped /0.

In the port-mapped /0, the CPU uses separate address buses for addressing data in local
memory and in peripherals. Special read/write instructions transfer data between the micro-
controller and peripherals. (See Figure 1-4.) From the hardware point of view, having separate
address buses simplifies addressing. However, from the software point of view, accessing the
peripherals using port-mapped I/O is quite complicated because it not only requires reading
or writing data to memory registers but also requires appropriate I/O instructions for receiving
and sending binary data from and to a peripheral.
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FIGURE1-4 In port-mapped I/O, two separate address buses point to physical locations in memory and
peripherals; memory and I/O devices have to be accessed separately.

Memory-mapped I/O reserves some part of the RAM memory for communication, so firmware
virtually accesses I/O devices in the same way it accesses memory registers—with a single address
bus. (See Figure 1-5.) This approach naturally simplifies software. However, using a single address
bus to control memory and peripherals transfers software complications to a lower level. More
sophisticated schemas are therefore required for address decoding and encoding. In addition,
the amount of memory available to the user is slightly decreased. On the Windows desktop

platform, you can check the amount of such hardware-reserved memory using Task Manager.
(See Figure 1-6.)

1/0
CPU
——p Memory

FIGURE1-5 In memory-mapped I/O, a single address bus points to physical locations in memory and
peripherals; additional I/O instructions become unnecessary.

Registers are the building blocks of the RAM memory, and—depending on the microcontroller
type—may contain 8, 16, 24, 32, or 64 bits. Some of these registers in the amount defined by the
microcontroller's manufacturer are designed to exchange data between a processor and peripherals and
thus decrease the amount of RAM memory for the user. (Refer to Figure 1-6.) Each bit of such specially

designed register is mapped to the physical I/O ports, which constitute the physical pins of the micro-
controller.

The logical bit values assigned to the particular pin are controlled by the voltage level or current
intensity, which define their off (0) and on (1) states. Because these pins are mapped to memory
registers, any voltage level or current changes are automatically reflected into the memory registers.

CHAPTER 1 Embedded devices programming



Thus, firmware accesses the data received from the peripheral by reading an appropriate memory
register, identified by its address, pointing to its location in the memory. Data is sent back to the
peripheral in the same way—that is, by modifying values stored in registers. This process requires
conversion between physical quantity such as voltage or current and binary representation.
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FIGURE1-6 In computer systems, which use memory-mapped /O, hardware-reserved memory decreases total
memory available for applications; in this example, hardware uses approximately 92 MB.

In some circumstances, the approach may slow down overall memory access, because converting
and transferring physical signals between CPU and peripherals can be slower than the intrinsic mecha-
nism used by RAM. Moreover, some memory is reserved for communication and is not accessible to
the user. Using port-mapped 1/O, in which physical pins are not mapped to the memory registers, can
sometimes be preferable. CPU uses additional commands to send requests and receive answers from
the peripherals. The data transferred is stored in a separated address space but requires additional
physical pins for initiating communication. The particular communication approach depends on the
microcontroller manufacturer. Programmers need to know the address of memory registers associated
with the particular peripheral and communication protocol. (See Chapter 6, “Input and output.”)

The software of the embedded device does not need to constantly read values from registers to
get an updated state of the sensor. Instead, the firmware can be automatically informed whenever
an appropriate event occurs. For this purpose, microcontrollers use interrupts, which are the signals
generated whenever pins change their physical state. The CPU executes an interrupt handler, which is
a software function associated with a given interrupt. This allows firmware to react to external events
without endlessly reading register values. Such reactive programming is similar to the event-based
approach known in high-level application programming. In such a case, every user request or action,
like pressing a button, generates an event that in turn runs the associated event handler. The logic
implemented within this procedure responds to the user request.
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Embedded device programming vs. desktop, web, and mobile
programming

12

Although embedded systems are programmed using the same languages and similar tools as desktop,
web, and mobile apps are, ED coding requires direct interaction with hardware elements. Hence, ED
programming differs from desktop, web, and mobile coding. There are also many similarities, however.
Specific comparisons in terms of user interface, hardware abstraction layer, robustness, resources, and
security are discussed below.

Similarities and user interaction

The idea behind interrupts and interrupt handling is quite similar to events and event handling in desk-
top and mobile programming. However, each technology uses distinct nomenclature, which closely
matches internal aspects of the particular programming scope. In desktop and mobile applications,
events are related to any user action, like pressing a button or scrolling lists. Any action of this kind
generates an event, which can be processed by methods called event handlers. Events can be also trig-
gered by hardware or system-related issues to indicate, for example, low battery level, loss of wireless
connection, or connection/disconnection of an external device. Event handlers can be used to respond
to any user action or occurrence triggered by the hardware or the operating system.

Similarly, in Model-View-Controller applications, developed for mobile (Android, iOS) or web plat-
forms (ASP.NET), every user action or query incoming from other applications or services is defined as
the request or action. Every request is processed by the request-handler module, which maps the par-
ticular action to the appropriate method of the class, implementing the controller. The latter interprets
a request, updates the state (model) of the application, and produces the corresponding response by
presenting a view.

Thus, in all cases, the software responds to user requests or external signals and processes them to
take an appropriate action or produce a corresponding response. However, in desktop, web, and mobile
programming, these requests are mostly generated by the user; loT interrupts are usually generated
by external signals related to sensors (electrical signals). Thus, embedded device programming differs
from desktop, web, and mobile programming by the source that generates events. This doesn't mean
that an ED doesn’t respond to user requests at all. loT devices can be equipped with input systems like
touch screens, by which users configure an ED. Hence, loT may also implement a user interface (Ul).

In subsequent chapters, to distinguish two possible sources of events, | will refer to interrupts when-
ever | deal with sensors and to events whenever | discuss methods handling user requests generated
through a Ul.

Hardware abstraction layer

At first glance, some aspects of ED programming are similar to desktop, web, and mobile application-
development techniques, but more key differences than similarities exist. These differences come mostly
from the fact that typical high-level programming doesn't require low-level interaction with the hardware.
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Because hardware-related aspects are implemented within the operating system or hardware drivers,
they typically aren't accessed directly by the programmer.

The common computer or smartphone is an advanced version of an ED. Internal functions of mobile
and desktop systems are based on the same concepts as an loT device. Namely, the CPU communicates
with peripherals using similar techniques. Software developers implicitly use them during software
development tasks such as accessing files on the hard drive, sending serialized data over a network, or
simply displaying messages on the screen.

Conventional computer systems, however, are standardized and use operating systems that imple-
ment a hardware abstraction layer. Programming frameworks and convenient application program-
ming interfaces significantly simplify the process of software development by providing a large num-
ber of implemented algorithms, data structures, and functions for performing common operations.

ED programming is similar to writing device drivers, which map hardware operations to operating
system functions. However, ED software not only provides such an intermediate layer but also controls
hardware units. ED development means combining the roles of hardware, drivers, OS, and application
into one piece of firmware, so the boundaries are more blurred.

In general-purpose computer systems, the hardware abstraction provides a unified layer, which
allows customers to buy any kind of keyboard, mouse, display, storage, and so on, without worrying
about their underlying differences. For ED development, you can virtually work with any kind of device
without any intermediate layer.

Robustness

Computing devices embedded in car safety systems, electronic stability programs (ESPs) offer a good
example of ED robustness. ESP controls a vehicle’s stability by detecting loss of traction. It analyzes data
coming from various hardware units sensing the speed and acceleration of the car’s wheels. The data
analysis required to predict understeer or oversteer can be very complex. This task requires constant
data processing and noise-issue handling.

In real-world applications, sensor readings can be affected by noise arising from intrinsic electroni-
cal circuits due to some fundamental physical effects. Therefore, the sensor readings may vary in time.
The programmer must take these noise effects into account, usually by accumulating readings over
time and processing them using statistical measures, like mean or median. Depending on the applica-
tion, such processing may require more advanced control algorithms to filter incorrect readings and to
provide steady and predictable control of the hardware units. This is especially important for safety-
critical applications. For this reason, the firmware should be robust and error-free in order to quickly
respond to rapidly changing and noise-affected sensor readings.

For specific applications (like ESP), the loT software needs to be optimized to act very fast, because
sometimes a few milliseconds’ delay may play a very crucial role, while in the case of typical desktop,
web or mobile applications, such a delay will be probably unnoticed by the user.
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Resources

IoT devices are frequently very small to fit into the body of the system they control or monitor. Embedded
devices can be as small as a coin or credit card, which means they typically have limited storage and
processing power in comparison to typical computers or smartphones. The software controlling the
embedded device has to use hardware resources responsibly, without wasting memory and CPU time.
This issue is also crucial for high-level programming, but it may not be as important for typical com-
puter systems, which come equipped with large amounts of memory and huge processing capabilities.

Security

As Figure 1-3 shows, data transferred between peripherals and CPU could be accessed by monitoring
physical pin signals. This way of reverse engineering your ED could utilize an oscilloscope, although
that's unlikely since it requires physical access to your device. On the other hand, when you connect
your ED to the network, especially a wireless network, the probability of your data being intercepted
increases significantly.

Security is an important issue for any type of programming, but loT devices connected to wireless
networks are most prone to loss of data. For this reason, you need to secure data transferred over a
network using cryptography algorithms.

Connected EDs process and collect sensitive data and control critical hardware. Often, they are
directly exposed to cyber-attacks—for example, through the Internet connection. Therefore, the
so-called Security of Things becomes a very important issue.

The data collected by connected EDs includes private information. For example, home-automation
electronics track your daily habits—when you leave and come back from your house, TV channels you
watch, and so on. It also tracks what images your security cameras capture. And of course, it has the ac-
cess codes for various devices. Therefore, if home automation is not properly secured, all this data can
be stolen. Worse, it could be used to take control of your house or to spy on you. There is also a danger
of an attacker remotely taking control of loT devices that run on your car. For instance, attacker could
disable your braking or steering system while you are driving.

These two examples prove how important Security of Things is. You can secure your loT system by
adopting proper filtering and by validating and encrypting transferred data. Further, you must check
the internal consistency of the filesystem and other components of the loT system.

Benefits of the Windows 10 loT Core and Universal Windows
Platform

14

Several problems arise when programming loT devices—and can quickly discourage you from devel-
oping software for smart devices. These problems are typically due to the following issues:

m  Having to use native tools, compiler chains, and programming environments provided by
microcontroller manufacturers
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m  Low-level programming languages and tools

m  Debugging difficulties

m  The lack of patterns and best practices

= Narrow community

m Ul development using cross-platform libraries and tools

m  Broad range of sensors and hardware units to control

m  Having to secure communication protocols by writing cryptography algorithms from scratch
Windows 10 loT Core and the Universal Windows Platform (UWP) solve these problems. The former

is the most compact version of Windows 10 and is tailored for loT needs, while the latter is the API for
accessing Windows 10 functions and thus simplifies embedded programming.

The UWP provides you a unified APl and set of programming tools, which are exactly the same as
you probably already use for your web, mobile, or desktop programming. UWP programming tools
follow the write once run everywhere paradigm. Such an approach provides programming tools and
technologies that enable you to write the application by using the single programming language and
environment, and then deploy your app to multiple devices, ranging from IoT, through smartphones,
and up to desktop and enterprise servers. By using the same tool set you can target additional platforms.

The UWP also implements many comprehensive algorithms and functions that
m  Simplify access to sensors

m  Perform robust calculations

= Write advanced functionalities with minimal code

m  Extensively query your data

m  Secure data transfer using cryptography algorithms

m  Support many other loT applications, like signal and image processing, programming artificial
intelligence, and interacting with central processing systems, which unify your untapped data
and turn them into readable reports

Finally, the UWP can be accessed using several high-level and popular programming languages in-
cluding C# and JavaScript, which significantly simplifies your software development process. The UWP
provides a set of Ul controls that can be seamlessly integrated into software for loT devices. This turns
the problematic native-based development of firmware into a cheerful experience of building software
for smart, connected devices.

Windows 10 loT Core and a broad range of UWP functionalities described in subsequent chapters
of this book allow you to quickly develop applications for loT, prepare proof-of-concept solutions, and
yield a unique opportunity to build and program custom devices whose functionality is limited only by
the maker's imagination.
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Summary

16

This chapter provided theoretical information. It discussed the most important concepts behind IoT,
which you typically do not think of when developing software for desktop, web, or mobile platforms.
| pointed out several common challenges that embedded programmers must tackle. | also presented
how Windows 10 loT Core and Azure loT Suite can help you develop IoT solutions.
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Universal Windows Platform
on devices

oT devices typically do not have a full-size display, which could be used for the type of output that

comes from a typical "Hello, world!” starter application. Instead, loT devices have only a few LEDs or
pixels—or, in the extreme case, just a single LED or pixel—to display information. So, in the world of
embedded programming we say “Hello” by turning an LED on and off.

In this chapter, | show you how to use the UWP interfaced through C#, and C++ to trigger the LED.
| use these two languages only, because in this book all apps will be implemented using C#. C++ will be
used later to implement the Windows Runtime Component, interfacing native code.

| first define Windows 10 loT Core and guide you through the installation and configuration pro-
cesses of all the required software and hardware components. | then explain an electronic LED circuit
assembly. After you've had your hands on the code, | show you useful tools and utilities for remote
device management and accessing its contents.

What is Windows 10 loT Core?

Windows 10 loT Core is a compact version of Windows 10 designed and optimized for embedded de-
vices. Windows 10 loT Core implements the platform, hardware, and software abstraction layers, which
simplifies the process of application development for [oT devices. Until recently this area was exclusive-
ly reserved for rare and native programming technologies. However, thanks to Windows 10 loT Core,
every high-level software developer can now code embedded devices by using the Universal Windows
Platform programming interfaces available for all Windows 10 platforms.

Hardware, platform, and software abstraction layers implemented within Windows 10 loT Core are
composed of the native drivers, which can be accessed using any of the UWP programming languages,
including C#, C++, Visual Basic, or JavaScript. Windows 10 loT Core also supports the Python and Node.
js runtimes. Therefore, you can easily access microcontroller interfaces, capabilities using high-level
programming languages. Most of the low-level stuff—which typically forces you to use archaic or low-
level programming constructs—is thankfully performed within Windows 10 loT Core.
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.NET Micro Framework

Windows 10 loT Core advances from the .NET Micro Framework (NMF), which is the most com-
pact version of the Microsoft .NET Framework. The ideas behind Windows 10 IoT Core and NMF
are very similar. Each includes an execution system for loT devices such that embedded software
is executed within the environment, which exposes rich and friendly programming interfaces for
quick, secure, robust, and reliable application development.

The power of Universal Windows Platform for devices

18

All Windows 10 platforms use a common base, implementing a unified kernel and a common applica-
tion model. The Universal Windows Platform contains a unified application programming interface
available for every UWP device. As a result, an application developed using this core part can run on
any Windows 10 device, including desktop, mobile, tablet, HoloLens, Xbox, Surface Hub, and loT de-
vices. However, the core parts of Windows and its APl do not contain some specific features designed
exclusively for one particular platform or another. This is because some hardware platforms provide
features not available on other devices. For example, loT devices can control certain custom sensors
that aren’t available on desktop or mobile devices. The implementation of all programming interfaces
in the core part of the UWP would be redundant, so, to target platform specificity, the UWP delivers
software development kit (SDK) extensions designed for particular device families (enabling access

to features available exclusively on the |oT platform, for example). Figure 2-1 shows the relationship
between the core part of the UWP and SDK extensions.

- loT
’ Surface Hub ;, — e Holographic
.\‘ /(r
—/ YWP —
. Core SDK —
Desktop ) Mobile
Xbox

FIGURE 2-1 To access features specific for a particular device family you can reference an appropriate SDK extension:
loT, Holographic, Mobile, Xbox, Desktop, and Surface Hub.
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The important advantage of the UWP is that even when an extension SDK is referenced by a UWP
project, the application can still be deployed to the platforms that do not support the particular exten-
sion set. Conditional compilation is not required. However, a programmer still needs to ensure that an
application does not access features that are unavailable. To check whether a particular APl is available
for the current platform, use static methods of the ApiInformation class, defined in the Windows.
Foundation.Metadata namespace. The following code can be used to check if a particular type,
Windows.Phone.Devices.Power.Battery, is present. It produces false when the code is run on the
desktop platform and true if the app utilizing this code is run on Windows Phone.

var typeName = "Windows.Phone.Devices.Power.Battery";

var canIReadBatterylLevelOfMyWindowsPhone = Windows.Foundation.Metadata.
ApiInformation.IsTypePresent(typeName);

System.Diagnostics.Debug.WriteLine("Can I access a battery level of my Windows

Phone: " + canIReadBatterylLevelOfMyWindowsPhone);

Because of the common, unified programming interfaces available on every Windows 10 device and
the abstraction layer that exempts developers from writing their own native drivers (for example, for
mapping memory registers), Windows 10 loT Core also delivers software development kits available for
other UWP devices. loT developers can easily perform various programming tasks, such as creating rich
and adaptive user interfaces, handling gesture and voice input, and connecting the device to web and
cloud services, just to name a few.

Such an approach has several advantages over other solutions. First, Windows 10 loT Core pro-
grammers can benefit from functionality already implemented within the core part of the Universal
Windows Platform. This shortens development time and significantly increases software capabilities.
Second, UWP apps can target novel prototype devices, running Windows 10 loT Core. Finally, an app
can be monetized through the same distribution channel (that is, Windows Store).

Windows 10 loT Core is a great tool for rapid prototype development. However, native solutions can
be preferable in some scenarios. That doesn't mean Windows 10 IoT Core and the UWP are not fully
functional for loT development, but that for exceptional cases, e.g., extremely time-critical applications,
you'd want to avoid the additional processing time for transferring signals and data between additional
layers provided by Windows 10 loT Core. In such cases, you'd use native tools and reduce usability and
flexibility for performance increases.

Tools installation and configuration

Let's make sure you've got all the software tools you'll need for this book. Here are the required elements.
m  Adevelopment PC with Windows 10 installed and enabled developer mode
m  Visual Studio 2015 (Update 1 at least) as the integrated development environment
m  Windows loT Core project templates
m  Windows 10 loT Core Dashboard
m  |oT device
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Windows 10

Application development for Windows IoT Core requires a PC controlled by Windows 10, version
10.0.10240 or higher. Windows 10 installation is straightforward, and for this reason | don’t describe it
in detail here.

If Windows 10 is already installed on your development PC, you should verify its version—and upgrade
if necessary. To verify the system version run winver from a command prompt or by searching for it in
the start menu. (See Figure 2-2.)

Best match

B .| winver
— Run command

Web
2 winver

£ wineverygame

FIGURE 2-2 The winver application will tell you the build number of Windows 10 on your machine.

After verifying the Windows version, enable developer mode on the development PC. You can do so
by using the Windows Settings application, which can be executed by searching for it in the Start menu
(as winver). To enable developer mode, go to the Update & Security section of the settings and select
Developer Mode on the For Developers tab, as you see in Figure 2-3.

& Settings = a X

EjiL UPDATE & SECURITY | Find a setting yel

Windows Update
Use developer features

¥incdoveeiindes These settings are intended for development use only.

Learn more.

Backup
O Don't use developer features
Recovery
Activation O Sideload apps
For developers @ Developer mode

FIGURE 2-3 Enable developer mode in Windows 10 through Update & Security within Settings.
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Visual Studio 2015 or later

Your Windows loT Core development PC should also include Visual Studio 2015 Update 1 (or later) as the
integrated development environment. It's available for download at https.//www.visualstudio.com/vs/
in three different versions: Community, Professional, and Enterprise. The first version is free, and the
other two require licenses but can be used for free within an evaluation period. In this book, | am using
Visual Studio 2015 Community. In Appendix F, “Setting up Visual Studio 2017 for loT development,”

| also show how to setup Visual Studio 2017 RC for loT (UWP) development. Aspects presented in this
book are compatible with Visual Studio 2017 RC.

The installation process of Visual Studio 2015 is automatic. However, the SDK for the Universal Win-
dows Platform might not be included in the default Visual Studio 2015 installation. Therefore, during
Visual Studio 2015 installation, make sure that the Tools and Windows 10 SDK check box under the
Windows and Web Development node is selected, as shown in Figure 2-4.

6 Visual Studio

Community 2015

io [B3rd Party]

FIGURE 2-4 The Universal Windows App Development Tools are required for Windows loT Core development.
This figure shows the installer of the Visual Studio 2015 Community Update 2 with Universal Windows App Devel-
opment Tools in version 1.3.2 and the Windows 10 SDK in version 10586.

Windows loT Core project templates

Microsoft provides additional project templates designed for developing loT applications without a
user interface of any form. These are the so-called headless apps—in contrast to headed apps with the
UL I tell you more about the headless apps in Chapter 3, “Windows loT programming essentials.”
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The IoT project templates for headless apps can be installed as an extension to Visual Studio 2015 by
following these steps:

1.

2.

In Visual Studio 2015, go to Tools > Extensions and Updates.

In the Extensions and Updates dialog box, expand the Online node and in the search box at the
top right of the dialog box, type loT.

In the search results, find Windows loT Core Project Templates, as shown in Figure 2-5, and
click the Download button. This will start the download process for the templates.
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b branching, 1IS management, and integration with bug tracking. prision to Microsoft

ools
b Samples Gallery - -NETCTI E2572 for CTI 2500 or Simantic CP2572...
Client driver for CTI2572 Ethernet adapter for 2500 series CTI

b Updates (6)

controllers or 500 or 505 series Siemens SimaticPLCs {old Texa...

Rockwell/Allen Bradley Ethernet Protocol .NET Cl...
Allen Bradley Ethernet Driver which allows you to communicate
to the Allen Bradley PLC's using Ethernet.

.NET Emerson Bristol BSAP Driver for HMI/SCADA
Client driver for Emerson Process (old Bristol Babcock) gas and
liquid flow computers& controllers, supporting BSAP protoca...

-

1 2 ¢

Change your Exi

v and Updates settings

FIGURE 2-5 The Extensions and Updates dialog box in Visual Studio 2015.

After the project templates are downloaded, the Visual Studio Extension (VSIX) Installer will
display a license terms screen. Click Install.

The Installer will confirm that the extension has been successfully installed. Click Close, and
restart Visual Studio 2015.

Windows 10 loT Core Dashboard

After installing Visual Studio 2015, you need to download and install the Windows 10 loT Core Dash-
board. This application helps set up new—and manage and configure existing—Windows 10 |oT Core
devices connected to the local network, available both to the development PC and your loT devices.

First, download the installer for the dashboard from http://bit.ly/iot_dashboard. Then run the in-

staller file you just downloaded, and click Install on the first security warning dialog box that appears.
This will start the download and installation process for the dashboard, and you'll see an Installing
Windows 10 loT Core Dashboard dialog box, after which another security warning might be displayed.
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(Click Run if this second warning appears.) When the dashboard is installed and ready for use, you'll see
its welcome screen, shown in Figure 2-6.

[ 16T Dashboard = m] ®
I EJ My devices My devices

“ Set up a new device |

¢y Connect to Azure

Dawid-RPi2 Raspberry Pi 2 Model B

i

Try some samples

R+ Sign in Found 1 devices.
Can't find your device?

@ Settings Learn more

FIGURE 2-6 The Windows 10 loT Core Dashboard showing the list of discovered loT devices. Note that the My
Devices list will be most likely empty at this stage.

Device setup

Now that you have all the necessary software components for your development environment, let’s set
up an loT device.

Windows 10 loT Core Starter Pack for Raspberry Pi 2 and Pi 3

While | was writing this chapter, Windows 10 loT Core was available for four development boards (see
Table 2-1for a comparison):

m  Raspberry Pi 2 (RPi2)
m  Raspberry Pi 3 (RPi3)
m  MinnowBoard MAX
m  Qualcomm DragonBoard 410c

| decided to use the first of these because it was available within the Starter Pack for Windows 10 IoT,
prepared by Adafruit (http.//bit.ly/iot_pack). This pack offers a very convenient way to start loT pro-
gramming, since it contains all the necessary tools and verified, compatible components to assemble
prototype circuits and develop software for Windows loT devices. This is very important, especially
in the early stage of development, because in case of any troubleshooting you can eliminate basic
problems related to some of the hardware components like wires, LEDs, or sensors. Of course, you don't
have to use the Starter Pack for RPi2. You can always get the RPi2 and other components separately.
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However, you need to ensure that your hardware elements are compatible with the RPi2 and Windows 10
loT Core. You can find the Microsoft-verified list of Windows 10 loT Core compatible hardware compo-
nents (like micro SD cards, sensors, and so on) at http://bit.ly/iot_compatibility_list. This remark is espe-
cially important when you want to use a different micro SD card. In that case you would need at least

a class 10 micro SD card. Note that instead of the Starter Pack for RPi2, you can also use an updated
version of this pack containing the RPi3. However, the latter is not equipped with an internal ACT LED.
This requires you to use an external LED circuit to run a few sample apps, described in later chapters.
Moreover, the Starter Pack for RPi3 does not contain an external Wi-Fi module.

TABLE 2-1 Selected features of development boards supporting Windows 10 [oT Core

Board Raspberry Pi 2 Raspberry Pi 3 MinnowBoard MAX gr:glz?ln;grd 410¢
Architecture ARM ARM x64 ARM
Qued cre D | o | e lom™ | Quad core AT
RAM 1GB 1GB Tor2GB 1GB

On-board WiFi - + - +

On-board Bluetooth | - + - +

On-board GPS - - - +

HDMI + + - +

USB ports 4 4 2 2

Ethernet port + + + +

Besides the RPi2 (or RPi3), the Microsoft loT Pack for Raspberry Pi 2/3, as shown in Figure 2-7, contains
the following components, wires and sensors:

m  Raspberry Pi 2/3 Case—housing for the Raspberry; detailed instructions for inserting a board
into the case can be found at http://bit.ly/rpi_case

m 5V 2A Power Supply with micro-USB cable

m  Solderless Breadboard—required for circuit assembly

m  Ethernet cable

= USB Wi-Fi module

® 8 GB micro SD card with Windows |oT Core (16 GB card in the case of RPi3)
= Male/Male jumper wires

= Female/Male jumper wires

= Two potentiometers
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Three tactile switches
m  Ten resistors

m  One capacitor

m  Six LEDs

m  One photocell

m  Temperature and barometric sensor

m  Colorsensor

FIGURE 2-7 Contents of the Starter Pack for Windows 10 loT Core on Raspberry Pi 2. A pack containing Raspberry
Pi 3 is very similar. Source: http://www.adafruit.com.

You will use some of the above components to assemble the circuit, which is composed of the LED
and resistor and will be controlled by the Windows universal app. However, before doing that, you will
deploy Windows 10 loT Core to the RPi2 (or RPi3) device and perform its basic configuration. Windows
10 loT Core is already preloaded to the micro SD card, which comes with the Windows 10 |oT Starter
Pack, but | prefer to describe the Windows 10 loT Core installation and deployment because the loT
Starter Pack may not include the newest build of Windows 10 loT Core. Also, you may need to deploy
Windows 10 loT Core if your micro SD card needs to be replaced.
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Windows 10 loT Core installation
The easiest way to install Windows 10 loT Core on the RPi2 (or RPi3) is through the loT Dashboard. The

wizard available on the Set Up a New Device tab of the loT Dashboard fully automates this process after
you insert one of the compatible micro SD cards into the PC's card reader. Subsequently, select the de-
vice type, type in your device name (I set it to "Dawid RPi-2") and new administrator password, choose
the Wi-Fi network connection (if available), accept the software license terms, and click Download and
Install. (See Figure 2-8.) The loT Dashboard will start flashing your SD card. The current progress will be

displayed, as shown in Figure 2-9. The Deployment Image Servicing and Management tool will apply
the Windows 10 loT Core image to the SD card. (See Figure 2-10.) The loT Dashboard will then display
the confirmation screen that looks like Figure 2-11.

[ 16T Daghboard

EE My devices

I T setupanew device

5 Connect to Azure

= Try some samples

R., Signin
@ Settings

Set up a new device

First, let's get Windows 10 loT Core on your device.

Device type

Raspberry Pi2 & 3 -
05 Build

‘Windows 10 loT Core
Drive

F: 7Gb [APPLE SD Card Reader USB Devic ~
Device name

Dawid-RPi2

New Administrator password

sssssses

Confirm Administrator password

FIGURE 2-8 Setting up a new Windows 10 loT Core device.

Downloading Windows 10 loT Core

Cancel

Flashing your SD card

FIGURE 2-9 SD card preparation.
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B ' CAWINDOWS\system32\dism.exe — B X

FIGURE 2-10 Deployment Image Servicing and Management tool is applying the Windows 10 loT Core image to
the SD card.

16T Dashboard = O *

My devices Your SD card is ready.

I "o : 1. Insert your SD card into the device
"I et ! 3 NEW QEeVICE

Yy Connect to Azure >

2. Get Connected

= Try some samples

0 Ethernet (recommended)
Connect your Ethernet cable to your local network and boot up your
device

% WIi-Fi
Plug in your Wi-Fi adapter and boot up your device.

See a list of supported Wi-Fi adapters

3. Find your device

MNote: It will take a few minutes for your device to boot and appear in "My
Devices"

set up another device

{O\+ Sign in
@ Settings

FIGURE 2-11 The loT Dashboard shows successful image deployment by displaying the confirmation screen with
subsequent instructions.

Configuring the development board

You see the top and the bottom views of the Raspberry Pi 2 Model B V 1.1, which are in Figure 2-12
and Figure 2-13, respectively. The main part of the board is the Broadcom BCM2836 chip, integrating
the 900 MHz quad-core ARM Cortex-A7 CPU and VideoCore IV 3D graphics core with 1 GB of RAM
memory. Raspberry Pi 2 is equipped with the following ports:

m 4 USB type A ports

®  1micro-B USB port for power purposes
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m  1Local Area Network (LAN) adapter

m  THDMI port

m  13.5mm audio jack and composite video (A/V)
= 40 GPIO pins

m  Tmicro SD card slot, located at the back surface of the board (see Figure 2-13)

FIGURE 2-12 The top view of the Raspberry Pi 2. The CSl interface is located between HDMI and A/V ports.
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FIGURE 2-13 The bottom view of the Raspberry Pi 2.
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The Raspberry Pi 2 and Pi 3 also include a Camera Serial Interface (CSI) and a Display Serial Interface (DSI).
However, when | was writing this chapter, the DSl interface was not supported by Windows 10 IoT Core.

In order to prepare and run the RPi2 (or RPi3), complete the following procedure:
1. Insert the micro SD card with Windows 10 loT Core into the Raspberry Pi 2 SD card slot.

2. Pluginthe 5V 2A micro-B USB power supply to the board. The RPi2 will boot Windows 10 loT
Core automatically, which may take a minute or two.

3. Connect the Ethernet cable to the same local network as the development PC or plug the USB
Wi-Fi module into one of the Raspberry’s type A USB ports.

The RPi2 board is now ready. To proceed, you need to run the loT Dashboard and go to the My
Devices tab. The loT Dashboard will automatically discover available IoT devices as shown in Figure
2-14. Note that if you choose the Wi-Fi connection during installation (refer to Figure 2-8), your loT de-
vice will be automatically connected to this network. Also, be patient when booting your device for the
first time. It may take longer. If your loT device is still unavailable, you need to restart the RPi2 or RPi3
by reconnecting the power supply.

My devices

Dawid-RPi2 Raspberry Pi 2 Model B 172.20.103 10.0.14393.0

FIGURE 2-14 The list of discovered loT devices.

Hello, world! Windows loT

With all the software tools installed and configured, and the loT device in place, you can now write your
first embedded UWP application: a “Hello, world!" app that toggles the LED connected to the RPi2 (or
RPi3) through the electronic circuit.

Circuit assembly

To control an LED, you first need to assemble an electrical circuit. You can do so by connecting one

of the LEDs delivered with the Windows 10 loT Core Starter Pack for RPi2 (or RPi3) to the appropriate
GPIO pins of the loT device. For development boards, physical pins of the microcontroller are typically
available through the pin expansion header to simplify solderless pin connection. (Refer to Chapter 1,
“Embedded devices programming,” and Figure 1-3 for more information.) The expansion header is
physically connected to microcontroller pins by traces on the printed circuit board (PCB). You can visu-
ally inspect these traces by analyzing the RPi2 board or an appropriate PCB design.
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LED, resistor, and electronic color codes

Every LED has a specified operating current required to power the LED, but you need to be careful to
not exceed the maximum threshold value lest you destroy the LED. Input current to the LED circuit is
regulated by a resistor. The recommended resistance is usually described in the LED manufacturer’s
datasheet.

The LEDs available within the Windows 10 IoT Core Starter Pack are low power, so you'll use a 560
Ohm (Q) resistor to limit the current flow. The resistors contained in the Starter Pack for Windows 10 loT
Core are encoded using the 4-digit color code, consisting of four vertical color stripes, called bands. The
first three bands encode the actual resistance, and the last one, which is usually spaced from the other
bands, denotes the resistance tolerance, i.e., any deviation from the value declared by the manufacturer.

The resistance value is encoded using two significant figures (first and second band) and the multi-
plier (third band). Table 2-2 shows you the meaning of each band color. The resistor in your Starter
Pack with color code green-blue-brown-gold has a resistance of R = 56x10! = 560 Q with a tolerance
AR of £5%. Similarly, the color code brown-black-orange-gold represents the following values:

R = 10x10% = 10 kQ and AR = +5%. For more details, see http.//bit.ly/ electronic_color _code.

TABLE 2-2 Electronic resistance color codes

Color Significant figure value Multiplier Tolerance
Black 0 100 Does not apply
Brown 1 101 +1%

Red 2 102 +2%

Orange 3 103 Does not apply
Yellow 4 104 +5%

Green 5 10° +0.5%

Blue 6 106 +0.25%
Violet 7 107 +0.1%

Gray 8 108 +0.05%
White 9 10° Does not apply
Gold Does not apply 101 +5%

Silver Does not apply 102 +10%

None Does not apply Does not apply +20%

The longer leg of an LED is called anode (positive charge), and the shorter leg is a cathode (negative
charge). Because the electric charge flows from the positive to the negative leg, the resistor should be
connected to the longer leg of the LED. You subsequently connect the resistor and the shorter LED leg
to the GPIO pins of the RPi2. You can use either of two configurations for controlling the LED using a
microcontroller: the logical active-low and active-high states.
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Active-low and active-high states

The GPIO pins can possess the logical (digital) values of 0 (or low) or 1 (or high). The first one typically

corresponds to a voltage of 0 V or less, while the second represents a voltage level above some threshold.

In practice, an analog voltage signal is susceptible to noise. Accordingly, a signal randomly oscillates

around low or high values. To ensure that an analog voltage signal represents valid low and valid high
logic levels, pull-down (for low state) and pull-up (for high state) resistors are used. Thus, you have two
options to induce the carrier flow through the LED:

m  Active-low state Connect the longer LED leg through the resistor to the power supply pin
with the voltage of 3.3 V and the second LED leg to the GPIO pin. When the GPIO pin is driven

to a low state, current flows from the power pin through the resister to the LED.

m  Active-high state Connect the LED’s cathode to the ground (GND), and the anode to a GPIO

pin. A GPIO pin driven into a high state induces the carrier flow.

Raspberry Pi 2 pinout

Before you configure an LED circuit in the active-low or active-high state, you need to familiarize

yourself with the RPi2 pinout, which exposes the peripherals through a 40-pin expansion header; refer

to Figure 2-12 and see Figure 2-15. Each pin of this header is numbered, starting from 1. Pins with odd

numbers are located in the top header row. This means that the pin number 1is located in the bottom

left corner of the header (first element in the second header row), while the pin number 2 is located
right above pin number 1. Consequently, the 40th pin sits in the far right end of the first header row.

82’0

FIGURE 2-15 Pin mappings of the Raspberry Pi 2. Source: Windows Dev Center (http://windowsondevices.com).
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You can find an interactive version of this diagram at http.//pinout.xyz/.
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All the physical pins of the Raspberry Pi 2 can be divided into six groups, assigned to the following
expansion header pins:

m 3.3V power pins: 1,17

m 5V power pins: 2, 4

m  |12Cbuspins: 3,5

= Ground (GND) pins: 6, 9, 14, 20, 25, 30, 34, and 39
m  SPlbus pins: 19, 21, 23, 24, and 26

m  Manufacturer-reserved pins: 8, 10, 27 and 28

Additionally, 17 GPIO pins are available to the user. Table 2-3 summarizes their numbers and initial
states (right after the boot).

TABLE 2-3 GPIO ports assignment of the Raspberry Pi 2

Header pin GPIO number Initial state Header pin GPIO number Initial state
7 4 Pull up 31 6 Pull up

1 17 Pull down 32 12 Pull down
12 18 Pull down 33 13 Pull down
13 27 Pull down 35 19 Pull down
15 22 Pull down 36 16 Pull down
16 23 Pull down 37 26 Pull down
18 24 Pull down 38 20 Pull down
12 25 Pull down 40 21 Pull down
29 5 Pull up

Two additional GPIO ports, 35 and 47, control the status of two LEDs located on the RPi2 board.
These LEDs are located above the DSl interface of the RPi2. (See Figure 2-12.) The GPIO port 35 controls
the red power LED (PWR), while the second controls the green LED (ACT). In this chapter, | use an exter-
nal LED only. Note that the ACT LED is unavailable on the RPi3.

As Figure 2-15 shows, several pins can have an alternate function. For example, header pins 2 and 5
(GPIO 2 and 3, respectively) can also provide access to the 12C interface. The section “Using C# and C++
to turn the LED on and off” delves into this issue.

According to the RPi2 pinout, the active-low state can be assembled by wiring the shorter leg of an
external LED to pin 29 on the expansion header (GPIO 5) and connecting the longer LED through the
resistor to pin 1(3.3 V power supply). In the active-high state, you connect the cathode to a GPIO pin.

Note that the LED can be powered without writing the actual software. You can connect the second
LED leg to one of the GND pins. The LED will be turned on immediately, and the RPi2 will simply act as a
3.3V battery.
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In the active-high configuration, the shorter leg of the LED can be connected to ground, e.g., header
pin 6. The longer LED leg is then connected to the resistor and the GPIO pin, with an initial state of 0
(pull down). Then the LED is powered by driving the selected GPIO port to an active-high state.

Solderless breadboard connection

The Starter Pack for Windows 10 1oT Core contains the breadboard, which supports prototype wiring of
electronic elements and does not require soldering. This breadboard is composed of two power rails
on both sides and also contains 610 tie points, arranged in an array; see the bottom part of Figure 2-7.
Each row of this array is labeled by a capital letter A through J, and the columns are numbered starting
from 0. These labels help to localize tie points on the breadboard.

To assemble the LED circuit in an active-low state, you bend both legs of the resistor and use two
female/male jumper cables. Figure 2-16 shows a connection diagram, which | made using the open-
source tool Fritzing. (Download it at fritzing.org.) Table 2-4 shows you the breadboard-header map,
and Figure 2-17 shows the actual connection.
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FIGURE 2-16 An active-low state LED circuit visualization using a fritzing diagram.
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TABLE 2-4 Sample connection map for an active-low LED circuit

Component

LED

Resistor

First jumper cable (purple
in Figure 2-16 and in Figure
2-17)

Second jumper cable
(yellow in Figure 2-16 and
in Figure 2-17)

Leg or connector

Shorter leg
Longer leg

First leg

Second leg

Male connector
Female connector

Male connector

Female connector

Breadboard tie point
location

Row: F, Column: 30
Row: F, Column: 31
Row: H, Column: 31
Row: H, Column: 35
Row: J, Column: 35

Row: J, Column: 30

Header pin

1(or17)

29 (or pins 7, 31 for pull-up
initial state)

FIGURE 2-17 Real assembly of an active-low state LED circuit.

Typically, for the active-low state, you want to choose the GPIO pin, which is initially in a pull-up
state. This ensures that the current flow is disabled when you access the port. Conversely, in the active-
high state, you use the GPIO ports, which are in a pull-down state when the loT device is powered up
and the carrier's flow is disabled. Such alternative (active-high) circuit assembly can be configured as
shown in Figure 2-18, Table 2-5, and Figure 2-19. Compare this configuration with an active-low state.
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FIGURE 2-18 An active-high state LED circuit visualization using a fritzing diagram (compare with Figure 2-16).

TABLE 2-5 Sample connection map for an active-high LED circuit

Component

LED

Resistor

First jumper cable
(purple in Figure 2-18
and in Figure 2-19)

Second jumper cable
(yellow in Figure 2-18 and
in Figure 2-19)

Leg or connector

Shorter leg
Longer leg
First leg

Second leg

Male connector

Female connector

Male connector

Female connector

Breadboard tie point
location

Row: F, Column: 30
Row: F, Column: 31

Row: H, Column: 31
Row: H, Column: 35

Row: J, Column: 35

Row: J, Column: 30
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37 (or any other GPIO port
with pull-down initial state,
e.g., pins 11, 12)

9 (or any other GND,
e.g. pins 6, 14)
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FIGURE 2-19 Real assembly of an active-high state LED circuit.

Using C# and C++ to turn the LED on and off

You are now ready to write the UWP app that will power an LED that's connected in the active-low con-
figuration. You can accomplish this task with any of several programming models available on the UWP.
You can implement the logic layer of the application by using any of the following:

m C#

m C++

m  Visual Basic
m  JavaScript

Depending on the language, the user interface can be declared using XAML for C#, C++, and
Visual Basic or using HTML/CSS for JavaScript. In this section | use C# and C++. Examples for Visual
Basic and JavaScript can be found in Appendix A, “Code examples for controlling LED using Visual Basic
and JavaScript.”

C#/XAML

Follow these steps to write the first UWP app for the Windows loT device using C#/XAML programming
languages:

1. Open VS 2015 (or later) and go to File > New > Project.
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2. Inthe new New Project dialog box:

Type Visual C# in the search box, as shown in Figure 2-20.

New Project

? x
b Racent NET Framework 461 = Sort by: Default " %~
Aillnstaled lank App (Universal Windows) Visual c¢ (RS COREETe) -
A Tamplates A project for a single-page Universal
ice Ll dows Platform app that has no
b Visual C# WCF Service Library Visual C# Win PR
¢ 0.::5 L predefined controls or layout.
3 er Languages cn %
b Other Project Types I ] Windows Forms Application  Visual C# L] Show telemetry in the Windows
Dev Center
Search Results o | e .
" nstalls the Application Insights SDK
Samples E-] W Applicaron VISt to send usage telemetry to the
c Windows Dev Center.
¥ Online ﬁ Conscle Application Visual C#
s Help me understand Application
;_] ASP.NET Web Application Visual C# Insigh
¥ Privacy statement b
Name: HelloWarldlaTCS
Location: DMlaT\Projects\Chapt2),
Solution name: HelloWorldioTCS [¥ Create directory for solution

[[] Add to Soyrce Control

FIGURE 2-20 A New Project dialog box of Visual Studio 2015. The Blank App (Universal Windows)
project template for Visual C# is selected.

b. Select the Visual C# Blank App (Universal Windows) project template.
c. Change the project name to HelloWorldloTCS and click the OK button.

d. Inthe New Universal Windows Project dialog box, set Target Version and Minimum
Version to Windows 10 (10.0; Build 10586). (See Figure 2-21.) The new blank project has
been created.

Mew Universal Windows Project X

Choase the target and minimum platform versions that your Universal Windows application will support.

Target Version: Windows 10 (10.0; Build 10586) ¥

Version: Winds

10 (10.0; Build 10586) *

Which version should | choose?

oK Cancel

FIGURE 2-21 The New Universal Windows Project dialog box of Visual Studio 2015 lets you configure
the target and minimum supported version of Windows 10.

Target and minimum platform versions

Target platform versions specify the UWP API available to your app. The higher the value, the

more updated APl you can use. Similarly, the minimum platform version specifies the minimum
UWP version on which your app can run.
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Note Insubsequent chapters, if not stated otherwise, | will set the target version to
Windows 10 (10.0; Build 10586).

Open the Solution Explorer by clicking View > Solution Explorer.

In the Solution Explorer, expand the HelloWorldloTCS node, and then right-click the
References option. From the context menu select Add Reference. A Reference Manager
window appears.

In the Reference Manager window, go to the Universal Windows tab and then click the
Extensions tab.

Select the Windows loT Extensions for the UWP check box, as shown in Figure 2-22, and
then close Reference Manager by clicking the OK button.

Reference Manager - HelloWorldlaTCS 2 *
I Assemblies Filtered to: SDKs applicable to HelloWorldieTCS Search Universal Windows {(C 2 ~
b Projects MName Name:
. Behaviors SDK {XAML Windows loT Extensions for the
b Shared Projects :
skl Microsoft General MIDI DLS for Universal Windo. UWP
4 Universal Wiridows Microsoft Universal CRT Debug Runtime Version:
Microsoft Universal CRT Debug Runtime 10.0.10586.0
Core Microsoft Universal CRT Debug Runtime Ta s
e M?crosoft \ﬁsua: C+ +.20.1 3 Runtime Package for. UAP 10.0.0.1
Mic t Visual Studio Test Core i
More Informatic
Facent Microsoft Visual Studio Test Core ks KSR

MSTest for Managed Projects
MSTest for Managed Projects
Visual C++ 2015 Runtime for Universal Windows
Windows Desktop Extensions for the UWP
Windows loT Extensions for the UWP
Windows Team Extensions for the UWP

* Browse

4 13

[ Browse... || oK || Cancel |

FIGURE 2-22 A Reference Manager of the HelloWorldloTCS project. The Windows loT Extensions for the
UWP check box is selected.

Using the Solution Explorer, open the MainPage.xaml.cs file and modify its contents according
to Listing 2-1.

LISTING 2-1 An LED is driven using GpioController

using System.Threading.Tasks;
using Windows.Devices.Gpio;
using Windows.UI.Xaml.Controls;
using Windows.UI.Xaml.Navigation;

namespace HelloWor1dIoTCS
{
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public sealed partial class MainPage : Page

{
private const int gpioPinNumber = 5;
private const int msShineDuration = 5000;
public MainPage()
{
InitializeComponent();
}
protected override void OnNavigatedTo(NavigationEventArgs e)
{
base.OnNavigatedTo(e);
BlinkLed(gpioPinNumber, msShineDuration);
}
private GpioPin ConfigureGpioPin(int pinNumber)
{
var gpioController = GpioController.GetDefault(Q);
GpioPin pin = null;
if (gpioController != null)
{
pin = gpioController.0OpenPin(pinNumber) ;
if (pin != null)
{
pin.SetDriveMode (GpioPinDriveMode.Output);
}
}
return pin;
}
private void BlinkLed(int gpioPinNumber, int msShineDuration)
{
GpioPin ledGpioPin = ConfigureGpioPin(gpioPinNumber) ;
if(ledGpioPin !'= null)
{
ledGpioPin.Write(GpioPinValue.Low);
Task.Delay(msShineDuration) .Wait(Q);
ledGpioPin.Write(GpioPinValue.High);
1
}

8. Under the Project menu go to HelloWorldloTCS Properties.
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In the HelloWorldloTCS Properties dialog box, go to the Debug tab (see Figure 2-23) and do
the following:

b.

From the Platform drop-down list, select ARM.

In the Start Options group, select Remote Machine from a Target Device drop-down
list, and then click the Find button. Your loT device will appear under the Auto Detected
expander as shown in Figure 2-24. If it does not appear, you need to provide its name or IP
address manually. You can obtain these values through the Windows 10 loT Core Dashboard.
(See Figure 2-14.)

Click the Select button and close the project properties window.

D HellaWordlaTEs - HelloWatldiaTCS® - E

Application

Configuration:  Active [Debug) *| Platform: | Active (ARM) e
Build
Bulld Events
Start acton
i [ D pot launch, bt debug my code when it starts
Sigmi
o I Aflow local network loopback
Caode Analysis
Srart options
TJarget device: Remaote Machine -
Bemote machine: | Find...

Authentication Mode: Universal (Unencrypted Protocol) >
] Uninstall and then re-install my package. All information about the application state is deletad

Debugger type

Application process: Managed Only “

FIGURE 2-23 The Debug tab of the project properties window. Note that you need to select Active
(ARM) from the Platform drop-down list.

Remote Connections 7 3
p-
Found 1 connection @

@ Manual Configuration
Address:

Authentication Mode: | Universal :Unen:rymeli ﬁuaml} X ._

() Auto Detected

Dawid-RPi2

Address: 172.20.103

Authentication: Universal {Unencrypted Protocol)
Architecture: ARM

Windows Version: 10.0,14393.0

Developer License: None

! Authentication is not enabled. Attaching to this instance
may be harmiul to your computer

Mot all devices can be auto detected. If you do not see a device you

are expacting directly enter the IP address using "Manual
Configuration’

FIGURE 2-24 |oT device discovery.
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10. Above Visual Studio 2015, locate the configuration toolbar, which is shown in Figure 2-25.
Using the drop-down list, set the configuration to Debug, the platform to ARM, and the
debugging target to Remote Machine.

Debug ~ ARM = P Remote Machine *

FIGURE 2-25 Configuration toolbar.

11. Run the app. Use the Start Debugging option of the Debug menu or click the Remote
Machine button in the configuration toolbar.

After you perform the above procedure, the UWP app will be automatically deployed to the RPi2
device and then executed. Subsequently, the LED will shine for 5 seconds. You can break the application
execution at any time by clicking Debug > Stop Debugging.

Several aspects of the above solution require additional attention. Notice, first, that the HelloworldloTCS
project is composed of the following elements:

m  project.json This file specifies project dependencies, frameworks, and runtimes as JSON
objects. Each entry of dependencies comprises the name-version pair of the NuGet package. By
default, there is only one such package: Microsoft.NETCore.UniversalWindowsPlatform.
Under the frameworks collection you specify the frameworks that your project targets. For the
UWP, you use the uap10.0 framework (the Universal App Platform). Runtimes contain the list of
runtime identifiers (RIDs). In general, you can use any value specified here: http.//bit.ly/runtimes.
But for the UWP project template we used, there are only Windows 10 RIDs, and you do not need
other RIDs to complete examples developed in this book. You will need other RIDs when develop-
ing cross-platform .NET Core apps—for example, ASP.NET Core MVC web apps or web services.

m  Package.appxmanifest Thisis an application manifest file. This XML file contains the infor-
mation necessary to publish, display, and update an application, and it defines the capabilities,
functionality, and application requirements.

m  Assets folder This contains the project assets.
= App.xamland App.xaml.cs files These implement the App class.

m  MainPage.xaml and MainPage.xaml.cs These implement the main (default) view of the
application.

The default implementation of the App class, generated automatically, displays the view implemented
in the MainPage class. The MainPage class derives from the Page class and implements the default application
view using two files: MainPage.xaml and MainPage.xaml.cs. MainPage.xaml declares the user interface,
while MainPage.xaml.cs implements the logic associated with the view. Hence, MainPage.xaml.cs is com-
monly referred to as the code-behind.

Chapter 3, "Windows loT programming essentials,” explains a mechanism of navigation between
views and an entry point of the UWP loT apps. For now, | turn your attention to the MainPage.xaml.cs
only, because the application logic is included in this file only. Moreover, the current application imple-
ments an empty Ul, which does not contain any visual elements.
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Within the MainPage class, given in Listing 2-1, | declared two constant fields: gpioPinNumber and
msShineDuration. The first one defines the pin number of the GPIO port used to control the LED state,
while the second determines how long an LED will shine. In this example | assume that the LED circuit is
assembled according to Table 2-4. Therefore, the gpioPinNumber was assigned the value of 5.

The procedures responsible for shining the LED are implemented within the B1inkLed method.
This is called under the overridden implementation of the Page.OnNavigatedTo event handler. In the
B1inkLed method two logical parts can be distinguished. The first one invokes the ConfigureGpioPin
method, which acquires the reference to the default GPIO controller of the loT device. An abstract rep-
resentation of this object is the Windows .Devices.GpioController class.

The GpioController class exposes several members, designed to simplify interfacing the GPIO
peripherals. In particular, the static method GetDefault returns the default GPIO controller of the
embedded device. | use this method in Listing 2-1to get an access to the RPi2 GPIO controller. After
obtaining an instance of the GpioController class representing a default GPIO controller, the selected
GPIO port is opened by calling an OpenPin method. A successful call to this method returns an instance
of the GpioPin class, being an abstract representation of the GPIO port.

The most general version of the OpenPin method accepts two input arguments. The first one
(pinNumber) indicates the GPIO pin number, while the second (sharingMode) defines the sharing mode
of the GPIO port. This sharing mode is defined by one of the values of the Windows .Devices.Gpio.
GpioSharingMode enumeration. Namely, this type exposes two values: Exclusive and SharedReadOny.
In an exclusive mode, the programmer may either write to or read from the GPIO port, while in the sec-
ond case, the write operations are not allowed. In the shared mode, the programmer may use several
instances referencing the same GPIO port. This is impossible if the GPIO pin is accessed in an exclusive
mode. In such a case, subsequent attempts to open the GPIO port will cause an exception.

The second version of the OpenPin method, used in Listing 2-1, expects the GPIO pin number only,
and opens the GPIO pin in an exclusive mode.

The instance method SetDriveMode of the GpioPin class is subsequently used to switch the GPIO to
the output mode. The available GPIO drive modes are represented by values implemented within the
GpioPinDriveMode enumeration.

After configuring the GPIO drive mode, all you need to do is to set the GPIO port to the low state.
This will induce the current flow through the LED circuit. The LED circuit will be powered as long as the
control GPIO pin is set to the high state. This happens automatically after a delay, specified using the
msShineDuration member of the MainPage class. The delay is implemented using the Delay static
method of the Task class, which | tell you more about in Chapter 3.

When the LED is connected to the RPi2 in an active-high state, the above procedure progresses dif-
ferently. Namely, to turn on an LED you drive the GPIO pin to the high state and subsequently write a
low value to disable current flow. The B1inkLed method takes the form from Listing 2-2, and according
to Table 2-3, you would need to update the value of gpioPinNumber to 26.
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LISTING 2-2  Blinking an LED connected using an active-high configuration. Note that the GpioPinValue.High
and GpioPinValue.Low states are reversed from Listing 2-1.

private void BlinkLed(int gpioPinNumber, int msShineDuration)

{
GpioPin ledGpioPin = ConfigureGpioPin(gpioPinNumber);
if(TedGpioPin != null)
{
ledGpioPin.Write(GpioPinValue.High);
Task.Delay(msShineDuration).Wait();
ledGpioPin.Write(GpioPinValue.Low);
}
3

By default, the GPIO ports available to the user are either in the pull-up or pull-down input mode;
see Table 2-3. These modes correspond to the logically active (pull-up) or inactive (pull-down) input
GPIO ports, which are represented as GpioPinDriveMode . InputPullUp and GpioPinDriveMode.
InputPul1Down, respectively.

When you configure a physical pin with alternate functions as the GPIO, then you cannot access
these alternate functions without releasing the instance of the GpioPin by calling a Dispose method.

A final note is devoted to the Windows |oT extensions for the UWP. By referencing them, you get ac-
cess to a GPIO-specific—or more generally, an loT-specific—API of the UWP. If you right-click Windows
loT Extensions for the UWP entry in the Solution Explorer, you will find the location of this SDK. In this
case, the default Visual Studio installation, the Windows loT extensions for the UWP 10.0.10586 reside in
the following folder:

%ProgramFiles(x86)%\Windows Kits\10\Extension SDKs\WindowsloT\10.0.10586.0

After opening this folder, you will find an Include\winrt subfolder. It contains the set of generated
interface definition language (IDL) and C++ header files. For instance, windows.devices.gpio.idl and
windows.devices.gpio.h are provided to access low-level OS features for interfacing GPIO, which we
implicitly used in the preceding example. This analysis shows that you can use C++ to access low-level
Windows APIs. The next section shows how C++ can be used to implement the LED blinking functional-
ity, where a delay is implemented using the S1eep function of the Windows API. Moreover, Chapter 8,
“Image processing,” shows how you can use C++ to implement Windows Runtime Components for
native code interfacing. You can find a detailed discussion of C++ and Windows Runtime Components
in articles by Kenny Kerr in the MSDN magazine at http.//bit.ly/cpp_winrt.
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C++/XAML

In this section | will show you how to implement the C++ application, which controls the LED circuit.
Follow these steps:

1. Create a new project using VS 2015 by going to File > New > Project.
2. Inthe New Project dialog box (see Figure 2-26):
a. Type Visual C++ in the search box.

b. Select the Blank App (Universal Windows) project template and set Target and
Minimum Versions to Windows 10 (10.0; Build 10586). (See Figure 2-21.)

c. Change the project name to HelloWorldloTCpp and click the OK button.

New Project ? X
b Recent NET Framework 46.1 = Sort by: | Default Visual C++ X -
Pl ot - i -
(i 2 ;J ATL Project Visual C#+ Type: Visual C++
S AT
Win32 o A project for a single-page Universal
Blank App {Universal Windows) Visual C+ + Windows Platform app that has no
¥ Cross Platform L predefined controls or layout.
Extensibili S5
Sl FJ DirectX 11 App (Universal Win._ Visual C++
SQL Server <ir
b 4 ++
i |.J DirectX 12 App (Universal Win... Visual C++
I TypeScript b
- e
# Dt Praject Types h Managed Test Project Visual C++
Search Results =
Win32 C le Applicati Visual C
b Online [ in. onsole Application tual C++ - =
MName: HelloWorldloTCpp
Location: D\leT\Projects\Chapt2), *
Solution name: HelloWorldloTCpp [V Create directary for solution

[[] Add to Source Control
[ox ]

FIGURE 2-26 The New Project dialog box of Visual Studio 2015. The Blank App (Universal Windows)
for Visual C++ project template is highlighted.

3. Add areference to Windows loT Extensions for the UWP. You can do that just as you did in
the previous section. (See Figure 2-22.)

4. Modify MainPage.xaml.h according to the code snippet in Listing 2-3.

LISTING 2-3 MainPage class declaration

#pragma once
#include "MainPage.g.h"

using namespace Windows::UI::Xaml::Navigation;
using namespace Windows: :Devices: :Gpio;

namespace HelloWorldIoTCpp
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5.

public ref class MainPage sealed

{
pubTic:

MainPage();
protected:

void OnNavigatedTo(NavigationEventArgs Ae) override;
private:

const int pinNumber = 5;

const int msShineDuration = 2000;

GpioPin AConfigureGpioPin(int pinNumber) ;

void BlinkLed(int TedPinNumber, int msShineDuration);
%

In the MainPage.xaml.cpp file, insert the code block from Listing 2-4.

LISTING 2-4 MainPage implementation

#include "pch.h"
#include "MainPage.xaml.h"

using namespace HelloWor1dIoTCpp;
using namespace Platform;

MainPage: :MainPage()

! InitializeComponent();
b
void MainPage: :OnNavigatedTo(NavigationEventArgs Ae)
' __super::0nNavigatedTo(e);
BlinkLed(pinNumber, msShineDuration);
}

GpioPin AMainPage: :ConfigureGpioPin(int pinNumber)
{
auto gpioController = GpioController::GetDefault();

GpioPin Apin = nullptr;
if (gpioController != nullptr)

{

pin = gpioController->0penPin(pinNumber) ;
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if (pin !'= nullptr)
{
pin->SetDriveMode(GpioPinDriveMode: :Qutput);
}
}

return pin;

}
void MainPage: :BlinkLed(int TedPinNumber, int msShineDuration)
{

GpioPin AledGpioPin = ConfigureGpioPin(ledPinNumber);

if (ledGpioPin != nullptr)

{
ledGpioPin->Write(GpioPinValue: :Low);
Sleep(msShineDuration) ;
ledGpioPin->Write(GpioPinValue: :High);
}

6. Compile and deploy an app to the loT device:

a. Open the HelloWorldloTCpp properties window and navigate to the Debugging tab
under the Configuration Properties node.

b. Select ARM from the Platform drop-down list.
c. Choose Remote Machine from the Debugger tab to launch a drop-down list.

d. Change Authentication Type to Universal (Unencrypted Protocol), and find your
loT device using the <Locate...> option under the Machine Name drop-down list.
(See Figure 2-27.)

e. Click the Apply button and close the project properties window.
7. Runthe app.

As in the previous section, the app will automatically deploy to the loT device and execute. The

application implements the same functionality—i.e., it shines the LED for a specified amount of time,
determined by the value of the msShineDuration member; see Listing 2-3.

The main difference between C++ and C# implementations is that the default application view, i.e.

MainPage, is now implemented within three (C++) instead of just two (C#) files. Namely, a C++ project
includes MainPage.xaml, MainPage.xaml.h, and MainPage.xaml.cpp. The first file, MainPage.xaml,
defines the Ul, while the other two implement the logic (code-behind). The header file, MainPage.xaml.h,
contains the declaration of the MainPage class, whose definition is stored in MainPage.xaml.cpp.
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HelloWorldloTCpp Property Pages 7 4

Configuration:  Active{Debug) ~  Platforrm:  Active{ARM) ~ Configuration Manager...
4 Configuration Properties Debugger to launch:
General ST z
Debugging
VC++ Directories
b CiCH+ Launch Application Yes
b Linker Allow Local Network Loopback Yes
b Manifest Tool Debugger Type Native Only
b XML Document Generator Machine Name Dawid-RPi2
b XAML Compiler Authentication Type Universal (Unencrypted Protocol)| -
B i Infaemanon Deploy Visual C++ Debug Runtime Libra Yes
Amp Default Accelerator WARP software accelarator

b Bulld Events

FIGURE 2-27 The Remote Machine configuration for a C++ Universal Windows project.

Additional symbols (e.g. A), which are related to the Component Extensions (CX) of the C++ lan-
guage, allow access to the objects from the Universal Windows Platform programming interface and
are explained in Appendix E, “Visual C++ component extensions.”

By using C++ as the programming language, you get access not only to the UWP API but also to the
low-level Windows API. In particular, in Listing 2-4, to implement a delay between subsequent calls to
the method Write of the GpioP1in class, | used the S1eep function, declared in the Windows API.

Useful tools and utilities

Very often an embedded device works in a remote location. To remotely manage such a device you can
use several tools and utilities, including Device Portal and Windows loT Remote Client. Moreover, you
can associate the Secure Shell (SSH) connection and manage the device by using the command line.

To access files stored on the device's SD card, you can use File Transport Protocol (FTP). In this section,

| show you how to use Device Portal and Windows loT Remote Client, and how to connect to the Win-
dows 10 loT Core device using the free FTP and SSH clients.

Device Portal

Device Portal is a web-based utility that enables you to configure an loT device, install or uninstall its
applications, display the active processes, and update Windows 10 loT Core. Basically, Device Portal is
the layer that exposes functionality, which you typically access in the desktop version of Windows 10
through the Task Manager or Control Panel. Naturally, not all functions of Task Manager and Control
Panel are available in Device Portal—only those related to Windows 10 IoT Core. Simply, Device Portal lets
you remotely manage your device. Interestingly, a very similar Device Portal is available for holographic
platforms (HoloLens), and even for desktop Windows 10 (starting with its Anniversary Edition).

To access Device Portal you use the loT Dashboard. Go to the My Device list and right-click your
loT devices. Then, as shown in Figure 2-28, select the Open in Device Portal option from the context
menu. Device Portal will open in the default browser and ask you to provide credentials (see Figure 2-29).
Type administrator for the login, and for the password, provide a value you previously configured
during Windows 10 loT Core installation through the loT Core Dashboard.
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Dawid-RPi2 Raspberry Pi 2 Model 8
Open in Device Portal
Launch PowerShell
Open network share
Copy IP address

Copy device name
Shutdown

Restart

W CC FFmE®

Send feedback

FIGURE 2-28 Context menu of the loT device in the |oT Dashboard.

Windows Security x
Microsoft Edge
The server 172.20.10.3 is asking for your user name and

password, The server reports that it is from Windows Device
Portal.

Warning: Your user name and password will be sent using
basic authentication on a connection that isn't secure.

administrator

(T IIII4

OK Cancel

FIGURE 2-29 Windows Device Portal login screen.

B Home X = (] *
“ O 17220103 ol [ — T
0) Ei 7 336 AM
Home Power Feedback Help 12/10/2016

UTILITIES /

B Device information

Device Name: Dawid-RPi2
Device Model: Raspberry Pi 2 Model B
0S Version:  10.0.14393.0

& Preferences

<2 Change your device name

New device name

Save

Q Change your password

FIGURE 2-30 The Home tab of the Windows Device Portal.
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After successful login to Device Portal, you will see the screen shown in Figure 2-30. By default, it
displays the Home tab. It contains basic information about your device and enables you to configure
device preferences, like name, password, and display settings. | encourage you to navigate among
the tabs of the Device Portal to see what is available there. We will use specific functions of the Device
Portal later.

Windows loT Remote Client

Starting from the Windows 10 loT Core Anniversary Edition build, you can remotely control your loT
device using the Windows |oT Remote Client. This is a tiny app that you install on your development

PC, tablet, or phone from the Windows Store. When you set up the connection using Remote Client
between a PC, tablet, or phone and the loT device, the loT device will transmit its current screen to the
Windows loT Remote Client app. In this way you can preview your UWP apps running on the remote loT
device from another UWP device (desktop or mobile).

To set up such a connection, you first need to enable Windows IoT Remote Server using Device
Portal. As shown in Figure 2-31, all you need to do is to select the Enable Windows loT Remote Server
check box on the Remote tab. Then, you simply run the Windows loT Remote Client, where you either
choose your device from the drop-down list or type its IP address (see Figure 2-32). After clicking the
Connect button, you will see an loT device screen, as shown in Figure 2-33.

B remote Server x == - (m} P
= O 17220103 % = ¥ O
('_) E '? 340 AM
RemOte SENEI’ Power Feadback Help 12/10/2016

UTILITIES /

>< Windows loT Remote Server
[1 Enable Windows loT Remote Server

Windows |oT Remote Server is enabled at boot and currently running

Windows |oT Remote Server enables users to connect from another computer over a
network connection to this device using a client app.

To access Windows loT Core device, install the remote client app from
https://www.microsoft.com/store/apps/9nblgghSmnxz

Remote
]

FIGURE 2-31 Enabling Windows loT Remote Server using the Device Portal.
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Windows loT Remote Client (Preview)

~  Connect

L Select a