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Preface
Ever since I can remember, I have always wanted to protect others. One of my ear-
liest recollections was when I was in the fourth grade when I was waiting for the 
morning bell to ring for class at my elementary school. I noticed a second grader cry-
ing, and I walked over and asked him what was wrong. He pointed to a sixth grader 
who was standing next to him, who to me seemed like he was 6 feet tall. The crying 
boy sobbed that he took his ball. I asked this giant of a boy to give the ball back. He 
shook his head and refused, saying, “No, what are you going to do about it?” I don’t 
know what came over me, but I curled my hand up in a fist and punched him in the 
jaw. The ball fell out of his hand, bounced once, and I grabbed it and handed it to the 
crying boy, who smiled as he looked at the ball in his hand.

The sixth grader was seething with anger, and I took off. The sixth grader then 
picked up a rock and hurled it at me, striking me in the head, directly behind my 
left ear. I fell to the ground, placed my hand over the wound, and then stood up 
quickly and began running again. The sixth grader gave chase as I ran toward the 
school and I noticed he stopped chasing me as I was nearing the school doors. I felt 
a warm  liquid pouring through my hand and suddenly noticed blood was falling to 
the ground.

I entered the school doors and started running to the nurse’s office. My fourth 
grade teacher, Mr. Schuda, shouted, “Walk.” I started walking and removed my hand 
from my head and blood began to go all over the floor. Mr. Schuda then shouted, 
“Run.” I ran to the nurse’s office where she called my mom and wrapped bandages 
around my head. When my mom arrived to the nurse’s office, she took me to the emer-
gency room. The doctor gave me 12 stitches and explained that he could not really 
close the wound because a piece of the meat behind my ear was gone— somewhere 
on the playground was a piece of my head. I never heard of it ever being found—an 
animal must have eaten it. When I returned back to school the next day, the school 
imposed a new rule—no rock throwing. I never did find out if Wilson Bull, the kid 
who hit me with the rock, was ever suspended or anything. That was the first time 
I met him, and I never saw him again. There are many more tales to tell about adven-
tures that I have been involved in over the years where I have sustained injury while 
trying to protect others—but that is for perhaps another book and another time.

I feel I was born with an innate passion to protect others with a disregard for my 
own well-being, as I am sure that many in security and law enforcement–related 
fields have felt. As I am entering the twilight of my career pursuing these  endeavors, 
I wanted to put together a book that would be useful to those who have the tre-
mendous responsibility of keeping others safe and protecting assets with the aid 
of a security surveillance center. The other passion that I have is mentoring others 
who are entering this arena and helping provide guidance and direction to them as 
they pursue their careers. With these things in mind, I have asked myself constantly 
while writing this book, “What would I have found useful, when establishing myself 
in this field?” My hope is that this book is many things to many people on a lot of 
different levels.
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The term security surveillance center is a hybrid of two areas, that early in my 
career were distinctly different and were not frequently intertwined. As the decades 
have passed, and businesses have stressed and emphasized the importance of work-
ing smarter not harder, it was only a matter of time before these two areas were 
joined together. In the end, the return on investment and the synergy a security sur-
veillance center creates make good business sense, to form, establish, and operate 
one, if one is not already in place.

To the point of this book being many things to many people, the information 
on the following pages can be used by any business, regardless of its shape or 
size. This book is helpful to any business that has a CCTV system. Whether the 
business has a handful of employees or thousands of employees, there is a lot of 
information for the reader to use. The basics pertaining to the law, procedure, 
and operation remain relatively the same regardless of the size of the operation. 
However, in your particular jurisdiction, it is important to keep abreast of the 
laws, best practices, and developments in this area for the protection of everyone 
on both sides of the cameras.

I have spent a lifetime wanting to protect others. With the ever-changing world 
events and the increase of violence and terrorist attacks on the rise in the world 
arena, it is now more important than ever for companies, businesses, and corpora-
tions to safely protect their guests, employees, and assets from those who wish to 
disrupt their daily operations, cause harm to others, or create an umbrella of fear. 
One important layer and aspect of providing this protection is the development and 
operation of a security surveillance center. The security surveillance center is the 
nerve center of any security or protective operation. Cameras are monitored and 
reviewed on a consistent basis to detect any situations that appear unusual or out 
of the ordinary. In the event that something is detected that does not look right, in-
house and local authorities are alerted with the pertinent details and respond accord-
ingly. Emergency calls for help, assistance, and general communication to and from 
employees, guests, and operatives in the field all use security surveillance centers as 
their conduit.

The proper training of personnel and utilizing the proper tools and equipment in 
this area are critical for the safety and security of all. This enables quick and accurate 
responses to alarms, dispatching personnel to the proper locations, and calmly and 
professionally gathering information from emergency calls and alarms. Personnel 
consistently demonstrating the ability to execute the key components of the security 
surveillance center’s operation are a sure sign that they have been trained properly 
and have a solid understanding of their roles and responsibilities.

This book goes into detail on these topics and many more crucial areas that can 
improve the effectiveness and efficiency of any operation. It is designed to be a great 
resource for existing operation centers or can be used to create a security surveil-
lance center, if one does not exist, explaining the steps involved in creating one.

Over the past few years, the pricing of CCTV equipment has made it affordable 
for every type of business and organization. At first glance, this seems like a great 
benefit. However, without the proper protocol, procedures, and training in place, the 
results could be disastrous by exposing the operators to civil and possibly criminal 
consequences.
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This user-friendly book addresses concerns of a wide range of users, from 
national organizations to mom-and-pop operations and can be applied to any orga-
nization that has CCTV systems in place. On one hand, this book is a great asset for 
organizations of any size that are setting up CCTV systems by providing insight and 
examples of forms, policies, design, best practices, and so on. On the other hand, 
this book is a great training guide for those who supervise and operate a security 
surveillance center. A test question and answer section in Chapter 9 allows the owner 
of a business or manager of a department to test the knowledge of security surveil-
lance center personnel to ensure that the information contained in this book has been 
absorbed and the personnel of the security surveillance center are functioning within 
the standards of the industry and the boundaries of the law.

This book examines the critical areas of design, implementation, and operation 
of security surveillance centers regardless of their size. Areas that will be discussed 
and explained in detail include the role of a security surveillance center, overview 
of the control room and console design, processes, procedures, legal perspectives, 
forms, professionalism, glossary of terms and definitions, and question and answer 
sections. Unlike other books on the market that pertain to surveillance that are very 
technology-driven, this book focuses on the operation of a security surveillance cen-
ter. This book is applicable to audiences ranging from anyone who has a small, rela-
tively simple system to industry giants who have facilities across the country. Among 
other things, this book is meant to be a training/testing tool for leaders/operators and 
a guide for establishing standard operating procedures (SOPs), policies, protocols, 
and forms to be used for the operation of a security surveillance center.

Unique components of this book include detailed forms that may be utilized in 
the operation of a security surveillance center. This book delves into areas where 
documentation of events and situations are critical in safeguarding the operations 
and assets of the organization. One example of the many forms contained in this 
publication is the chain of custody forms. These are used to demonstrate chain of 
custody when issuing security surveillance coverage to law enforcement or outside 
agencies. Other types of forms that are located in the back matter section simply 
titled, “Forms,” are the forms used in the day-to-day operation that demonstrate that 
the security surveillance center is performing their due diligence. There are also 
step-by-step  processes and procedures located in Chapters 3 and 4, titled, “Security 
Surveillance Center Processes” and “Security Surveillance Center Procedures,” 
respectively. These chapters provide you with examples on how these critical items 
can be worded and constructed.

Legal perspectives, the Fourth Amendment, and the importance of professional-
ism are discussed in Chapter 6 and the impact of the critical role of each is explained. 
Examples of practices that have performed well in these areas are reviewed,  and 
those that have not are examined. The tremendous downside of operating in the 
gray area or not following legal trends is explored along with the upside of stay-
ing abreast of legal developments and the Fourth Amendment. For example, in the 
opinion of many scholars, when video surveillance of public areas is continuous, it 
generally does not present significant legalities. Legal interpretations of the Fourth 
Amendment as it pertains to video surveillance appear to be in favor of CCTV sys-
tems use to protect the public. The belief is that continuous video surveillance does 
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not intrude upon an individual’s sphere of privacy; it simply records events occurring 
in public space for which individuals do not have reasonable expectations of privacy. 
This as well as the importance of personnel understanding the significant difference 
between foreseeability and the totality of circumstances approaches and the role 
each plays in court decisions are also examined.

This book contains personal insight and situations that I have been directly 
involved with, worked closely with others on, or researched. For example, “just 
doesn’t look right” (Chapter 7, JDLR) is an area that is discussed as it pertains to one 
of the most valuable tools that security surveillance center personnel have—or can 
develop. The power of observation of the actions taken by others and recognizing 
when something JDLR and being able to put the pieces of the puzzle together is an 
invaluable tool and critical for a security surveillance center to be successful. It also 
helps to quantify the performance and value of the security surveillance center and 
its operators by documenting the prevention of incidents, providing tangible cases, 
and documenting actual incidents.

The following is a personal story of JDLR in action that occurred in my rookie year 
as a law enforcement officer. Late at night, my lieutenant and I were on patrol when 
I observed a white male carrying a plastic milk crate with some items in it. My instincts 
told me that this just doesn’t look right, and I advised my lieutenant of the observation. 
The patrol vehicle was turned around, and when the subject who was walking with the 
milk crate saw the patrol vehicle, he immediately placed the crate on the ground. 
The subject advised that he had found the items contained in the milk crate—stereo 
 equipment—in a dumpster and was taking it home. At that moment, a report came 
in that a nearby home was burglarized and—you guessed it— stereo equipment was 
stolen. With proper training, this “instinct” can be developed in  security surveillance 
centers and can aid in the well-being of the guest, company, and assets.

A glossary of terms and definitions is located at the back of the book and 
Chapter 9 contains test questions and answers. This metric measurement will enable 
you to determine if the material and contents of this book have been absorbed and 
retained, or if there are areas that need additional review. This component will assist 
leaders of security surveillance centers to ascertain if their operators have the nec-
essary knowledge needed to be effective and efficient in the operation of a security 
surveillance center.

The following is a brief synopsis of each chapter:

Chapter 1: Building Stages and the Critical Role of Security Surveillance Centers
This chapter explores the steps involved in building a security surveillance cen-
ter. The steps are reviewed and discussed, including planning, design, requests for 
proposals, vendor selection, lessons learned, equipment, alarms, key control, and 
heightened alert procedures.

Also, the role of today’s operator in the modern security surveillance center is 
similar to that of a conductor of an orchestra. Security surveillance center personnel 
are the maestro of the operation of the security surveillance team as it relates to the 
tempo of which personnel are dispatched to incidents.
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Chapter 2: Overview of the Control Room and Console Design
The proper design of the security surveillance center console room is discussed and 
examined. This area is one of the most critical components of any security surveil-
lance center program. The security surveillance center’s location, layout, and con-
sole design are some of the most important factors in determining the overall success 
and operation of the security surveillance center.

Chapter 3: Security Surveillance Center Processes
Security surveillance center processes and best practices are examined, and how 
they are designed to provide maximum protection, identification, and detection of 
any activity or crisis that could impact the property are explained. Implementation of 
these processes and best practices will enable the security surveillance center to pro-
vide a safe, secure environment and produce usable video to determine the sequence 
of events of an incident and the visual facts as they relate to a situation.

Chapter 4: Security Surveillance Center Procedures
Various methods of developing and implementing security surveillance procedures 
will be reviewed. Strict adherence to policy and procedures is the foundation on 
which a successful security surveillance center relies upon to be effective and effi-
cient. Procedures are living documents and should be reviewed and updated every 
6 to 12 months. When revisions are made, it is important to put in the date of revision 
on the procedure and to keep the old copy of the procedure that was revised. This is 
useful for legal and performance issues to determine what procedure was in effect 
at the time that an incident occurred. The life, safety, and security of an organiza-
tion and the internal and external guests depend on the knowledge that is exhibited 
by security surveillance center personnel. It is important that security surveillance 
center personnel demonstrate that the information contained in the standard operat-
ing procedures has been absorbed and retained. One way to measure this is how 
the performance of security surveillance center personnel meshes with the standard 
operating procedures.

Chapter 5: Fire Command
An intricate part of a security surveillance center is the fire command center (FCC). 
The importance of the location, processes, procedures, and protocol are examined 
and reviewed.

Chapter 6: Legal Perspectives, Ethics, and the Fourth Amendment
Professionals generally exhibit behavior that is focused, accountable, confident, com-
petent, goal oriented, respectful, and has a sense of urgency. Security surveillance 
center professionals do not react emotionally when handling stressful  situations. 
Critical situations are handled in a serious, effective, and efficient manner. Some of 
the major elements of professionalism are a code of ethics, philosophy, knowledge, 
guidelines, and standardization of job performance. The code of ethics plays a key 
role in developing synergy and integrating the other key components that help estab-
lish professionalism in a security surveillance center.
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In the opinion of many scholars, when video surveillance of public areas is contin-
uous, it generally does not present significant legalities. Interpretations of the Fourth 
Amendment as it pertains to video surveillance appear to be in favor of the use of 
CCTV to protect the public. The belief is that continuous video surveillance does not 
intrude upon an individual's sphere of privacy; it simply records events occurring in 
public space for which individuals do not have reasonable expectations of privacy.

It is important that security surveillance personnel understand the significant dif-
ference between foreseeability and totality of the circumstances approaches and the 
role each plays in court decisions.

Chapter 7: Audits, Thefts, and Effective Patrol Methods
This chapter reviews various effective techniques and methods that should be uti-
lized in the detection of violations, theft, and embezzlement. One of the most valu-
able tools of security surveillance center personnel is the power of observation and 
the ability to piece that together with actions taken by those under observation to 
recognize when something JDLR.

Chapter 8: Training
The selection and training of the security surveillance center personnel are among 
the most important aspects of this area. Being a member of the security surveillance 
center should be a coveted position of which, in the proper environment, one should 
not merely apply for a job, but be invited to join the team. It is important to invest 
time and money into the training of security surveillance center personnel for many 
reasons, including the safety of guests, visitors, and employees. A well-selected and 
trained security surveillance center team will ultimately help to improve profit mar-
gins by identifying and detecting suspicious activity and those committing these acts.

Chapter 9: Test Questions
This chapter covers components discussed throughout the book. This is a metric 
measurement that can be used to determine if the reader has absorbed contents or if 
there are areas that need additional review.

Glossary
Terms and definitions related to security surveillance centers.

Forms
Various forms utilized by the security surveillance center are contained in this 
 section. These forms are a valuable resource and serve as an excellent guide for 
tracking operational functions and responsibilities, documenting information, aid-
ing in the efficient, organized, accurate, and professional operation of the security 
surveillance center.
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1 Building Stages and the 
Critical Role of Security 
Surveillance Centers

The following is a result of my many years dedicated to developing and  establishing 
security surveillance centers in various industries. Security surveillance centers are 
sometimes referred to as monitor rooms, dispatch centers, surveillance rooms, and so 
on. In areas that have historically kept security and surveillance separated, there 
appears to be a paradigm shift developing in the field driven by the economy, safety 
concerns, protection of others, and the synergistic effect that occurs when these two 
critical areas are combined.

When security and surveillance are combined to create a security surveillance 
center, it creates a more efficient and effective operation that functions as a cohesive 
team. This acts as a force multiplier for any operation by creating an instantaneous 
flow of information, the immediate response to situations, and the calibration of 
thinking on how security and surveillance concerns are addressed. For those com-
panies, businesses, and industries that do not operate in this manner, the hope is that 
after being exposed to the information in this book a eureka moment will occur, and 
the next logical evolution for those who have security and surveillance areas separate 
will be to combine them into one.

Expanding the role of the security surveillance professional is a positive approach 
in combating a tough economy and can help recession-proof and solidify the role 
of a security surveillance center in progressive-thinking organizations. Conversely, 
when this approach is not implemented and the leadership teams in organizations 
feel great pressure to improve the bottom line, a decision may be made to randomly 
reduce security and surveillance staffing levels. Being penny-wise and pound-foolish 
places the security, surveillance, and safety of all involved on the precipice of a very 
slippery slope. It is a gamble that does not have a long-term payoff and is indicative 
of an organization that may be taking desperate measures to survive. The negative 
impacts of litigation and the courts awarding in favor of the plaintiff could take years 
to recover from or could be the final event that puts a company out of business.

Hopefully, this book will shed some light on areas that were unknown prior to 
the reading of this book or will help to clarify questions or concerns pertaining to 
establishing security surveillance centers. In crafting this book, it was my desire 
that readers will be able to increase their knowledge in areas that were unfamiliar 
and use this book as a reference guide for training and establishing a new security 
surveillance center standard in the industry.

Throughout my career, I have been involved in the design, installation, and 
operation of security surveillance centers at various venues across the country. 
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There are several ways in which a security surveillance center comes into existence: 
construction of a new property or project, addition to or expansion of an existing 
security surveillance center, or the building of one from scratch. In some instances, 
the leadership in organizations or projects needed to be convinced of the benefits and 
the need of a security surveillance center prior to granting approval for the project.

In these cases to increase the chances of having the security surveillance center 
project approved, the following should be outlined, explained, and discussed with 
leadership: return on investment (ROI), deterrents, displacement, system design, 
installation, and operation. In properties where security and surveillance operate 
separately, they can be combined to streamline cost, increase productivity, and 
enhance communications. Combining security and surveillance departments into 
one department saves money and combines areas of responsibility with the ben-
efits of reducing manpower and reducing budgets, while increasing performance and 
operating in an effective and efficient manner.

The ROI of the implementation of a security surveillance center should be 
clearly explained to leadership. The ROI is used to explain the benefit and profit to 
a  facility—it answers the question: “what are they getting for their money?” This 
explanation should include the approximate number of additional investigative cases, 
policy violations, or safety issues that will be discovered by the use of the implemen-
tation or expansion of a security surveillance center. For example, advise leadership 
of approximately how many employee theft cases you anticipate generating by add-
ing a security surveillance center operator. If the number of theft cases generated 
is forecasted to recover money, property, or restitution equal to or greater than the 
salary for the added position, then it will have a good chance of being approved. 
However, be careful not to exaggerate or embellish the anticipated results, because 
you may be held accountable for your forecast in the upcoming budget year.

The deterrent effect that a proactive security surveillance center will have on 
employees and wrongdoers should be explained to leadership. In order for a deterrent 
to be effective, it must be swift, certain, and severe. If one of these components is 
missing, the deterrent effect will not have as great of an impact. In the operation of a 
proactive security surveillance center, theft or policy violations will be observed and 
recorded and the violator will be detected, interviewed, and issued appropriate disci-
plinary action by the department of human resources. When employees and wrong-
doers become aware that when offenses or violations occur they will be addressed in 
a swift, certain, and severe manner, it will deter them from committing these acts.

The displacement effect that a proactive security surveillance center will have 
for a facility should be explained to leadership. With the addition or expansion of a 
security surveillance center, including overt cameras, signage indicating that closed-
circuit television (CCTV) is in use displayed on the perimeter, parking lots, stores, 
and so on, wrongdoers will be passively advised not to commit undesirable acts 
on the premises. Instead those with criminal intent will not take a chance of com-
mitting crime that may be captured on CCTV at the facility. They will relocate, or 
displace, their criminal behavior to another location away from the premises and 
facility. The goal of the implementation of a security surveillance center in terms of 
the displacement effect is not to prevent criminal activity, although it would be nice 
if we could, but to not have criminal activity occur on our property or facility.
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In order to justify the installation or improvements of a security surveillance 
 center to the leaders of an organization, the following items must be reviewed and 
taken into consideration so that a realistic budget can be developed.

• Design: The drawings, blueprints, type of system, and components are 
determined in this phase. This would include monitors, servers, comput-
ers, intrusion detection devices, sensors, detectors, card readers, cameras, 
conduits, wiring, and consultants.

• Installation: This is one of the most expensive items of the project. This 
includes permits and the costs and installation of various sensors, contacts, 
and access control devices to the security surveillance center system. Once 
the system is installed, there will be ongoing operational costs associated 
with the operation of the system.

• Operation: The operation of the system includes staffing, training, policy, 
and procedures.

• Information technology–related expenses: These costs include anti-
virus technology, system patches, backup and archiving, and database 
management.

• Maintenance: These expenses include upgrades to the software, emergency 
repairs, keeping the domes on the cameras clean, and keeping the system 
in good working order.

• Replacement: Prior to the purchase of the system for the security surveil-
lance center, the life cycle of the system should be determined and the 
approximate replacement cost should be calculated. Usually, the best way 
to present this information is to assign a cost and anticipate the life range 
for each item.

The system design, installation, and operation should be reviewed with the lead-
ership team so that they can make an informed decision regarding the security sur-
veillance center. This would include the addition or upgrading of sensors, detectors, 
contacts, access control, equipment, and staffing. The cost and need of various types 
and placement of sensors, detectors, and card readers, including fire, heat, smoke, 
water flow, motion, and passive infrared sensor detection devices should be exam-
ined and discussed. The recommendation is that all sensors, detectors, and devices 
should report to the security surveillance center.

One of the more costly areas of implementing or upgrading a security surveil-
lance center is the installation of the system. The areas covered under the cost of 
the installation include the servers, computers, monitors, and control panel. Since 
security surveillance centers are computer based, the IT department has a significant 
role in the installation, operation, and ongoing growth and protection of the security 
surveillance center systems. It is important that property leadership understands the 
role and importance of the IT department when it comes to the proper operation of 
the technical aspects of a security surveillance center and does not attempt to have 
security surveillance center operators be responsible for this critical area. Sometimes 
this occurs when property leadership does not fully understand the complexity 
of this area, and in an effort to keep expenses down to meet budgetary demands, 
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has non-IT personnel oversee this highly volatile area who do not have the proper 
skill set or knowledge. This is the job and responsibility of the leader of the security 
surveillance center to effectively communicate the importance and complexity of 
this area to the decision-makers of the leadership team of the property and make a 
persuading argument to have skilled, trained, and responsible IT personnel oversee 
this critical area.

Regardless of the size of the security surveillance center, the following gen-
eral guidelines should be implemented to ensure the successful completion and 
maintenance of the project. Planning of the requirements and objectives of the 
security surveillance center is one of the first steps that should be undertaken. For 
example, layers of protection should be installed to safeguard the operators and 
equipment of the security surveillance center. The many layers available should 
be discussed with leadership. Sabotage, protection from intruders, and intentional 
harm caused by internal employees are some of the topics that should be discussed 
with leadership regarding the securing and protection of the security surveillance 
center.

Leadership should be made aware that although no one particular process or 
method is ever 100% effective in the protection of any asset, the best approach is to 
implement layers of protection that become increasingly difficult to defeat in close 
proximity to an asset. In the circumstance of the protection of the security surveil-
lance center, the methods and processes of protection should be reviewed and dis-
cussed with leadership and should include the following:

• Only authorized personnel should be permitted in the security surveillance 
center. Those who do not have a “need to know” should not be granted access.

• The security surveillance center should have signage on the entry door indi-
cating that only authorized personnel are permitted. There should also be 
signage indicating that food and drink are prohibited.

• The security surveillance center should have a combination of authentica-
tion methods at the entrance to the room such as a badge reader, biometric 
reader, internal door controls, pin code, and so forth.

• A discussion of the types and value of internal door controls to increase 
control of the entry and exit of the security surveillance center should be 
explained with leadership. For example, a mantrap will only allow the door 
leading into the security surveillance center to open after the outer door is 
closed. For additional security, the mantrap can be combined with other 
devices such as a card reader, biometrics, or a door release controlled by 
personnel located within the security surveillance center. This type of pro-
tective system can be very expensive and should only be implemented if 
deemed necessary by the leadership team.

• The security surveillance center should have redundant methods of com-
munication, including two-way radio, telephone, cell phone, and so on.

• No one should have access to the security surveillance center without being 
accompanied by security surveillance center personnel. At no time should a 
member of the cleaning crew, facilities, and so on, ever be left alone without 
an escort.


