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Preface

Digital watermarking and steganography are important topics because digital multi-
media is widely used and the Internet is rapidly growing. This book intends to pro-
vide a comprehensive overview of the different aspects, mechanisms, and techniques
of information security. It is written for students, researchers, and professionals who
take the related courses, want to improve their knowledge, and want to gain experi-
ence in digital watermarking and steganography.

Digital watermarking technology can be used to guarantee authenticity and as
proof that the content has not been altered since insertion. Steganographic messages
are often first encrypted by some traditional means, and then a covert text is modi-
fied in some way to contain the encrypted message. The need for information secu-
rity exists everywhere, everyday.

This book aims to provide students, researchers, and professionals with tech-
nical information regarding digital watermarking and steganography, as well as
instruct them on the fundamental theoretical framework for developing the extensive
advanced techniques. By comprehensively considering the essential principles of the
digital watermarking and steganographic systems, one can not only obtain novel
ideas about implementing advanced algorithms but also discover new problems. The
principles of digital watermarking and steganography in this book are illustrated
with plentiful graphs and examples in order to simplify the problems, so readers can
easily understand even complicated theories.

Several robust algorithms are presented in this book to illustrate the framework
and to provide assistance and tools for understanding and implementing the fun-
damental principles. The combined spatial and frequency domain watermarking
technique provides a new method of enlarging the embedding capacity of water-
marks. The genetic algorithm (GA)-based watermarking technique solves the round-
ing error problem and is an efficient approach to embedding. The adjusted-purpose
watermarking technique simplifies the selection of different types, and can be inte-
grated into other watermarking techniques. The robust high-capacity watermarking
technique successfully enlarges the hiding capacity while maintaining the water-
mark’s robustness. GA-based steganography provides a new way of developing a
robust steganographic system by artificially counterfeiting statistical features instead
of using the traditional strategy of avoiding the alteration of statistical features.

OVERVIEW OF THE BOOK

In Chapter 1, digital watermarking and digital steganography are briefly introduced.
Then, the difference between watermarking and steganography is addressed. Next, a
brief history along with updates on recently published resources is provided. The rest
of the book is broken into two parts: Chapters 2 through 10 cover digital watermark-
ing, and Chapters 11 and 12 cover digital steganography.

In Chapter 2, digital watermarking techniques are categorized, based on their char-
acteristics, into five pairs: blind versus nonblind, perceptible versus imperceptible,

XV



Xvi Preface

private versus public, robust versus fragile, and spatial domain versus frequency
domain. Digital watermarking techniques are classified, based on their applications,
into five types: copyright protection, data authentication, fingerprinting, copy con-
trol, and device control. In Chapter 3, the basic mathematical preliminaries are intro-
duced, including least-significant-bit substitution, the discrete Fourier transform, the
discrete cosine transform, the discrete wavelet transform, random sequence genera-
tion, chaotic maps, error correction code, and set partitioning in hierarchical trees. In
Chapter 4, the fundamentals of digital watermarking are introduced. The subject is
divided into four classes: spatial domain, frequency domain, fragile, and robust. In
the spatial domain class, substitutive watermarking and additive watermarking are
introduced. In the frequency domain class, substitutive watermarking, multiplicative
watermarking, vector quantization watermarking, and the rounding error problem
are introduced. In the fragile watermark class, block-based watermarks, their weak-
nesses, and hierarchy-based watermarks are described. In the robust watermark class,
the redundant embedding approach and spread spectrum are discussed.

In Chapter 5, the issue of watermarking attacks is explored. The attacks are sum-
marized into four types: image-processing attacks, geometric attacks, cryptographic
attacks, and protocol attacks. Then, they are further divided into four classes: fil-
tering, remodulation, JPEG coding distortion, and JPEG 2000 compression. Next,
geometric attacks are divided into nine classes: image scaling, rotation, image clip-
ping, linear transformation, bending, warping, perspective projection, collage, and
templates. After that, the cryptographic and protocol attacks are explained, and the
available watermarking tools are provided. In the end, an efficient block-based frag-
ile watermarking system is presented for tamper localization and the recovery of
images. In Chapter 6, the technique of combinational digital watermarking is intro-
duced. The combination of the spatial and frequency domains is described, and its
advantages and experimental results are provided. The further encryption of com-
binational watermarks is explained. Chapter 7 shows how GAs can be applied to
digital watermarking. The concept and basic operations of GAs are introduced and
fitness functions are discussed. Then, GA-based rounding error correction water-
marking is introduced. Next, the application of GA-based algorithms to medical
image watermarking is presented. At the end of the chapter, the authentication of
JPEG images based on GAs is described.

In Chapter 8, the technique of adjusted-purpose digital watermarking is intro-
duced. Following an overview, the morphological approach to extracting pixel-based
features, strategies for adjusting the variable-sized transform window (VSTW), and
the quantity factor (QF) are presented. How VSTW is used to determine whether
the embedded strategy should be in the spatial or the frequency domain and how the
QF is used to choose fragile, semifragile, or robust watermarks are explained. An
optimal watermarking solution is presented that considers imperceptibility, capac-
ity, and robustness by using particle swarm optimization. Chapter 9 introduces a
technique for robust high-capacity digital watermarking. After the weaknesses of
current robust watermarking are pointed out, the concept of robust watermarking is
introduced. Following this, the processes of enlarging the significant coefficients and
breaking the local spatial similarity are explained. Next, new concepts are presented
concerning block-based chaotic maps and the determination of embedding locations.
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The design of intersection-based pixel collection, reference registers, and contain-
ers is described. A robust high-capacity watermarking algorithm and its embed-
ding and extracting procedures are introduced. Experimental results are provided to
explore capacity enlargement, robust experiments, and performance comparisons.
At the end of the chapter, the technique of high-capacity multiple-regions-of-interest
watermarking for medical images is presented. Chapter 10 introduces a novel fragile
watermark-based reversible image authentication scheme. The chaotic hash value of
each image block is computed as the watermark, which ensures that there is com-
plicated nonlinear and sensitive dependence within the image’s gray features, the
secret key, and the watermark. Reversible watermark embedding allows the original
image to be recovered exactly after the authentication message has been extracted.
An improved reversible data-hiding algorithm using multiple scanning techniques
and histogram modification is presented.

Chapters 11 and 12 cover the topic of digital steganography. In Chapter 11, three
types of steganography are introduced: technical, linguistic, and digital. Some
applications of steganography are illustrated, including convert communication and
one-time pad communication. Concerns about embedding security and impercepti-
bility are explained. Four examples of steganography software are given: S-Tools,
StegoDos, EzStego, and JSteg-Jpeg. Next, the concept of steganalysis, which intends
to attack steganography, is discussed. The statistical properties of images, the visual
steganalytic system (VSS), and the IQM-based steganalytic system are described.
Three learning strategies—support vector machines, neural networks, and principle
component analysis—are reviewed. At the end of the chapter, the frequency domain
steganalytic system (FDSS) is presented. In Chapter 12, steganography based on GAs
and differential evolution (DE) is introduced, which can break steganalytic systems.
The emphasis is shifted from traditionally avoiding the alteration of statistical fea-
tures to artificially counterfeiting them. An overview of GA-based breaking method-
ology is first presented. Then, GA-based breaking algorithms in the spatial domain
steganalytic system (SDSS) are described. How one can generate stego-images in
the VSS and in the IQM-based steganalytic system are explained. Next, the strategy
of GA-based breaking algorithms in the FDSS is provided. Experimental results
show that this algorithm can not only pass the detection of steganalytic systems but
also increase the capacity of the embedded message and enhance the peak signal-
to-noise ratio of stego-images. At the end of the chapter, we present the techniques
of DE-based steganography. DE is a relative latecomer, but its popularity has been
catching up. It is fast in numerical optimization and is more likely to find the true
optimum.

FEATURES OF THE BOOK

¢ New state-of-the-art techniques for digital watermarking and steganography
¢ Numerous practical examples

* A more intuitive development and a clear tutorial on the complex technology
* An updated bibliography
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e The inclusion of steganalytic techniques and their counterexamples
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Introduction

Digital information and data are transmitted more often over the Internet now than
ever before. The availability and efficiency of global computer networks for the com-
munication of digital information and data have accelerated the popularity of digital
media. Digital images, video, and audio have been revolutionized in the way they
can be captured, stored, transmitted, and manipulated. This gives rise to a wide
range of applications in education, entertainment, the media, industrial manufactur-
ing, medicine, and the military, among other fields [1].

Computers and networking facilities are becoming less expensive and more
widespread. Creative approaches to storing, accessing, and distributing data have
generated many benefits for digital multimedia, mainly due to properties such as
distortion-free transmission, compact storage, and easy editing. Unfortunately, free-
access digital multimedia communication also provides virtually unprecedented
opportunities to pirate copyrighted material. Therefore, the idea of using a digital
watermark to detect and trace copyright violations has stimulated significant inter-
est among engineers, scientists, lawyers, artists, and publishers, to name a few. As
a result, research into the robustness of watermark embedding with respect to com-
pression, image-processing operations, and cryptographic attacks has become very
active in recent years, and the developed techniques have grown and been improved
a great deal.

In this chapter, we introduce digital watermarking in Section 1.1 and digital steg-
anography in Section 1.2. The differences between watermarking and steganogra-
phy are given in Section 1.3. Finally, a brief history is described in Section 1.4.

1.1 DIGITAL WATERMARKING

Watermarking is not a new phenomenon. For nearly a thousand years, watermarks
on paper have been used to visibly indicate a particular publisher and to discourage
counterfeiting in currency. A watermark is a design impressed on a piece of paper
during production and used for copyright identification (as illustrated in Figure 1.1).
The design may be a pattern, a logo, or some other image. In the modern era, as
most data and information are stored and communicated in digital form, proving
authenticity plays an increasingly important role. As a result, digital watermarking
is a process whereby arbitrary information is encoded into an image in such a way as
to be imperceptible to observers.

Digital watermarking has been proposed as a suitable tool for identifying the
source, creator, owner, distributor, or authorized consumer of a document or an
image. It can also be used to detect a document or an image that has been illegally
distributed or modified. Another technology, encryption, is the process of obscuring
information to make it unreadable to observers without specific keys or knowledge.
This technology is sometimes referred to as data scrambling. Watermarking, when
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FIGURE 1.1 A paper watermark.

complemented by encryption, can serve a vast number of purposes including copy-
right protection, broadcast monitoring, and data authentication.

In the digital world, a watermark is a pattern of bits inserted into a digital medium
that can identify the creator or authorized users. Digital watermarks—unlike tradi-
tional printed, visible watermarks—are designed to be invisible to viewers. The bits
embedded into an image are scattered all around to avoid identification or modifi-
cation. Therefore, a digital watermark must be robust enough to survive detection,
compression, and other operations that might be applied to a document.

Figure 1.2 depicts a general digital watermarking system. A watermark message
W is embedded into a media message, which is defined as the host image H. The
resulting image is the watermarked image H*. In the embedding process, a secret
key K—that is, a random number generator—is sometimes involved to generate a
more secure watermark. The watermarked image H* is then transmitted along a
communication channel. The watermark can later be detected or extracted by the
recipient.

Imperceptibility, security, capacity, and robustness are among the many aspects
of watermark design. The watermarked image must look indistinguishable from the
original image; if a watermarking system distorts the host image to the point of being
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Original Watermarked Communication Watermarked
image (H) image (H*) channel image (H*)
‘Watermark (W) Watermark (W)
| Secret key (K)

FIGURE 1.2 A general digital watermarking system.

perceptible, it is of no use. An ideal watermarking system should embed a large
amount of information perfectly securely, but with no visible degradation to the host
image. The embedded watermark should be robust, with invariance to intentional
(e.g., noise) or unintentional (e.g., image enhancement, cropping, resizing, or com-
pression) attacks. Many researchers have focused on security and robustness, but
rarely on watermarking capacity [2,3]. The amount of data an algorithm can embed
in an image has implications for how the watermark can be applied. Indeed, both
security and robustness are important because the embedded watermark is expected
to be imperceptible and unremovable. Nevertheless, if a large watermark can be
embedded into a host image, the process could be useful for many other applications.

Another scheme is the use of keys to generate random sequences during the
embedding process. In this scheme, the cover image (i.e., the host image) is not
needed during the watermark detection process. It is also a goal that the watermark-
ing system utilizes an asymmetric key, as in public or private key cryptographic
systems. A public key is used for image verification and a private key is needed for
embedding security features. Knowledge of the public key neither helps compute the
private key nor allows the removal of the watermark.

For user-embedding purposes, watermarks can be categorized into three types:
robust, semifragile, and fragile. Robust watermarks are designed to withstand arbi-
trary, malicious attacks such as image scaling, bending, cropping, and lossy com-
pression [4-7]. They are usually used for copyright protection in order to declare
rightful ownership. Semifragile watermarks are designed for detecting any unau-
thorized modifications, while at the same time enabling some image-processing
operations [8]. In other words, selective authentication detects illegitimate distortion
while ignoring the applications of legitimate distortion. For the purpose of image
authentication, fragile watermarks [9—13] are adopted to detect any unauthorized
modification at all.

In general, we can embed watermarks in two types of domains: the spatial domain
or the frequency domain [14—17]. In the spatial domain we can replace the pixels in
the host image with the pixels in the watermark image [7,8]. Note that a sophisti-
cated computer program may easily detect the inserted watermark. In the frequency
domain, we can replace the coefficients of a transformed image with the pixels in the
watermarked image [19,20]. The frequency domain transformations most commonly
used are discrete cosine transform, discrete Fourier transform, and discrete wave-
let transform. This kind of embedded watermark is, in general, difficult to detect.
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However, its embedding capacity is usually low, since a large amount of data will
distort the host image significantly. The watermark must be smaller than the host
image; in general, the size of a watermark is one-sixteenth the size of the host image.

1.2 DIGITAL STEGANOGRAPHY

Digital steganography aims at hiding digital information in covert channels so that
one can conceal the information and prevent the detection of the hidden message.
Steganalysis is the art of discovering the existence of hidden information; as such,
steganalytic systems are used to detect whether an image contains a hidden mes-
sage. By analyzing the various features of stego-images (those containing hidden
messages) and cover images (those containing no hidden messages), a steganalytic
system is able to detect stego-images. Cryptography is the practice of scrambling a
message into an obscured form to prevent others from understanding it, while steg-
anography is the practice of obscuring the message so that it cannot be discovered.

Figure 1.3 depicts a classic steganographic model presented by Simmons [21].
In it, Alice and Bob are planning to escape from jail. All communications between
them are monitored by the warden Wendy, so they must hide the messages in other
innocuous-looking media (cover objects) in order to obtain each other’s stego-
objects. The stego-objects are then sent through public channels. Wendy is free
to inspect all messages between Alice and Bob in one of two ways: passively or
actively. The passive approach involves inspecting the message in order to determine
whether it contains a hidden message and then to take proper action. The active
approach involves always altering Alice’s and Bob’s messages even if Wendy may
not perceive any traces of hidden meaning. Examples of the active method would
be image-processing operations such as lossy compression, quality-factor alteration,
format conversion, palette modification, and low-pass filtering.

For digital steganographic systems, the fundamental requirement is that the
stego-image be perceptually indistinguishable to the degree that it does not raise
suspicion. In other words, the hidden information introduces only slight modifica-
tions to the cover object. Most passive wardens detect the stego-images by analyzing
their statistical features. In general, steganalytic systems can be categorized into two
classes: spatial domain steganalytic systems (SDSSs) and frequency domain stegana-
lytic systems (FDSSs). SDSSs [22,23] are adopted for checking lossless compressed
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FIGURE 1.3 A classic steganographic model.
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images by analyzing the statistical features of the spatial domain. For lossy com-
pressed images, such as JPEG files, FDSSs are used to analyze the statistical fea-
tures of the frequency domain [24,25]. Westfeld and Pfitzmann have presented two
SDSSs based on visual and chi-square attacks [23]. A visual attack uses human eyes
to inspect stego-images by checking their lower bit planes, while a chi-square attack
can automatically detect the specific characteristics generated by the least-signifi-
cant-bit steganographic technique.

1.3 DIFFERENCES BETWEEN WATERMARKING
AND STEGANOGRAPHY

Watermarking is closely related to steganography; however, there are some dif-
ferences between the two. Watermarking mainly deals with image authentication,
whereas steganography deals with hiding data. Embedded watermarking messages
usually pertain to host image information such as copyright, so they are bound with
the cover image. Watermarking is often used whenever the cover image is available
to users who are aware of the existence of the hidden information and may intend
to remove it. Hidden messages in steganography are usually not related to the host
image. They are designed to make extremely important information imperceptible
to any interceptors.

In watermarking, the embedded information is related to an attribute of the carrier
and conveys additional information about or the properties of the carrier. The pri-
mary object of the communication channel is the carrier itself. In steganography, the
embedded message usually has nothing to do with the carrier, which is simply used
as a mechanism to pass the message. The object of the communication channel is the
hidden message. As with the application of watermarking, a balance between image
perceptual quality and robustness is maintained. Constraints in maintaining image
quality tend to reduce the capacity of information embedded. As the application
of steganography is different, dealing with covert message transfer, the embedded
capacity is often viewed with as much importance as robustness and image quality.

1.4 A BRIEF HISTORY

The term watermarking is derived from the history of traditional papermaking. Wet
fiber is pressed to expel the water, and the enhanced contrast between the water-
marked and nonwatermarked areas of the paper forms a particular pattern and
becomes visible.

Watermarking originated in the paper industry in the late Middle Ages—roughly,
the thirteenth century. The earliest known usage appears to record the paper brand
and the mill that produced it so that authenticity could be clearly recognized. Later,
watermarking was used to certify the composition of paper. Nowadays, many coun-
tries watermark their paper, currencies, and postage stamps to make counterfeiting
more difficult.

The digitization of our world has supplemented traditional watermarking with
digital forms. While paper watermarks were originally used to differentiate between
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different manufacturers, today’s digital watermarks have more widespread uses.
Stemming from the legal need to protect the intellectual property of the creator from
unauthorized usage, digital watermarking technology attempts to reinforce copy-
right by embedding a digital message that can identify the creator or the intended
recipients. When encryption is broken, watermarking is essentially the technology to
protect unencrypted multimedia content.

In 1989, Komatsu and Tominaga proposed digital watermarking to detect ille-
gal copies [26]. They encoded a secret label into a copy using slight modifica-
tions to redundant information. When the label matches that of the registered
owner, the provider can ensure that the document holder is the same person. As
a method, digital watermarking has a long history, but it was only after 1990
that it gained large international interest. Today, a great number of conferences
and workshops on this topic are held, and there are a large number of scientific
journals on watermarking in publication. This renewed scientific interest in digi-
tal watermarking has quickly grabbed the attention of industry. Its widely used
applications include copyright protection, labeling, monitoring, tamper proofing,
and conditional access.

Watermarking or information embedding is a particular embodiment of stegan-
ography. The term steganography is derived from the Greek words for “covered or
hidden” and “writing.” It is intended to hide the information in a medium in such a
manner that no one except the anticipated recipient knows the existence of the infor-
mation. This is in contrast to cryptography, which focuses on making information
unreadable to any unauthorized persons.

The history of steganography can be traced back to ancient Greece, where the
hidden-message procedure included tattooing a shaved messenger’s head, waiting
for his hair to grow back, and then sending him out to deliver the message person-
ally; the recipient would then shave the messenger’s head once again in order to read
the message. Another procedure included etching messages onto wooden tablets
and covering them with wax. Various types of steganography and cryptography also
thrived in ancient India, and in ancient China, military generals and diplomats hid
secret messages on thin sheets of silk or paper. One famous story on the successful
revolt of the Han Chinese against the Mongolians during the Yuan dynasty dem-
onstrates a steganographic technique. During the Yuan dynasty (AD 1280-1368),
China was ruled by the Mongolians. On the occasion of the Mid-Autumn Festival,
the Han people made mooncakes (as cover objects) with a message detailing an
attack plan inside (as hidden information). The mooncakes were distributed to
members to inform them of the planned revolt, which successfully overthrew the
Mongolian regime.
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