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Foreword

Each of us makes risk calculations every day. Should I bring an umbrella in 
case it rains? Should I go to the gym? What type of car should I buy? What 
type of health or life insurance do I need? Similarly, cities across the coun-
try look at the risks and needs of their communities and weigh decisions 
regarding choices between hiring and cutting police officers, firefighters, and 
teachers. And at the national level, we must also prioritize what we protect by 
choosing which threats or hazards to focus our investments on, and to what 
degree. Today, as risk is pervasive in all that we do, so too are risk calcula-
tions central to how we live. 

What is less common, and less established—but perhaps more important 
than ever in the context of fiscal constraints and limited resources—is how 
to best identify and prioritize the risks that we face, and in turn, make smart 
investments based on these priorities. In their book Critical Infrastructure 
System Security and Resiliency, Betty E. Biringer, Eric D. Vugrin, and Drake 
E. Warren have set a course for policy-makers and practitioners to answer 
these important questions. Moreover, they have helped to lay out a struc-
ture and approach for performing and utilizing risk assessments in a manner 
that extends beyond the theoretical and puts tools squarely in the hands of 
decision-makers and security experts for use today. 

Risk assessments underlie homeland security, which is fundamentally 
about risk management. Since the founding of the Department of Homeland 
Security, experts have endeavored to better identify and distinguish higher 
from lower risks—a process known as risk segmentation. No family, town, or 
nation could afford to eliminate all risk, even if it were feasible to do so. Risk 
assessments enable risk segmentation, and thus in turn, help us focus our 
limited resources on our highest security concerns. We know, for example, 
the vast majority of cargo coming to the United States presents little to no 
risk. The question is where and how should we deploy security programs to 
maximize our ability to deter and detect maleficent activity, while also allow-
ing legitimate trade to move rapidly through the system? The answer lies in 
our ability to segment cargo into high- and low-risk categories, and then scan 
or inspect all the high-risk cargo before it departs to the United States. 

Pre✓, a relatively new pre-screening program run by the Transportation 
Security Administration (TSA), uses risk assessments on passengers who vol-
untarily participate to expedite low-risk travelers through security checkpoints 
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at U.S. airports. Because of the ability to segment the traveling public into 
lower and higher risk categories under this program, TSA security officers 
can now focus their attention and screening principally on the higher risk 
travelers, speeding travel for passengers, while enhancing overall security. 

As important as these advances have been, however, such unilateral 
actions are not sufficient to deal with homeland security threats and vul-
nerabilities that transcend our borders. International collaboration is essen-
tial to deal with issues such as transnational organized crime, international 
terror ism, cyber security, and supply-chain security. And while such collabo-
ration has dramatically increased in recent years, common solutions for risk 
mitigation are hard to identify when there is no universal agreement on what 
it means to be at risk. In facilitating development of a thus-far elusive com-
mon risk framework and approach to risk mitigation, this book comes at a 
critical time.

Beyond providing a useful general reference on risk assessments, it also 
highlights the essential, and often overlooked, role of risk calculations in the 
protection of critical infrastructure (CI)—those systems and assets, whether 
physical or virtual, such as the nation’s electrical grid, banking network, 
energy distribution pipelines, communications network, transportation 
hubs and corridors, and emergency response systems, that modern econo-
mies have become increasingly dependent on to sustain our daily lives.

The incapacity or loss of critical infrastructures can have a significant 
and debilitating impact on national security, economic stability, and public 
health and safety. Yet despite its importance, we tend to take critical infra-
structure for granted until something or someone disrupts it. Whether 
through terrorist acts such as the Yemen cargo bomb plot in October 2010 or 
natural disasters like the ash clouds from volcano Eyjafjallajökull’s 2010 
eruption, the tsunami that hit Tohoku, Japan in 2011, or Hurricane Sandy 
on the East Coast of the United States in 2012, we see the impact that disrup-
tions can have on our daily lives and national economies.

Today, we are on the verge of the next leap forward in homeland secu-
rity. Protecting critical infrastructure, a goal that the federal government 
has listed as a priority for the last two decades, has historically focused on 
point protection—protection of a physical asset at a specific location. As we 
assess risks to critical infrastructure, we can no longer emphasize physical 
protection of particular assets. We need also to acknowledge the reliance we 
have on information systems and the increasing interdependencies among 
the digital and physical worlds. Consequently, we must look to strengthen 
the security and resilience of these infrastructures as a system in order to truly 
safeguard our nation against threats. 

The pages that follow represent a significant contribution to the sci-
ence of critical infrastructure protection and resilience.  The authors bring 
decades of experience drawn from our national requirement for a failsafe and 
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secure nuclear weapons arsenal. Their systems analysis approach provides 
a high-level, practical analytical framework that public and private sector 
owners and operators of critical infrastructure can use to better understand 
and evaluate infrastructure security strategies and policies. It represents a 
vital contribution to improving the safety, security, and resilience of our 
nation’s infrastructure and to strengthening the broader homeland secu-
rity enterprise.

David Heyman
Assistant Secretary for Policy

U.S. Department of Homeland Security
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