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Preface
The Web is becoming the largest data repository in the world and presents a key driving 
force for a large spectrum of information technology (IT). To develop effective and intel-
ligent web applications and services, it is critical to discover useful knowledge through 
analyzing large amounts of content, hidden content structures, or usage patterns of web 
data resources. To achieve such a goal, a variety of techniques in diverse research areas 
need to be integrated, including natural language processing, information extraction, 
information retrieval, information filtering, knowledge representation, knowledge man-
agement, machine learning, databases, data mining, web mining, text mining, agent, 
human–computer interaction, and the semantic web. These integrated techniques should 
address the key challanges from the heterogeneous and dynamic nature of web contents 
and usage patterns.

Within the past ten years, the Web research community has brought to maturity a 
comprehensive set of foundational technology components, both at the conceptual level 
and in the form of prototypes and software.

Intended readers
This book describes the basics as well as the latest trends in the area of an integrated 
approach instead of an edited volume of papers/chapters. The book provides a detailed 
review of issues for web researchers. With extensive use of examples and more than 100 
illustrations, as well as bibliographical notes, end-of-chapter exercises, and glossaries, to 
clarify complex material and demonstrate practical applications, this book can serve as a 
senior undergraduate-level book. It can also serve as a good reference for researchers and 
practitioners who deal with the various problems involving semantics, intelligent tech-
niques for web ontologies, and the semantic web.

Understanding web-related concepts, studying the underlying standards and techni-
cal components, and putting all of this together into concrete terms require a substantial 
amount of effort. This book provides comprehensive and easy-to-follow coverage on both 
the “what-is” and “how-to” aspects of web-related technologies.

In particular, this book is written keeping the following readers in mind:

•	 Software engineers and developers who are interested in learning the intelligent and 
semantic web technology in general

•	 Web application developers who are interested in studying the intelligent web tech-
nologies and in constructing web applications

•	 Researchers who are interested in the research and development of intelligent and 
semantic technologies
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•	 Undergraduate and graduate students in computer science departments, whose main 
area of focus is the intelligent and semantic web

•	 Practitioners in related engineering fields

The prerequisites needed to understand the concepts in this book include the following:

•	 Working knowledge of a programming language
•	 Basic understanding of the Web, including its main technical components such as 

URL, HTML, and XML

Salient features
This book has the following salient features:

•	 Makes all fundamental as well as in-depth material available at one place in an inte-
grated manner

•	 Provides a more concrete organization than an edited volume
•	 Incorporates new topics on artificial intelligence (AI), thus making the book more 

effective and helpful in solving problems
•	 Integrates illustrations and examples to support pedagogical exposition
•	 Equips the reader with the necessary information in order to obtain hands-on experi-

ence of the topics of discussion
•	 Facilitates experimentation of the content discussed in the book by making available 

fundamental tools, research directions, practice questions, and additional reading 
material

•	 Integrates all material, yet allows each chapter to be used or studied independently
•	 Supplies further tools and information at the associated website for instructors and 

students

Outline of the chapters
The book is organized into four parts. Part I provides an introduction to the Web, machine 
learning, new AI techniques, and web intelligence.

Chapter 1 describes introductory concepts such as a brief history of the Web and the 
Internet. It also discusses the latest trends on the Web such as blogs, tweets, wikis, etc. 
Collaborative mapping, aggregation technologies, open platforms, tools, and application 
programming interfaces (APIs) are discussed in this chapter. The chapter also describes 
the organization of the content.

Chapter 2 reviews machine learning that has made its way from AI into web appli-
cations and technologies. It presents the capabilities of machine learning methods and 
provides ideas on how these methods could be useful for web intelligence. The chapter 
establishes fundamentals such as linear regression, estimation, generalization, supervised 
learning, unsupervised learning, reinforcement learning, hidden Markov models, and 
Bayesian networks.

Chapter 3 covers the new AI and knowledge-based system (KBS) and discusses the 
limitations of the typical symbolic AI and the need of bio-inspired AI for the Web. The 
most essential and widely employed material pertaining to neural networks, genetic 
algorithms, fuzzy systems, and rough sets are discussed in brief with their possible 
advantages.
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Chapter 4 explores the basic roles as well as practical impacts of artificial intelligence 
and advanced information technology for the next generation of web-based systems, ser-
vices, and environments. The chapter also presents the concept of wisdom web.

Part II is dedicated to information retrieval, mining, and extraction of content from 
the Web.

Web information retrieval is another important aspect linked to web intelligence. 
Web spiders, distributed spiders, focused spiders, search engine mechanisms, person-
alized search techniques, and natural language processing (NLP) in conjunction with 
effective retrieval are discussed in Chapter 5. This chapter also presents architectures of 
knowledge-based systems for information retrieval from the Web.

Web mining is the application of machine learning (especially data mining) tech-
niques to web-based data for the purpose of learning or extracting knowledge. Web min-
ing methodologies can generally be classified into one of three distinct categories: web 
usage mining, web structure mining, and web content mining. Chapter 6 discusses these 
methodologies along with suitable applications.

Chapter 7 introduces the concept of information extraction to facilitate structured 
data extraction. Information extraction (IE) is a technology enabling relevant content 
to be extracted from textual information available electronically. It plays a crucial 
role for researchers and professionals as well as for other end users who have to deal 
with vast amounts of information from the Internet. This chapter focuses on wrapper 
induction as well as semiautomatic and automatic wrapper generation along with a 
suitable case study.

Part III is dedicated to the semantic web and web knowledge management.
Chapter 8 establishes the semantic web as an immediate extension of the Web in 

which the meaning (semantics) of content and services on the Web is defined along with 
the content. Embedding of such semantics makes it possible for the Web to “understand” 
the content and satisfy the requests of people and machines to use the Web. The chapter 
discusses metadata, metadata standards, layered architecture of semantic web, and tools 
and ontology constructs such as resource description framework (RDF), web ontology lan-
guage (OWL), and extensible markup language (XML). Ontology spectrum, meta-ontology, 
editors, inference and annotation tools, etc., are also included. It also discusses web appli-
cations such as semantic search, social communities, and semantic web research issues.

The Web encompasses a large amount of content organized heterogeneously. For effec-
tive retrieval and better access of the content available on the Web, it is necessary to use 
suitable knowledge representation, knowledge use, and knowledge-sharing techniques. 
Chapter 9 discusses various knowledge management techniques for the Web. It also sug-
gests a generic architecture on the top of the semantic web for knowledge management.

Chapter 10 combines the concepts and the methods of two fields, namely, the 
semantic web and social networks, which, together, aid in the analysis of the social web 
and in the design of a new class of applications that combine human intelligence with 
machine processing. The chapter presents the application of semantic web technologies 
to the social web that forms a network of interlinked and semantically enabled content 
and knowledge. It also provides readers with an understanding of the key concepts and 
methods of both the fields and describes a simple real-world application incorporating 
social and semantic metadata.

Part IV discusses additional topics such as agent-based web, security issues, and 
human–computer interaction.

An agent is an entity that is autonomous, independent, and cooperative. It does 
intended work on behalf of the user. To carry out various web activities and support web 
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functionalities in a structured manner, one may take the help of agents. Chapter 11 dis-
cusses agent typology, intelligent agents, agents for the Web, web services, and case stud-
ies. Considering the technologies discussed within the aforementioned chapters, some 
agents can be designed to fit into the framework of a multi-agent web. One such possible 
framework of a multi-agent system is discussed in this chapter. The chapter also elaborates 
on applications suitable for the framework suggested.

Chapter 12 discusses issues related to web security. It reviews different AI and machine 
learning methods concerning security, privacy, and reliability issues of cyberspace. It also 
enables readers to discover the types of methods at their disposal, summarizes the state of 
the practice in this important area, and provides a classification of existing work. The top-
ics include security management and governance, network security and authentication, 
intrusion detection, trust management, access control, and privacy.

The expectations from the Web are ever increasing, and the Web will also evolve accord-
ingly. However, the facilities offered by such a giant organization would be made more 
effective with better interface. Chapter 13 focuses on human–web interactions. It defines 
web interaction and identifies interaction applications. Topics such as interactive informa-
tion search/retrieval, interactive query expansion, personalization, user profiling, visual-
ization, user interfaces, usability, web adaptation, and interactive authoring/annotation for 
the semantic web are discussed in this chapter along with other similar applications.

Use as a book
The book can be covered in a total of approximately 40–45 lecture hours (plus 20–30 hours 
dedicated to exercises and hands-on practice).

Parts I and II can be covered as a complete course in about 30 taught hours. Such a 
course requires a significant amount of additional practical activity, normally consisting of 
several exercises from each chapter and a project involving the design and implementation 
of a web application.

Parts III and IV can be covered in a second course. They can alternatively be integrated 
in part within an extended first course. In advanced, project-centered courses, the study 
of current technology can be accompanied by a project dedicated to the development of 
technological components. The advanced course can be associated with further readings 
or with a research-oriented seminar series.
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chapter one

Introduction to World Wide Web

1.1  Brief history of the Web and the Internet
The World Wide Web, abbreviated as WWW and commonly known as the Web, has been 
weaving a variety of solutions for different problems and meeting information require-
ments of a global audience. It is a system of interlinked hypertext documents in multi-
media accessed via Internet, which is defined as network of networks. The dream was 
conceived by Tim Berners-Lee, who is now director of the World Wide Web Consortium 
and extending the dream project further in a form of semantic web by adding semantics to 
the existing web. The Web is developed to be a pool of information to allow collaborators 
from remote sites to share their ideas and information.

During the year 1980, Tim Berners-Lee built ENQUIRE as a personal database of peo-
ple using hypertext and software utilities to access the database. The objective was to share 
data globally without common machines and presentation software. He implemented this 
system on a newly acquired NeXT workstation. After the invention of supporting hyper-
text transfer protocol (HTTP) and a web browser named World Wide Web, the first web 
server and page were created that described the project itself. It was further modified to 
be used on any machine rather than NeXT. On August 6, 1991, Berners-Lee posted a short 
summary of the World Wide Web project on the alt.hypertext newsgroup. This date also 
marked the debut of the Web as a publicly available service on the Internet. According to 
the summary, the World Wide Web (WWW) project aimed to allow all links to be made to 
any information anywhere. He invited high-energy physicists and other experts to share 
data, news, and documentation. Inspired from the message, university-based scientific 
departments and physics laboratories adopted the concept developed such as Fermilab 
(Fermi National Accelerator Laboratory for high-energy physics, Batavia, IL) and SLAC 
(Stanford Linear Accelerator Center, Stanford University, Menlo Park, CA).

There was still no graphical browser available for computers besides the NeXT. This 
gap was filled in 1992 with the release of Erwise (an application developed at Helsinki 
University of Technology, Finland) and ViolaWWW (created by Pei-Yuan Wei, which 
included advanced features such as embedded graphics, scripting, and animation). This 
gave rise to the development of different web browsers. Some prominent early browsers 
are Mosaic (now Netscape Navigator) and Cello. Immediately after that, in 1994, the World 
Wide Web Consortium was founded at Massachusetts Institute of Technology (MIT) 
with the support of Defense Advance Research Project Agency (DARPA) and European 
Commission. Berners-Lee made the Web available freely, with no patent and no royalties 
due. By the end of 1994, the total number of websites has increased, however, the increase 
is minute (in comparison with) the present standards of 15 million index pages approxi-
mately. However, by 1996, the usage of the Web was no longer optional. Earlier, people had 
identified the possibilities of free publishing and instant worldwide information, but, at 
present, the Web has opened up the possibility of direct web-based commerce and instan-
taneous group communications worldwide. The innovation of protocols, standards, and 
utilities like search engine and e-mail made the Web ubiquitous and fall within the reach 
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of a common man. New ideas such as blogs and social networking are also welcomed in 
recent times. Some typical application areas of the Web include e-commerce, decision sup-
port in various businesses, e-learning, social networking, training, information repository 
services, manufacturing, and research and development. Figure 1.1 represents ubiquitous 
application of the Web. Some of the recent innovations are discussed in the next section.

1.2  Blogs
A blog, derived from the term web log (or weblog), is a type of website that is usually 
maintained by an individual to share details regarding personal views, events, or multi-
media materials such as graphics or videos. The term weblog was coined by Jorn Barger on 
December 17, 1997, to describe the list of links on his Robot Wisdom website that “logged” 
his Internet wanderings. The short form “blog” was coined by Peter Merholz, who jok-
ingly broke the word weblog into the phrase we blog in the sidebar of his blog Peterme.com 
in April–May, 1999. Blog entries are commonly displayed in reverse-chronological order, 
from most recent entries to the oldest. Blog can also be used as a verb, meaning to maintain 
or add content to a blog. Many blogs are interactive and allow visitors to leave comments 
and messages. Such instructiveness makes the blog different from other static websites. 
Further, a typical website encompasses plenty of web pages, each may have some subpages 
under a home page following a well-organized approach. A blog is normally a single page 
of entries by a single author in the most personalized way. There may be archives of older 
entries optionally to manage the large stuff in a well-organized way. A blog is normally 
public and accessible to anyone without any formality such as registration. However, to 
post a personal comment that may require to be processed (replied) further, there is a need 
of user information such as an e-mail ID. Figure 1.2 represents a typical blog.

Early blogs were simply manually updated components of common websites. However, 
the evolution of tools to facilitate the production and maintenance of blog is much easier 
and less technical. Blogs can be hosted by dedicated blog hosting services or on regular 
web-hosting services. Alternatively, a blog can be developed and maintained using blog 
software (also called as blogware) like Wordpress (which is a third-party software, see 
http://wordpress.org/) and Blogsmith (http://www.blogsmith.com/). The blog software 
supports the authoring, editing, and publishing of blog posts and comments, with special 
functions for image management, moderation of posts, and comments. All blog software 
support authoring, editing, and publishing of entries in the following format:

e-Commerce Entertainment

Social
networking

Research and
development

Learning and
training

Manufacturing 

……

Figure 1.1  Ubiquitous applications of the Web.
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•	 Title or headline of the post
•	 Body, main content of the post
•	 Reference or link to other article
•	 Date and time on which the blog is published
•	 Blog entries can optionally include comments and categories (or tags)

Generally blogs publish focused content on a particular topic such as home design, sports, 
mobile systems technology, etc. However, there may be some blogs that provide a variety 
of content and links to plenty of other locations. Most of the blogs have a few things in 
common. These include

•	 Heading and main content
•	 Archives
•	 Facility for the readers to comment and contact
•	 Some useful related links (blogrolls)
•	 Feeds like really simple syndication (RSS), resource description framework (RDF), 

or atoms
•	 Excerpts (summary) and plugins for readymade additional functionalities

A blog may have features like trackbacks and pingbacks in order to allow users to com-
ment on blog posts and link to the posts and comment on and recommend them fur-
ther. Track back is a way to provide notification between different websites. If a person 
finds the specific blog content interesting, he may send trackback ping to the Web author. 
Pingback offers the advanced facility of automatically notifying the author that the other 
person referred the author’s post. Pingbacks can be automated and do not send content, 
whereas trackbacks are manual and send an excerpt of the initiating post. The facility 
of trackback and pingback aim to provide some control on comments on blog content 
and hence help in extending authority to blog commenting. Some tools offer a feature of 

Figure 1.2  Example of a blog.
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comment moderation to monitor and control the comments on the different article posts. 
Here authors (blog publishers) are given rights to manage the comment spam, delete harsh 
comments, and approve cool comments. Finally, it must be remembered that blogs require 
continuous, regular, and meaningful update.

1.3  Tweets
A tweet is a small message, post, or status update on some network. The size of a tweet is 
comparatively smaller than the typical e-mail. The “tweet” originally means a sound of 
a bird or whistle, which sweetly says something. Tweet is also considered as a real-time 
microblogging service. The term tweet became popular by a social networking website 
called Twitter (Twitter Inc., San Francisco, CA) created in 2006 by Jack Dorsey who is an 
American software architect and businessman. This site offers facility to send and receive 
tweets up to 140 characters. That is why it is sometimes described as the short message 
service (SMS) of the Internet. Generally, tweets are displayed on the user’s home page 
or profile page of the website and are visible by default free of cost. However, it may be 
restricted to the user’s friends list. Other users may choose to read and subscribe (opt) 
for some specific users tweets. These subscribers are known as followers. The process of 
subscribing a user’s tweet is known as “following.” Alternatively, such tweets can be fol-
lowed on compatible external applications such as smart phones or by SMS available. It is 
reported that Twitter currently has more than 175 million users. The original project code 
name for the Twitter service was twttr, inspired by Flickr and the five-character length 
of American SMS short codes. Flickr is an image-hosting and video-hosting website for 
online community created by Ludicorp and later acquired by Yahoo! It is a popular web-
site to share and embed personal photographs and images. The basic advantage of using 
the facility to tweet a message or an item is that one can “post once” and the service will 
redistribute the item to multiple followers.

Twitter’s Application Programming Interface (API) is based on the representational 
state transfer (REST) architecture. REST is a collection of network design principles and 
guidelines that define resources and ways to address and access data. With the REST 
architecture, the Twitter works with most web syndication formats that help in gathering 
information from one source and sends it out to various destinations. Twitter is compat-
ible with two of them—RSS and atom syndication format (atom). Both formats retrieve 
data from one resource and send it to another. A web page administrator can embed 
RSS/atom code into the code of his or her site. Visitors can subscribe to the syndication 
service—called feed—and receive an update every time the administrator updates the 
web page. Twitter uses this feature to allow members to post messages to a network of 
other Twitter members. In effect, Twitter members subscribe to other members’ feeds. By 
allowing third-party developers partial access to its API, Twitter allows them to create 
programs that incorporate Twitter’s services.

Current third-party applications include the following applications:

•	 Twitterlicious and Twitterific, two applications that allow users to access Twitter 
through desktop applications on PCs and MACs, respectively

•	 OutTwit, a Windows application that allows users to access Twitter through the 
Outlook e-mail program

•	 Tweet Scan, which allows users to search public Twitter posts in real time
•	 Twessenger, which integrates with the Windows Live Messenger 8.1 instant messenger 

program
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•	 Twittervision, which integrates a Twitter feed into Google Maps
•	 Flotzam, which integrates Twitter with Facebook, Flickr, and blogs
•	 iTunes to Twitter, an application that broadcasts the title of the song currently playing 

in the user’s iTunes to his or her network
•	 TwitterBox, a Twitter application that works inside the virtual community of 

Second Life

The ability to send and receive multiple tweets without any limit and sophisticated inter-
face made twitter very popular in societies and industries. Tweeting is a tool for accessing 
opinions, decisions, and market information. Tweeting can be used as a very good com-
munication and business tool. It can be used in the field of education for classroom com-
munity and collaborative writing within and across schools and institutes.

1.4  Wikis
A Wiki is a collaborative web platform that allows multiple users from different locations 
to add information at a centralized place in an interactive fashion. The interface for interac-
tion is created in such a way that users do not require any training. The wiki concept was 
first introduced by Ward Cunningham as “the simplest online database that could possi-
bly work” in the year 1995. This is also considered as writable web or open editing concept. 
Wiki looks like a simple website with an edit facility/link. Readers of the page can modify 
it or add content directly through this link. Wikis can be used as a centralized repository 
for many applications and provides efficient document management. Wiki can be used as 
a website, as a knowledge base for FAQ system, and as an information sharing utility. As 
many authors contribute and evaluate information for a specific topic, wiki can enhance 
the quality and quantity of information. Table 1.1 shows some typical applications that can 
be benefited by wikis.

On request, wiki shares available information and allows editing of the information 
through any browser. It also invites users to create new pages and promotes a specified 
topic. Wiki can create links to new empty pages that do not yet exist to invite users to share 
their opinion. There are many different ways in which users can edit the wiki content. 
Figure 1.3 gives an idea how users can work with wiki.

The content of wiki is normally specified with a simplified markup language, some-
times known as “wiki text.” Some wikis allow dedicated content such as a repository of 
images or collections of audio. Common facilities that a wiki typically provides is cre-
ating new pages, editing content, navigation, and searching. Sometimes external search 
engine facility can be embedded within a wiki. Majority of wikis provide limited access 
to hypertext markup language (HTML) and cascade style sheet (CSS). This is the prime 
reason that generally wikis look simple. Many modern wikis are making “What You 
See Is What You Get” (WYSIWYG) editing available to users through scripts and controls 

Table 1.1  Applications Benefited by Wikis

Project management and up-to-date project status information
Tutorials and e-learning
Internal notice board and institutional news circulation
FAQ management
Online document management and information sharing
Managing groups and social interactions
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(like JavaScript or ActiveX controls). The scripts and controls translate the formatting 
instructions into appropriate wiki text. The translation is transparent and hidden from 
users to avoid complexity.

Most wikis maintain a log of changes made to wiki pages and maintain versions of 
the pages. The administrator or author may revert to the older version. With the help of 
such a revert facility, authors can revert to an older version of the page. Some wikis like 
MediaWiki insist contributors to provide separate edit summary when they edit a page. 
The edit summary is an important parameter that justifies the editing and helps in taking 
the decision whether the page is to be reverted back or not.

For implementation of such collaborative and sharable platform, wiki software is 
used. The wiki software is implemented on a server and can be executed on different web 
servers. The content is stored in file systems and changes are stored in a relational data-
base for version management. Some software that are helpful in creating wikis are given 
in Table 1.2.

Wiki can be developed and used as a standalone system. Such wikis are known as 
personal wikis. The example of such a personal wiki is the Wikidpad.

1.4.1  Improving wiki content reliability, quality, and security

In spite of its simplicity and advantages, wiki is not considered a reliable source of infor-
mation. As anybody can contribute in such a system, the content of the system is easily 
tampered. However, there are genuine contributors and editors, who catch such malicious 
tampering and correct the mistakes and destructive content for the benefit of others. Many 
times, users contribute the content that they thought correct and genuine, such as ideas, 
research information, and experiments. It is not advisable to change such information; 
however, in this situation, one or more versions showing suggestions and changes can 
be prepared and a link can be provided adjacent to this. This strategy is also applicable 
if contributor to wiki does not have rights to edit the content. To improve the reliabil-
ity, the content pages are ranked by administrator, readers, and contributors. There are 
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Figure 1.3  Working with wikis.
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sophisticated software programs that help in improving reliability, security, and quality of 
wiki content by checking and imposing constraints on content and contributors. Table 1.3 
suggests some ideas to improve trustworthiness and quality of wiki content.

Wikis that allow only registered users are known as closed wikis. In general, wiki 
allows anonymous editing by just recording IP address of the machine from which edit-
ing is done. In closed wikis, only registered users, whose information (like name and 
biography) is formally recorded, can edit the wiki content. With this strategy, wiki content 
is reliable and controllable; however, growth of content on wiki is slower. The popular 
Wikipedia is an open wiki that allows anonymous editing and records only IP addresses. 
The countermeasures shown in Table 1.3 help in preventing attacks from malicious con-
tributors, vandalism content, harmful code, and bugs. Besides these, an edit war may occur 

Table 1.2  List of Software for Wiki

ConcourseConnect is a freely available J2EE application with social networking, online community, 
business directory, and customer relationship management capabilities. This tool supports 
features like wiki, blog, document management, reviews, online advertising, and project 
management modules

DokuWiki is a simple-to-use Wiki to facilitate documentation management needs within a small 
institution. It uses plain text files and has a simple but powerful syntax, which ensures the data 
files remain readable outside the Wiki

MediaWiki is a popular free web-based wiki software application. It is developed by, and it runs, 
all the projects of the Wikimedia Foundation, including Wikipedia, Wiktionary, and Wikinews. It 
is written in the hypertext processor (PHP) programming language and uses a backend database

TiddlyWiki is a HTML/JavaScript-based wiki in which the entire site/wiki is contained in a single 
file. This tool does not require any server support

Wikidpad is a freeware (open source) personal-use wiki with native support of international 
characters (Unicode). This software is executable on a single machine. It helps in the implementation 
of features like storing thoughts, ideas, to-do lists, contacts, and other notes with wiki-like linking 
between pages

Windows SharePoint Server 2010 has built-in Wiki support. It is built on ASP.Net, C#, and 
Microsoft SQL Server

Wikia (formerly known as Wikicities) is a free web-hosting service for wikis

Table 1.3  Improving Reliability, Quality, and Security of Wiki Content

Improvement Countermeasures

Improving reliability 
of content

By correcting the content manually with the help of 
experts and administrators

By providing links to the edited version of the content
By accreditation of users as well as content

Improving quality By frequent editing, ranking, and filtering the content 
Improving security By allowing only registered users to edit the content

By imposing requirement of additional waiting period 
before allowing any edit

By dedicated software support (such as JavaScript) to 
automatically find vandalism, bugs, and harmful content

By preparing a list of malicious sites, if any, within the 
content pointing to any of the sites from the list


