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Preface

I was first exposed to what would become the Internet way back in 1969,
while I was still an undergraduate at Brandeis University working on
ARPANet, the forerunner to the present Internet, which operated at the
then blazing speed of 2,400 bps, ultimately increased to 50 Kbps (see
http://www.computerhistory.org/internet_history/). 1 have been privi-
leged to enjoy a front-row seat watching the technology speed up, evolve
and mature over the past 45 years.

Without hesitation, I make this bold statement: Cloud computing will
have a greater effect on our lives than the PC revolution and the dot-com
revolution combined.

This book details how to go beyond the theory and build “industrial-
strength” robust and highly scalable cloud computing applications for the
enterprise. We discuss

Whose platforms are available today
What tools facilitate development
How to fit the different pieces together

How much it costs

We look at actual case studies, and examine costs, technologies, and
problems that were overcome.

In this book, I'm assuming that I'm singing with the choir and that the
choir knows the tune, if not quite all the lyrics. It’s not my objective to con-
vince you to develop cloud-based applications. You're already convinced.
Another book in this series, Cloud Computing: Implementation, Manage-
ment, and Security (paperback) by ] W Rittinghouse, Hypersecurity LLC,
provides a somewhat more technical (e.g., nuts and bolts) understanding of
what cloud computing really means.)
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I aim to help you select the best tools, to follow the best practices, and to
avoid pitfalls so you can build effective and appropriate cloud applications.

Cloud Computing and Web 3.0 are disruptive technologies, and the
technology is changing, developing, and improving with breathtaking
speed. My blog eyeonthecloud.com keeps up with daily news and develop-
ments and is a useful supplement to this book.
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Executive Summary

Cloud Computing is a True Paradigm Shift

Cloud computing is a major paradigm shift. Most of us are already using
cloud computing in our daily lives for personal use, and now enterprises are
rapidly moving key applications to the clouds for agility (speed of imple-
mentation and speed of deployment), improved customer experience, scal-
ability, and cost control.

From Do It Yourself to Public Cloud—A Continuum

Cloud computing is a natural development to meet needs that have been
evident for more than forty years. Virtualization is the key technology that
enables cloud computing. Remote hosting has developed from simply rent-
ing infrastructure to providing and maintaining standardized virtual servers
that can be scaled up and down as demand fluctuates. Private (often on-
premise) clouds can provide increased utilization compared with deploying,
installing, and maintaining traditional farms of servers deployed on a task-
per-server basis. Public clouds offer increased efficiency, but are perceived as
being less secure. Newer hybrid solutions, such as IBM Cloudburst, Euca-
lyptus, and Windows AppFabric provide a consistent development experi-
ence for easy migration, redundancy, and scalability.

Cloud Computing: Is It Old Mainframe Bess in a New
Dress?

Cloud computing is very much in vogue. Many vendors are simply relabel-
ing their offerings to pretend they are cloud applications, but they are not
the real McCoy.

The vision of a computer utility goes back to the 1960s, to John Mar-
they, Fernando Corbatd, and Fred Guenberger. The rapid development of
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the personal computer pushed aside interest in its development, which in any
event required ubiquitous, high-speed Internet access to become a reality.

Many vendors offer managed platforms as a service. Universal stan-
dards are emerging, but there is not yet a universal standard as vendors fight
for competitive advantage.

Commercial software developers and well as enterprise developers are
building robust, multitenant software-as-a-service applications to run effi-
ciently on these platforms, and usage is anticipated to explode over the next
few years.

Moving Into and Around the Clouds and Efforts at
Standardization

Most enterprise I'T organizations have either implemented or are studying
cloud projects. The two most commonly expressed fears are:

= How do we keep our data safe?
»  How do we prevent being locked in to a single vendor?
»  How do we move legacy applications to the cloud?

Portability of data and applications is crucial. Several versions of Linux
have been optimized for the clouds. Linux, Apache, and the programming
languages C++, Python, and Java, as well as PHP, have been widely adopted
and are supported by many vendors. Leading tools like Eucalyptus and
RightScale have also been adopted by many vendors, enhance portability,
and prevent lock-in, as does the use of “wrappers” like Zend. VPN-Cubed
[Psec supports hybrid clouds across multiple vendors.

The Simple Cloud API project empowers developers to use one inter-
face to interact with a variety of cloud application services, enabling them to
more easily access new technologies from cloud vendors.

Tools like Abiquo and 3Tera’s AppLogic facilitate cloud management
across vendors, hypervisor independence, and the support of thousands of
virtual machines. Elastra’s CloudServer facilitates provisioning and enforce-
ment of policy rules.

Serious efforts are underway in the vendor community to promote
portability within the cloud as well as emerging standards for high-speed
interclouding and Open PaaS. The Distributed Management Task Force,
Inc., (DMTF) is working to develop universal cloud service portability
through the work of the Open Cloud Standards Incubator (OCSI).
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Cloud Economics and Capacity Management

The goal of capacity planning is to ensure that you always have sufficient
but not excessive resources to meet customers’ needs in a timely fashion In
this chapter, we look at the economics of cloud computing, and the tools of
capacity management needed to ensure adequate performance without
overpaying.

Queueing theory explains how overutilization of resources causes poor
response times and erratic performance. Key Volume Indicators (KVIs) are a
technique for relating computer metrics to units of forecastable work.

We discuss tools for evidence-based decision making, including mea-
suring workloads, forecasting changes, modeling the expected workloads on
different physical and virtual configurations to meet business needs at opti-
mal cost, and validating the models for accuracy and robustness.

We discuss questions to ask cloud vendors about elasticity (scalability),
and how to work through make versus buy decisions.

Demystifying the Cloud: A Case Study Using Amazon'’s
Cloud Services (AWS)

Amazon began providing Amazon Web Services in 2005, and the early adopt-
ers did their best to treat it as a black art, known only to the cognoscenti.

Amazon’s Web Services is the oldest and most mature of the public
cloud service providers. An easy way to get started with AWS is to use Glad-
inet to create a Z disk that appears local but connects to the cloud. S3Fox
Organizer is a free tool for moving static content from our own computers
to the cloud. A custom instance of a virtual server on EC2 can be easily cre-
ated and configured just the way we want it. Amazon’s CloudWatch is use-
ful for monitoring EC2 instances and Elastic Load Balancers in real time or
by using Auto Scaling to dynamically add or remove Amazon EC2instances
based on Amazon CloudWatch metrics. Nimsoft's Nimsoft Monitoring
Solution (NMS) for AWS is one tool for monitoring and controlling Ama-
zon-hosted cloud solutions.

Virtualization: Open Source and VMware

Virtualization is the main ingredient of cloud computing. While it’s an old
idea, it is modern and fast, and low-cost, mass-produced hardware has made
virtualization cost-effective. Many powerful hypervisors, including Xen,
KVM, and QEMU, are open source. VMware is the commercial leader, but
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is based on open source. Citrix is a form of virtual desktop, but today it
often rides on VMware. Amazon uses a modified version of Xen. Monitor-
ing is essential to managing the performance of virtual systems. Microsoft
has its own patented approach in Microsoft Azure. EMC’s VPLEX is an
important new technology for moving blocks of storage across the cloud.
Interesting partnerships have been announced among VMware, Google,
Salesforce.com, Eucalyptus, and Amazon that will help grow the entire
industry and prevent lock-in to a single vendor.

Securing the Cloud: Reliability, Availability, and
Security

Reliability, Availability, and Security (RAS) are the three greatest concerns
about migrating to the cloud. Reliability is often covered by a service level
agreement (SLA). Availability addresses not only whether sufficient
resources are available but also how long provisioning of new resources can
take and how quickly they can be deprovisioned as needs scale back down.
The main goal of Security is to limit access only to those approved, to let
those with approved see and/or modify only the data they are entitled to see
and no other data, and to ensure that no one can requisition resources
beyond their budget.

However, many commercial service providers have better tools and
facilities for ensuring RAS than do their clients. ISO 27001 and SAS 70 are
two recognized standards designed for independently ensuring that third
parties handling data have sufficient controls in place. These standards have
been adapted for cloud security. The Cloud Security Alliance has been
developing cloud-specific standards that will further improve on such stan-
dards. CloudAudit is developing an open, extensible, and secure interface
that allows cloud computing providers to expose Audit, Assertion, Assess-
ment, and Assurance (A6) information for cloud infrastructure (IaaS), plat-
form (Paa$), and application (SaaS) services to authorized clients.

Scale and Reuse: Standing on the Shoulders of Giants

There are two principle attributes of cloud computing: scalability and code
reuse. Service-Oriented Architecture (SOA) is a flexible set of design princi-
ples used during the phases of systems development and integration. SOA
separates functions into distinct units, or services, comprised of unassoci-
ated, loosely coupled units of functionality that have no calls to each other
embedded in them. Developers make them accessible over a network in



Executive Summary  xxix

order to allow users to combine and reuse them in the production of appli-
cations. SOA, Web 2.0, and SOA 2.0 promote code reuse in a cloud envi-
ronment. Calls to cloud-provided services, such as Google’s AJAX APIs, also
let you implement rich, dynamic Web sites entirely in JavaScript and

HTML.

Windows Azure

Microsoft Azure represents a major evolution both of operating systems and
of Microsoft’s overall strategy. While written entirely from the ground up, it
benefits from a long, mostly distinguished, and expensive pedigree. It seems
to be the first-to-market component of Midori, the descendant of Cairo,
Microsoft’s two-decades-ago planned, never released object-oriented distrib-
uted operating system. Midori’s strong emphasis on concurrency issues, a
willingness to break compatibility, and the idea of using a hypervisor “as a
kind of Meta-OS” fits Microsoft’s long-term strategy.

Azure is a great place to develop and host .Net applications, an ade-
quate place to build and host LAMP applications, and a very good place for
hosting applications developed in a mixed environment.

Google in the Cloud

Google is believed to manage one of the two or three largest server farms in
the world. Recently, it has begun making its infrastructure available to oth-
ers for a fee. Its widely used offerings, in addition to search, include Google
Apps for Business, Google Maps, Google Finance, and Google Voice. More
recently, it has introduced Google App Engine, and in its own unique way,
it is now a general cloud services provider.

Google is aiming to be an enterprise cloud vendor. Its approach to
development in the cloud may be summarized as:

Stand on our tall shoulders (Use Google’s extensive code base)
Develop your applications in Java, PHP, or Python

Use the GQL datastore as an alternative to SQL

Let Google worry about resource allocation, load balancing, and

scalability

GWT, Google App Engine and Google Apps Script offer clear evidence
of Google’s big push to bring enterprise development to the cloud. Google
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App Engine should prove to be a worthy competitor to Amazon Web Ser-
vices, one of App Engine’s major competitors for hosting environments.

Enterprise Cloud Vendors

Traditional enterprise vendors all have cloud strategies.

IBM was a very early proponent of both virtualization and cloud com-
puting. IBM Smart Business cloud solutions support clouds built behind
the enterprise firewall, or the IBM cloud. IBM’s public cloud offering is still
new, while its private cloud offerings are, for the cloud, very mature.

IBM has partnered with Red Hat, SOASTA, RightScale, and others.
HP has partnered with Microsoft; Oracle bought Sun outright and partners
with Amazon AWS.

Hewlett Packard is primarily selling cloud solutions to the enterprise,
and the enterprise is typically hosting the solutions in private clouds. Its
Saa$ offerings are still specialized and limited. HP’s BSM 9.0. addresses
hybrid delivery models and management of the “consumerization of IT,”
i.e., people who use non-company-owned devices on a company network.
HP, Intel, and cloud software maker Enomaly have partnered to offer a full
end-to-end Iaa$ platform for cloud service providers. HP and Microsoft are
investing $250 million to significantly simplify cloud technology environ-
ments for businesses of all sizes.

Oracle has reclassified its clusters as private clouds while slowly moving
into the “enterprise private cloud.” Oracle customers can now use their
existing Oracle licenses or acquire new licenses to deploy Oracle software on
Amazon’s EC2. Oracle has also announced its intention to license others as
well. The newly introduced Oracle Secure Backup Cloud module makes it
possible to move database backups to the Amazon Simple Storage Service
(83) for offsite storage. Its VeriScale architecture (part of Oracle’s acquisition
of Sun) optimizes load balancing by implementing the networking logic
locally in the service instance’s containers and treating the networking logic
as part of the application.

CA Technologies (formerly Computer Associates) acquired 3Tera. Its
AppLogic offers an innovative solution for building cloud services and
deploying complex enterprise-class applications to public and private clouds
using an intuitive graphical user interface (GUI). CA has extended its part-
nership with NetApp, integrating CA’s virtualization, automation, and ser-
vice assurance offerings with NetApp’s storage management solutions. In
addition, CA is planning SaaS offerings for most of its IT management
solutions. It also partners with a Carnegie Mellon and a host of resellers.
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Unisys places strong emphasis on security; this has carried over to its
cloud offerings. Unisys Stealth security solution, an innovative, patent-
pending data protection technology initially designed for government appli-
cations, is now available to commercial clients. Unisys has also partnered
with VMware on the software side and with its parent, EMC, on the hard-
ware side, among others.

Cloud Service Providers

Large cloud service providers include Rackspace, GoGrid, and Joyent (a
newer entry), as well as robust cloud offerings from AT&T. EngineYard is a
specialized provider of cloud services for Ruby on Rails developers. Other
interesting SaaS vendors include NetSuite, Intuit, and Intacct, as well as cross-

platform vendors like 3Tera, Appistry, Elastra, RightScale, BMS, and Nasuni.

Practice Fusion Case Study

Practice Fusion has demonstrated that cloud computing enables it to offer
sophisticated applications to a wide audience at extremely low cost, while
respecting HIPAA privacy and security mandates. Physicians are armed with
good and complete data at the point of care; this is a significant paradigm
shift from traditional paper-centric processes. A cloud-based environment
prepares providers by focusing on the condition rather than by asking
repeated questions around past medical history of the patient because they
couldn’t find it in a traditional paper chart or noninteroperable environment.

Support and Reference Materials

Charts and tables review the basic definitions of cloud computing, its char-
acteristics, delivery models, and deployment models. Commonly cited ben-
efits are listed, and the main concerns articulated. Pathways are identified
for mitigating the risks. We also specifically articulate security concerns and
pathways for mitigating security risks. Questionnaires are provided to ask
internally and to vendors regarding:

When to migrate to the cloud

How to avoid lock-in

What security is available

What migrating to the cloud will cost






Chapter 1

Cloud Computing is a True Paradigm Shift

Figure 1.1 Cumulus clouds; photograph taken at Swifts Creek, in the Great Alps
of East Gippsland, Victoria, Australia. Image by Fir0002/Flagstaffotos.
Licensed under Gnu Free Documentation License (GFDL).

Chapter Overview

In this introductory chapter, we look at what cloud computing really is, why
it’s generating such excitement, and who are the major players. We make the
point that most of us are already using cloud computing in our daily lives
for personal use and show how enterprises are moving key applications to
the clouds for improved customer experience, scalability, and cost control.

1.1 Introduction

A cloud, of course, is a visible mass of droplets or frozen crystals floating in
the atmosphere above the surface of the Earth or another planetary body. A
cloud is also a visible mass attracted by gravity. Lately, cloud computing has
been exerting a strong gravitational pull all of its own—one that has been
attracting a mass of money.

The big players in cloud computing are Google, Amazon, and, of late,
Microsoft and IBM. Maybe Oracle/Sun, maybe HP will join them. Rack-
space, GoGrid, and AT&T want in too.



