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Preface

Internet Protocol Version 6 (IPv6) is a technology now being deployed in vari-
ous parts of the world that will allow truly explicit end-to-end device addressabil-
ity. As the number of intelligent systems that need direct access expands to the
multiple billions (e.g., including cell phones, PDAs, appliances, sensors/actuators/
Smart Dust, and even body-worn bio-metric devices), IPv6 becomes an institu-
tional imperative in the final analysis. The expectation is that by 2010 and beyond
there will be increased use of IPv6. IPv6 is already gaining momentum globally,
with major interest and activity in Europe and Asia, and there also is some traction
in the United States. For example, in 2005 the U.S. Government Accountability
Office (GAO) recommended that all agencies become proactive in planning a
coherent transition to IPv6. Specifically, OMB Memorandum M-05-22 directed
that agencies must transition from IPv4 Agency infrastructures to IPv6 Agency
infrastructures (network backbones) by June 2008. Where specific agency task
orders required connectivity and compliance with IPv6 networks, service provid-
ers needed to ensure that services delivered support federal agencies as required to
comply with OMB IPv6 directives. All agency infrastructures had to be using IPv6
by June 30, 2008 (meaning that the network backbone was either operating a dual
stack network core or it was operating in a pure IPv6 mode, i.c., IPv6-compliant
and configured to carry operational IPv6 traffic) and agency networks must have
interface with this infrastructure. This goal was actually met, implying that broader
deployment is now likely.

Corporations and institutions need to start planning at this time how to kick
off the transition planning process and determining how best coexistence can be
maintained during the 3- to 6-year window that will likely be required to achieve
the global worldwide transition, and this book addresses the migration and macro-
level scalability requirements for this transition.

Security considerations continue to be critically important. With the increased
number of mission-critical commercial and military operations being supported via
distributed, mobile, always-connected, hybrid public—private networks, and with
the increased number of attackers or inimical agents, it is mandatory that high-
assurance security mechanisms be in place in all computing environments and in
various layered modes.
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xiv B Preface

Key questions are being asked about the security aspects and subtending appa-
ratuses of IPv6. While there is a reasonably extensive open literature on the topic,
there is currently no book that covers the topic in a systematic manner. This text
pulls together and organizes this pool of knowledge in a logically organized man-
ner. The basic material is based on or drawn from industry sources and RFCs. Some
of the pragmatic considerations are based on the authors’ own security experience.
This text is 7ot intended to be an exhaustive treatment of all topics related to IPv6
or IPv6 security, but a point of departure for a treatment of the topic. This text can
be used by corporate and government professionals, developers, security stakehold-
ers, and college instructors.

Even network/security administrators who operate in a pure IPv4 environment
need to be aware of IPv6-related security issues, because there could be a compromise
of security in these traditional networks if the administrators do not at least have a
rudimentary understanding of IPv6 security principles, as we discuss in the text.

Consistent with the goal of providing a systematic treatment, this book covers
the field in a terse and pragmatic manner. After an overview and introduction in
Chapter 1, Chapters 2 and 3 provide a primer on IPv6. Chapter 4 discusses gen-
eral security mechanisms and approaches. Chapter 5 discusses other IPv6 security
features. Chapter 6 covers the fundamental topic of IPsec and its use in IPv6 envi-
ronments. Chapter 7 looks at firewall use in IPv6 environments. Finally, Chapter
8 addresses security considerations for migration environments that may consist of
mixed IPv4-1Pv6 networks.
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Chapter 1

Introduction, Overview,
and Motivations

1.1 Introduction and Motivations

IP Version 6 (IPv6), defined in the mid-1990s in Request for Comments (RFC)
2460 “Internet Protocol, Version 6 (IPv6) Specification” and a host of other more
recent RFCs, is an “improved, streamlined, successor version” of IP version 4 (IPv4).*
Because of market pull from the Office of Management and Budget’s mandate that
24 major federal agencies in the U.S. Government (USG) be IPv6-ready by June 30,
2008, a goal that was met, and because of market pull from European and Asian
institutions, IPv6 is expected to see gradual deployment from this point forward
and in the coming decade. IPv6 is already gaining momentum globally, with major
interest and activity in Europe and Asia and also some traction in the U.S; the expec-
tation is that in the next few years a (slow) transition to this new protocol will occur
worldwide. An IP-based infrastructure has now become the ubiquitous underlying
architecture for commercial, institutional, and USG/Other (non-U.S.) Government
(OG) communications and services functions. IPv6 is expected to be the next step
in the industry evolution of the past 50 years from analog to digital to packet to
broadband.

IPv6 offers the potential of achieving increased scalability, reachability, end-
to-end interworking, Quality of Service (QoS), and commercial-grade robustness
for data communication, mobile connectivity, and for Voice Over IP (VoIP)/triple-
play networks. The current version of the Internet Protocol, IPv4, has been in use

* IPvG6 was originally defined in [RFC 1883], [RFC 1884], and [RFC 1885], December 1995.
[RFC 2460] obsoletes [RFC 1883].
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successfully for almost 30 years and exhibits some challenges in supporting emerg-
ing demands for address space cardinality, high-density mobility, multimedia, and
strong security. This is particularly true in developing domestic and defense depart-
ment applications utilizing peer-to-peer networking. IPv6 is an improved version
of IP that is designed to coexist with IPv4 while providing better internetworking
capabilities than IPv4.

When the current version of the Internet Protocol (IPv4) was conceived in
the mid-1970s and defined soon thereafter (1981), it provided just over 4 billion
addresses. That is not enough to provide each person on the planet with one address
without even considering the myriad of other devices and device modules needing
addressability (such as, but not limited to, over 3 billion cell phones.) Additionally,
74% of IPv4 addresses have been assigned to North American organizations. The
goal of developers is to be able to assign IP addresses to a new class of Internet-
capable devices: mobile phones, car navigation systems, home appliances, industrial
equipment, and other devices (such as sensors and Body-Area-Network medical
devices). All of these devices can then be linked together, constantly communicat-
ing, even wirelessly. Projections show that the current generation of the Internet
will “run out of space” in the near future (2010/2011) if IPv6 is not adopted around
the world. IPv6 is an essential technology for ambient intelligence and will be a key
driver for a multitude of new, innovative mobile/wireless applications and services
[DIR200801].

IPv6 was initially developed in the early 1990s because of the anticipated need
for more end system addresses based on anticipated Internet growth, encompass-
ing mobile phone deployment, smart home appliances, and billions of new users in
developing countries (e.g., in China and India). New technologies and applications
such as VoIP, “always-on access” (e.g., Digital Subscriber Line and cable), Ethernet-
to-the-home, converged networks, and evolving ubiquitous computing applications
will continue to drive this need even more in the next few years [IPV200501].

IPv6 features, in comparison with IPv4, include the following [RFC0791]:

B Expanded Addressing Capabilities. IPv6 increases the IP address size from
32 bits to 128 bits, to support more levels in the addressing hierarchy, a
much greater number of addressable nodes, and simpler autoconfiguration
of addresses. The scalability of multicast routing is improved by adding a
“scope” field to multicast addresses. A new type of address called an “anycast
address” is also defined to be used to send a packet to any one of a group of
nodes.

B Header Format Simplification. Some IPv4 header fields have been dropped
or made optional, to reduce the common-case processing cost of packet han-
dling and to limit the bandwidth cost of the IPv6 header.

B Authentication and Privacy Capabilities. In IPv6, security is built in as part
of the protocol suite: extensions to support authentication, data integrity
(encryption), and (optional) data confidentiality are specified for IPv6. The
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security features of IPv6 are described in the Security Architecture for the
Internet Protocol RFC 2401 [RFC2401], along with RFC 2402 [RFC2402]
and RFC 2406 [RFC2406]; Internet Protocol Security (IPsec), defined in
these RFCs, is required (mandatory). IPsec is a set of protocols and related
mechanisms that supports confidentiality and integrity. (IPsec was originally
developed as part of the IPv6 specification, but due to the need for security in
the IPv4 environment, it has also been adapted for IPv4.)

Flow Labeling Capability. A new feature is added to enable the labeling of
packets belonging to particular traffic “flows” for which the sender requests
special handling, such as non-default quality of service or “real-time” service.
Services such as VoIP and IP-based entertainment video delivery (known as
IPTV) is becoming broadly deployed, and flow labeling, especially in the
network core, can be very beneficial.

Improved Support for Extensions and Options. Changes in the way IP header
options are encoded allows for more efficient forwarding, less stringent limits
on the length of options, and greater flexibility for introducing new options
in the future.

Figure 1.1 depicts the positioning of IPv6 in the overall protocol stack of typical

end systems. End systems (such as PCs and servers), Network Elements (customer-
owned or carrier-owned) and (perhaps) applications need to be IPv6-aware to com-
municate in the IPv6 environment. IPv6 has been enabled on many computing
platforms. At this juncture, many operating systems come with IPv6 enabled by
default; IPv6-ready Operating Systems (OS) include but are not limited to: Mac OS
X, OpenBSD, NetBSD, FreeBSD, Linux, Windows Vista, Windows XP (Service
Pack 2), Windows 2003 Server, and Windows 2008 Server. Java began supporting
IPv6 with J2SE 1.4 (in 2002) on Solaris and Linux. Support for IPv6 on Windows
was added with J2SE 1.5. Other languages, such as C and C++ also support IPv6.

7. Application

4. Transport/End-to-End
3. Network/Routing
2. Data Link/Switching

1. Physical Framing/Electo-optical

0. Physical Medium

Figure 1.1 Typical communications stack.
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At this time, the number of applications with native IPv6 support is significant
given that most important networking applications provide native IPv6 support.
Hardware vendors including Apple Computer, Cisco Systems, HP, Hitachi, IBM,
Microsoft, Nortel Networks, and Sun Microsystems support IPv6. Figure 1.2
depicts an example of a vendor’s roadmap, to illustrate progress being made over
the years in IPv6 support. One should note that IPv6 was designed with security
in mind, but at the current time its implementation and deployment are (much)
less mature than is the case for IPv4. When IPv4 was developed in the early 1980s,
security was not a consideration; now a number of mechanisms have been added to
address security considerations to IP. When IPv6 was developed in the early-to-mid
1990s, security was a consideration; hence a number of mechanisms have been built
into the protocol from the get-go to furnish security capabilities to IP.*

Security considerations continue to be critically important in the networking
and computing space. With the increased number of mission-critical commercial
and military operations being supported via distributed, mobile, always-connected,

* Some purists will argue (perhaps as an exercise in semantics), that since IPsec is available also
to IPv4, that IPv6 and IPv4 have the same level of security. We take the approach in this text
that since the use of IPsec is mandated as required in IPv6 while it is optional in IPv4, that
at the practical, actual level, “IPv6 is more secure.” We know firsthand, for example, of credit
card companies with extranets reaching numerous foreign locations that are supposed to be
using encryption (IPsec) in their wide area IPv4 links when they do transborder transmis-
sion of sensitive personal credit card information, and in fact do not, on the excuse that their
WAN routers are out of “bandwidth points” (well, just get new routers that can support such
bandwidth points and protect sensitive personal credit card information). IPv6 mandates the
use of IPvG6, so if IPsec were used in this case, the encryption would be there by design or
default.

Purists would argue philosophical points forever, but we approach the matter pragmatically:
If State A mandated the use of helmets for motorcycle riders and State B does not, we believe
statistics would show that riders are “safer” in State A by actual number of injuries and
deaths; well, riders in State B always have the option of using helmets, but the question is
“what do the actual accidents stats show?” If State A mandated the use of seatbelts for car
riders and State B does not, we believe statistics would show that riders are “safer” in State A
by actual number of injuries and deaths; well, riders in State B always have the option of using
seatbelts, but the question is “what do the actual accidents stats show?” If State A mandated
the use hardhats in construction sites and State B does not, we believe statistics would show
that workers are “safer” in State A by actual number of injuries and deaths; well, workers
in State B always have the option of using hardhats, but the question is “what do the actual
accidents stats show?”

We believe that enough “ink on paper” has been spent here on this semantics issue and pro-
ceed by taking the position that, when everything else is equal, in a narrow abstract sense IPv6
is pragmatically more secure than IPv4. Naturally IPvG6 is vulnerable to a multitude of attacks,
infractions, compromises, and penetrations. That is precisely why these authors have written
this book: because there is a need to lay out a plan, an approach, a strategy, a policy, and a
set of tools to protect an IPv6-based infrastructure. The challenge is to make “everything else
equal,” equal firewall support, equal Intrusion Detection System (IDS) support, and so forth.
Readon ...
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HP IPvé Statement of Direction

= HP is rolling out IPv6 support in stages with the goal of ensuring @ smooth transition and deployment where IPvé-
updated applications can toke advantage of IPv6, without breaking existing applications
= HP supports IPv6 across many of its product lines:
—  HP has been shipping IPv6 on iis Business Critical Server since 2000
»  HP-UX (Gold IPvé ready logo (core and IPsec), OpenVMS (Sliver IPvé raady loga), NSK and Linux
—  ESS SW [HP SIM, Proliant essentials and Storage essentials)
= IPvé support for ESS SW is being invesfigated to meet OMB mandate
—  HP ProCurve high end switches support IPv6
~  HP OpenView MNetwork Node Manager can manage IPv&-IPv4 devices
1Pt support throughout the rest of BTQ portfalia (50+ praducts) is being investigated fo mest OMB mandate.

—  HP Enterprise Jetdirect printers suppert IPv6 (Gold IPv6 ready logo for both core and IPsec and the DoD IPvé Approved Product List), HP
Laserlet P2014n Printer and P3005n.

Mote: Any of HP Laserlet printers can be paired with our Jetdirect 635n cord as well.
~  HP OpenCall SIP and diameter support IPvé
= IPv6 support throughout the rest of OpenCall porifolio is being invesfigated to mest OMB mandate.
—  HP Handheld System Business Unit
sup%.;m IPvé: in Windows Mobils based devices. IPvé support for HP developed software/firmware is being investigated to mest OMB
mandaie.
—  HP Personal System Business Unit
*  Supports IPu6 with Windows 2003 and Windows Vista. IPvé support for PSG developed soffwars/firmware is being investigaled fo mest OMB

mandate.
— HP ISS and BladeSysiems
= Supports Pvé though the OS platforms
= IPvé support for hardware acosleration OEM hardwars and HP developed software, firmwore is being invesiigated fo meet OMB mandale.
~  HP Storage Division 45+ preducts) provides a customer statement of support committing support of IPvé per the US OMB mandate
= Evahnio uid finpcd by dane: Pyd priint setlbfmieit i s s lin s i progres

Figure 1.2 Illlustrative roadmap.

hybrid public-private networks, and with the increased number of attackers or
inimical agents, it is mandatory that high-assurance security mechanisms be in
place in all computing environments and in various layered models. Given the
avalanche of daily security threats being identified and directed at all sorts of
corporate I'T assets, ranging from PCs, midrange servers, mainframes, networks,
storage systems, telecommunications and VoIP systems, and cell phones, to list
just a few, the case for the effective proactive management of these I'T and net-
working security risks does not require much motivation these days. Issues of
concern include but are not limited to: interception, interruption, modification,
and fabrication of corporate/institutional information. In general, infractions may
entail inadvertent acts, deliberate nefarious acts, so-called Acts of God, technical
failure, and management malfeasance/failure. Many agencies in USG/Department
of Defense (DoD) are moving toward the introduction of next-generation systems
to support collaborative architectures, geospatial application, net-centric warfare,
mobility, and continuity of operations (COOP), as well as numerous other appli-
cations to better suit their mission; IPv6 security is critical to these stakeholders
[JUN200801]. Attackers have already developed IPv6 Denial of Service (DoS)
attacks and are exploiting weaknesses in IPv6/IPv4 tunneled networks. Tunneling
is a key technique for transitioning between an IPv4 and an IPv6 environment.
IPsec tunnels transit through normal firewalls or Network Address Translation
(NAT) devices. It follows that tunneled IPsec traffic may contain malware, and so,
new, appropriate security techniques are needed in IPv6 environments.
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This recent quote is very revealing, if not alarming:

Network administrators managing IPv4 networks often overlook or
ignore IPv6. They typically do not recognize its presence or its availabil-
ity, and they frequently lack the skills or expertise to manage it. So they
assume it is not present on their networks. Unfortunately, this assumption
is erroneous: IPv6 is available nearly anywhere IPv4 is available, because
of transitional mechanisms defined by IETF [Internet Engineering Task
Force]. Due to ignorance, lack of experience, and inertia, the security
and administrative personnel tasked with defending IPv4 networks have
not kept pace with the growth of IPv6. The underground community of
black hats knows IPv6, and has developed the expertise to take advan-
tage of it—especially given the relative lack of expertise on the part of the
average network administrator. This expertise reflects a similar regional
divide to the deployment of IPv6, with better IPv6 skills developing in
parts of the world that are less rich in IPv4 technology [WAR200401].

Only a handful of organizations have developed principle-based security archi-
tecture frameworks intended to define the necessary elements of security. Most
companies still take a fragmented, piecemeal view of security management, often
even in the case of large Fortune 1000 firms. What is needed is a comprehensive
framework for the uniform and organized treatment of all aspects of security facing
an organization. This can be accomplished through a well-thought-out Security
Architecture plan. An architecture is a blueprint for the optimal and target-confor-
mant placement of resources in the Information Technologies (IT) environment
for the ultimate support of the business function. A Security Architecture is an
architecture plan that describes (a) the security services that a system is required to
provide to meet the needs of its users, (b) the elements required to implement the
services, and, (c) the behaviors of the elements (including the performance goals)
to deal with the threat environment. Specifically, a Security Architecture includes
administrative security, telecom and network security, computer security, emana-
tions (radiation) security, personnel security, and physical security.

As part of an overall Security Architecture, organizations need security mecha-
nisms to guard against network infractions, or breaches into a network to then use
it as a vector to further compromise other IT assets. The industry has had about
20 years to develop layered approaches to network security in an IPv4 environment
(the first firewall was developed in 1988). Key questions are now being posed about
the security aspects and subtending apparatuses of IPv6. As the industry begins to
migrate to IPvO0, basic questions arise as to:

B What vulnerabilities do IPv6 networks have?
B What security mechanisms exist for IPv6?
B What differences exist between securing an IPv6 versus an IPv4 network?
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One challenge that institutions and USG agencies must face while transitioning to
IPv6 is the context of security. “Security” has been presented by proponents as a moti-
vating factor for transitioning to IPv6. In fact, security mechanisms and tools exist but
the IETF is still working on and refining IPv6 security for Internet Control Message
Protocol (ICMPv6), IPv6 firewalls, mobility, transition, and so on. In the final analysis,
security approaches and issues in IPv6 are similar to security approaches and issues in
IPv4. IPv6 faces many of the same risks associated with IPv4; in addition, IPv6 offers a
number of new capabilities that could potentially result in additional vulnerabilities and
threats to users. However, if properly implemented, IPv6 has the potential to provide a
foundation for creating a secure infrastructure for an agency’s enterprise as well as the
Internet as a whole [JUN200801]. Prima facia security strengths of IPv6 are based on
the requirement for IPv6 to implement IPsec [RFC2401], [RFC2402], [RFC2406],
although, to date IPsec implementations are more readily available commercially in
IPv4 routers and firewalls than in IPv6 devices. There are, however, some features of the
protocol that reduce some specific threats (for example, fragmentation). By itself IPv6
is not a panacea for IP-level/network-level security concerns; nonetheless, IPv6 planners
need to become aware of the issues, advantages, limitations, and the potential pitfalls.
Corporations and institutions need to start planning the migration process and how
coexistence of IPv4 and IPv6 networks can be maintained securely during the 2- to
5-year window that will likely be required to achieve the global worldwide transition.

Itiscritical thatnetworkand security engineersatlarge become IPv6-knowledgeable.
There are some anecdotal indications that organizations may not be able to achieve the
same security baseline for IPv6 networks as they are currently able to achieve for IPv4
networks [ICA200701]. Therefore, it is important that IPv6 planners begin to develop
a baseline understanding of this space and the issues, opportunities, and challenges.

A presentation delivered during an open session at the July 2007 Internet
Corporation for Assigned Names and Numbers (ICANN) Public Meeting in San
Juan, Puerto Rico, made note of the accelerated depletion rate of IPv4 addresses and
the growing difficulties the Regional Internet Registries (RIRs) are experiencing in
allocating contiguous address blocks of sufficient size to service providers. Furthermore,
the fragmentation in the IPv4 address space is taxing and stressing the global routing
fabric, and the near-term expectation is that the RIRs will impose more restrictive
IPv4 allocation policies and promote a rapid adoption of IPv6 addresses [ICA200701].
As of April 16, 2008, there were nominally 1,126 days before the IPv4 address space is
depleted (IPv4 address space is expected to run out by 2012*). See Figure 1.3.

While there is a reasonably extensive open literature in the topic of IPv6 secu-
rity, there is currently no book that covers the topic in a systematic manner. To
this end, this book covers the field in a terse and pragmatic manner. After an

* There has been talk about reclaiming unused IPv4 space, saying that it would be a huge under-
taking. A reclaiming of some portion of the IPv4 space will not help with the goal of providing
an addressable IP address to appliances, cell phones, sensors (such as Smart Dust), surveillance
cameras, Body Area Network devices, Unmanned Aerial Vehicle, and so forth.
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Figure 1.3 “...We have just three years until IPv4 addresses are depleted”.

overview and introduction in Chapter 1, Chapters 2 and 3 provide a primer on
IPv6. Chapter 4 discusses general network security mechanisms and approaches.
Chapter 5 covers the fundamental topic of IPsec and its use in IPv6 environments.
Chapter 6 discusses other IPv6 security features. Chapter 7 looks at firewall use in
IPv6 environments. Finally, Chapter 8 addresses security considerations for migra-
tion environments that may consist of mixed IPv4-IPv6 networks.

1.2 IPv6 Overview

While the basic function of the Internet Protocol is to move information across net-
works, IPv6 has more capabilities built into its foundation than IPv4. A key capabil-
ity is the significant increase in address space. For example, all devices could have a
public IP address, so that they can be uniquely tracked.* Today inventory manage-
ment of dispersed assets in a very large distributed organization such as the UAG
DoD cannot be achieved with IPv4 mechanisms; during the inventory cycle some-
one has to manually verify the location of each desktop computer. With IPv6 one

* Note that this has some potential negative security issues as attackers could be able to own a
machine and then exactly know how to go back to that same machine again. Therefore, reliable
security mechanisms need to be understood and put in place in IPv6 environments.
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can use the network to verify that such equipment is there; even non-IT equipment
in the field can also be tracked by having an IP address permanently assigned. IPv6
also has extensive automatic configuration (autoconfiguration) mechanisms and
reduces the I'T burden by making configuration essentially plug-and-play (autocon-
figuration implies that a Dynamic Host Configuration Protocol (DHCP) server is
not needed or does not have to be configured). (Because IPv4 manual configuration
is already a challenge in itself, one can understand that manually manipulating IPv6
addresses that are four times longer can be much more problematic). Corporations
and government agencies will be able to achieve a number of improvements with
IPv6. IPv6 can improve a firm’s intranet, with benefits such as, but not limited to:

Expanded addressing capabilities

Serverless autoconfiguration (what some call plug-n-play) and reconfigu-
ration

Streamlined header format and flow identification

End-to-end security, with built-in, strong IP-layer encryption and authentica-
tion (embedded security support with mandatory IPsec implementation)

In IPv6, creating a VPN is easier and more standard than in IPv4, because
of the (Authentication Header (AH) and Encapsulating Security Protocol
(ESP)) Extension headers. The performance penalty is lower for the VPN
implemented in IPv6 compared to those built in IPv4 [LIO199801]
Enhanced support for multicast and QoS (more refined support for Flow
Control and QoS for the near real-time delivery of data)

More efficient and robust mobility mechanisms (enhanced support for Mobile
IP and Mobile Computing Devices)

Extensibility: improved support for feature options/extensions

IPv6 makes it easy for nodes to have multiple IPv6 addresses on the same net-
work interface. This can create the opportunity for users to establish overlay or
Communities of Interest (COI) networks on top of other physical IPv6 net-
works. Department, groups, or other users and resources can belong to one or
more COls, where each can have its own specific security policy [JUN200801]
Merging two IPv4 networks with overlapping addresses (say, if two organiza-
tions merge) is complex; it will be much easier to merge networks with IPv6
IPv6 network architectures can easily adapt to an end-to-end security model
where the end hosts have the responsibility of providing the security services
necessary to protect any data traffic between them; this results in greater
flexibility for creating policy-based trust domains that are based on varying
parameters including node address and application [KAE200601]

IPv6 basic capabilities include the following:

Addressing
Anycast
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B Flow labels

m [CMPv6
B Neighbor Discovery

Table 1.1 shows the core protocols that compose IPv6.

IP was designed in the 1970s for the purpose of connecting computers that were
in separate geographic locations. Computers in a campus were connected by means
of local networks, but these local networks were separated into essentially stand-
alone islands. “Internet,” as a name to designate the protocol and more recently
the worldwide information network, simply means “inter network,” that is, a con-
nection between multiple networks. In the beginning, the protocol initially had
only military use in mind, but computers from universities and enterprises were
quickly added. The Internet as a worldwide information network is the result of the
practical application of the Internet Protocol, that is, the interconnection of a large
set of information networks [IPV200501]. Starting in the early 1990s, developers
realized that the communication needs of the 21st century required a protocol with

Table 1.1 Key IPv6 Protocols

Protocol Description
Internet Protocol version 6 (IPv6): IPv6 is a connectionless datagram
RFC 2460 protocol used for routing packets
between hosts.
Internet Control Message Protocol A mechanism that enables hosts and
for IPv6 (ICMPv6): RFC 2463 routers that use IPv6 communication
to report errors and send status
messages.
Multicast Listener Discovery (MLD): A mechanism that enables one to
RFC 2710, RFC 3590, RFC 3810 manage subnet multicast

membership for IPv6. MLD uses a
series of three ICMPv6 messages.
MLD replaces the Internet Group
Management Protocol (IGMP) v3
that is employed for 1Pv4.

Neighbor Discovery (ND): RFC 2461 A mechanism that is used to manage
node-to-node communication on a
link. ND uses a series of five ICMPv6
messages. ND replaces Address
Resolution Protocol (ARP), ICMPv4
Router Discovery, and the ICMPv4
Redirect message.

ND is implemented using the
Neighbor Discovery Protocol (NDP).
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some new features and capabilities, while at the same time retaining the useful
features of the existing protocol.

While link-level communication does not generally require a node identifier
(address) since the device is intrinsically identified with the link-level address, com-
munication over a group of links (a network) does require unique node identifiers
(addresses). The IP address is an identifier that is applied to each device connected
to an IP network. In this setup, different elements taking part in the network (serv-
ers, routers, desktop computers, etc.) communicate among each other using their
IP address as an entity identifier. In version 4 of the Internet Protocol, addresses
consist of four octets. For ease of human conversation, IP addresses are represented
as separated by periods, for example, 166.74.110.83, where the decimal numbers
are a shorthand for (and correspond to) the binary code described by the byte in
question (an 8-bit number takes a value in the 0-255 range). Since the IPv4 address
has 32 bits, there are nominally 2% different IP addresses (approximately 4 billion
nodes if all combinations are used). (The Domain Name System (DNS) also helped
the human conversation in the context of IPv4; DNS is going to be even more criti-
cal in IPv6 and will have substantial impact on security administrators that use IP
addresses to define security policies (e.g., firewalls)).

IPv4 has proven, by means of its long life, to be a flexible and powerful net-
working mechanism. However, IPv4 is starting to exhibit limitations, not only
with respect to the need for an increase of the IP address space, driven, for example,
by new populations of users in countries such as China and India, and by new
technologies with “always connected devices” (DSL [Digital Subscription Lines],
cable, networked PDAs, 2.5G/3G mobile telephones, etc.), but also in reference to
a potential global rollout of VoIP. IPv6 creates a new IP address format, so that the
number of IP addresses will not exhaust for several decades or longer even though
an entire new crop of devices are expected to connect to the Internet.

IPv6 also adds improvements in areas such as routing and network autoconfig-
uration. Specifically, new devices that connect to the Internet will be plug-and-play
devices. With IPv6, one is not required to configure dynamic non-published local
IP addresses, the gateway address, the subnetwork mask, or any other parameters.
The equipment, when plugged into the network, automatically obtains all requisite
configuration data [IPV200501].

The advantages of IPv6 can be summarized as follows:

B Scalability: IPv6 has 128-bit addresses versus 32-bit IPv4 addresses. With
IPv4, the theoretical number of available IP addresses is 2%2 ~10'°. IPv6
offers a 2!?® space. Hence, the number of available unique node addressees
is 2128 -10%.

B Security: IPv6 includes security features in its specifications such as payload
encryption and authentication of the source of the communication.

B Real-time applications: To provide better support for real-time trafhic (e.g.,
VoIP), IPv6 includes “labeled flows” in its specifications. By means of this
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mechanism, routers can recognize the end-to-end flow to which transmitted
packets belong. This is similar to the service offered by MultiProtocol Label
Switching (MPLS), but it is intrinsic with the IP mechanism rather than an
add-on. Also, it preceded this MPLS feature by a number of years.

B Plug-and-play: IPv6 includes a plug-and-play mechanism that facilitates
the connection of equipment to the network. The requisite configuration is
automatic.

B Mobility: IPv6 includes more efficient and enhanced mobility mechanisms,
which are important for mobile networks.*

B Optimized protocol: IPv6 embodies IPv4 best practices but removes unused
or obsolete IPv4 characteristics. This results in a better-optimized Internet
Protocol.

B Addressing and routing: IPv6 improves the addressing and routing
hierarchy.

B Extensibility: IPv6 has been designed to be extensible and offers support for
new options and extensions.

With IPv4, the 32-bit address can be represented as AdrClass|netID|hostID.
The network portion can contain either a network ID or a network ID and a sub-
net. Every network and every host or device has a unique address, by definition.
Basic NATing is a method by which IP addresses (specifically IPv4 addresses)
are transparently mapped from one group to another. Specifically, private “non-
registered” addresses are mapped to a small set (as small as 1) of public registered
addresses; this impacts the general addressability, accessibility, and “individuality”
of the device. Network Address Port Translation (NAPT), also referred to as Port
Address Translation (PAT), is a method by which many network addresses and
their TCP/UDP (Transmission Control Protocol/User Datagram Protocol) ports
are translated into a single network address and its TCP/UDP ports. Together,
these two methods, referred to as traditional NAT, provide a mechanism to con-
nect a realm with private addresses to an external realm with globally unique
registered addresses [RFC3022]. NAT is a short-term solution for the anticipated
Internet growth phenomenon, and a better solution is needed for address exhaus-
tion. There is a clear recognition that NAT techniques make the Internet, the

* Some of the benefits of IPv6 in the context of mobility include [YAI200001]: (i) Larger
Addresses, which allow for new techniques to be used in order for the Mobile Node (MN)
to obtain a care-of address; here, MNs can always get a collocated care-of address, a fact that
removes the need for a Foreign Agent (FA). (ii) New Routing Header, which allows for proper
use of source routing. This was not possible with IPv4. (iii) Authentication Header, which
allows for the authentication of the binding messages. (iv) Destination Options Header, which
allows for the use of options without significant performance degradation; performance deg-
radation may have occurred in IPv4 because every router along the path had to examine the
options even when they were only destined for the receiver of the packet.



