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Introduction

1.1 Motivation ...t 3
1.2 Where does concurrency appear? ............e.eeeeenineninenenenenennns 6
1.3 Why is concurrency considered hard? ................. ... ... 9
1.4 TImelNess ..ot 11
1.5 ApPDProach ... 12
1.6 EXEICISES ottt 14

Objectives:

e Introduce the area of concurrent programming and discuss the rele-
vance and timeliness of the topic.

e Investigate some areas where concurrency appears, both in programs
and real-world situations.

This book is intended to give an introduction to thinking about concurrency
at the level of the programming language. To date, the vast majority of main-
stream programming languages are designed to express sequential programs.
Current methods for writing concurrent programs in these languages exist pri-
marily as add-on libraries that encapsulate the expression of concurrency in a
form that, to the compiler or language, remains sequential. Techniques such
as OpenMP provide more information to the compiler in the form of code an-
notations, but they still suffer from the fact that they are inherently bound to
the sequential languages that they are used with. Java is one of the only main-
stream languages with concurrency concepts defined as part of the language
itself, and even then, most of the facilities for concurrent programming are
provided within the standard library and not the language definition. Given
that these facilities most often exist outside the scope of language definitions,
the acts of optimization, efficient code generation, and correctness checking
by compilation and source analysis tools prove to be very difficult.

Language-level constructs created specifically for concurrent programming
are necessary to exploit parallel processing capabilities in a general sense that
facilitates automatic compilation and analysis. We will discuss a set of these
language constructs in this text based on those that have proven successful in
the decades of parallel languages research, in the hope that programmers will
understand and use them to best take advantage of current and upcoming
architectures, especially multicore processors. These will be demonstrated in
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the context of specific concurrent languages applied to a set of algorithms
and programming patterns. Using these constructs requires an understanding
of the basic concepts of concurrency and the issues that arise due to them
in constructing correct and efficient concurrent programs. We will cover this
topic to establish the terminology and conceptual framework necessary to fully
understand concurrent programming language topics.

Readers should come away from this book with an understanding of the
effect of concurrency on programs written in familiar languages, and the lan-
guage abstractions that have been invented to truly bring concurrency into
the language and to aid analysis and compilation tools in generating efficient,
correct programs. Furthermore, the reader should leave with a more complete
understanding of what additional complexity concurrency involves regarding
program correctness and performance.

Concurrency and parallelism: What’s the difference?

Before we dive into the topic, we should first establish a fundamental piece
of terminology: what does it mean to be concurrent versus parallel? There is
a great deal of press currently about the advent of parallelism on the desk-
top now that multicore processors are appearing everywhere. Why then does
the title of this book use the term concurrency instead of parallelism? In a
concurrent system, more than one program can appear to make progress over
some coarse grained unit of time. For example, before multicore processors
dominated the world, it was very common to run multitasking operating sys-
tems where multiple programs could execute at the same time on a single
processor core. We would say that these programs executed concurrently,
while in reality they executed in sequence on a single processing element. The
illusion that they executed at the same time as each other was provided by
very fine grained time slicing at the operating system level.

On the other hand, in a multicore system (or, for that matter, any system
with more than one processor) multiple programs can actually make progress
at the same time without the aid of an operating system to provide time
slicing. If we run exactly two processes on a dual-core system, and allocate
one core per process, they will both make progress at the same time. They
will be considered to be executing in parallel. Parallelism is a realization of
a concurrent program. Parallelism is simply the special case where not only
do multiple processes appear to make progress over a period of time, they
actually make progress at the same time. We will discuss the details of this
and other fundamental concepts further in Chapter 2.
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1.1 Motivation

Concurrency is a core area of computer science that has existed for a long
time in the areas of high-performance and scientific computing, and in the de-
sign of operating systems, databases, distributed systems and user interfaces.
It has rapidly become a topic that is relevant to a wider audience of pro-
grammers with the advent of parallel architectures in consumer systems. The
presence of multicore processors in desktop and laptop computers, powerful
programmable graphics processing unit (GPU) co-processors, and specialized
hardware such as the Cell processor, has accelerated the topic of concurrency
as a key programming issue in all areas of computing. Given the proliferation
of computing resources that depend on concurrency to achieve performance,
programmers must learn to properly program them in order to fully utilize
their potential.

Accompanying this proliferation of hardware support for parallelism, there
is a proliferation of language tools for programming these devices. Mainstream
manufacturers support existing techniques such as standardized threading in-
terfaces and language annotations like OpenMP. Co-processor manufactur-
ers like Nvidia have introduced the Compute Unified Device Architecture
(CUDA) language for GPUs, while libraries have been created by IBM to
target the Cell processor found in the Playstation game platform and various
server-class machines. The Khronos group, an industry standards organiza-
tion responsible for OpenGL, recently defined a language for programing het-
erogeneous platforms composed of CPUs, GPUs and other processors called
OpenCL. This language supports data parallel programming models famil-
iar to CUDA programmers, but in addition OpenCL includes task parallel
programming models commonly used on CPUs.

In the high-performance computing industry, Cray is developing a language
called Chapel, while IBM is working on one called X10 and Sun is working on
a language called Fortress. The 2008 standard for Fortran includes primitives
specifically intended to support concurrent programming. Java continues to
evolve its concurrency primitives as well. The Haskell community is beginning
to explore the potential for its language in the concurrent world. How does
one navigate this sea of languages, and the tide of new ones that is surely to
continue to follow?

1.1.1 Navigating the concurrency sea

Unfortunately, there is only a small amount of literature available for pro-
grammers who wish to take advantage of this capability that now exists in
everyday devices. Parallel computing has long been primarily the domain of
scientific computing, and a large amount of the educational material available
to programmers focuses on this corner of the computing world. Computer sci-
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ence students often are introduced to the issues that arise when dealing with
concurrency in a typical curriculum through courses on the design of operat-
ing systems or distributed systems. Similarly, another area of likely exposure
to issues in concurrency is through databases and other transaction-oriented
server applications where software must be designed to deal with large num-
bers of concurrent users interacting with the system. Unfortunately, literature
in each of these fails to provide readers with a complete and general introduc-
tion to the issues with concurrency, especially with respect to its impact on
designing programs using high-level languages.

Operating systems typically are implemented with lower level languages for
performance reasons and to facilitate fine grained control over the underlying
hardware. Concurrency can be quite difficult to manage at this low level
and must be planned very carefully for both performance and correctness
reasons. On the other extreme are database-specific languages, such as SQL.
In that case, programmers work at a very high level and are concerned with
very specific types of concurrent operations. Concurrency in both of these
cases is very specific to the problem domain, and looking only at these cases
fails to paint a complete picture of the topic. This book aims to provide an
introduction for computer scientists and programmers to high-level methods
for dealing with concurrency in a general context.

The scientific computing community has been dealing with parallelism for
decades, and many of the architectural advances that led to modern con-
current computing systems has grown out of technological advances made to
serve scientific users. The first parallel and vector processing systems were
created to fulfill the needs of scientists during the Cold War of the twentieth
century. At the same time, mainframe manufacturers such as IBM and sys-
tems software developers at AT&T Bell Laboratories sought to design systems
that supported concurrent operation to service multiple users sharing single,
large business computing resources. The work in scientific computing focused
on concurrency at the algorithmic level, while designers of multiprocessing
operating systems focused on concurrency issues arising from the interactions
of independent, concurrently executing programs sharing common resources.

The problem most modern readers will find with much of this literature is
that it focuses on programmers using parallelism by working at a very low
level. By low level, we imply that the programmer is given direct and detailed
control over how computations are split across parallel computing elements,
how they synchronize their execution, and how access to shared data is man-
aged to ensure correctness in the presence of concurrent operations. This focus
on low-level programming is, in comparison to traditional sequential program-
ming techniques, equivalent to teaching programmers to use techniques close
to assembly language to write their programs. In sequential programming,
one considers assembly language to be at the “low level” of the hierarchy of
abstraction layers. Assembly language programmers control the operations
that occur in the computer at a very fine grain using relatively simple oper-
ations. Operations are specified in terms of individual arithmetic operations,
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basic branches that manipulate the program counter to move between relevant
regions of executable instructions, and explicit movement of data through the
memory hierarchy from the main store to the CPU.

Many decades ago, with the advent of programming languages and compil-
ers, programmers accepted that higher level abstractions were preferable to
utilize hardware in a portable, efficient, and productive manner. Higher levels
of abstraction associated with a language construct are related to the amount
of insulation and protection it provides to the programmer above the underly-
ing hardware. Higher yet are constructs that not only insulate programmers
from the machine, but attempt to encapsulate concepts and techniques that
are closer to the human description of algorithms and data structures. In ad-
dition, higher-level abstractions give the compiler more freedom in emitting
code that is specific to a given computer architecture.

Complex arithmetic expressions, such as the computation of a square root
or transcendental function, both of which could require detailed sequences of
assembly instructions, could be expressed as atomic operations translated to
machine code by a compiler. Similarly, the flow of control of a program could
be abstracted above rudimentary program counter manipulations to opera-
tions that were closer to those used to design algorithms, such as do-while or
for-loops and if-then-else conditional operations. Programmers realized,
and quickly accepted, that algorithmic tools could assist them in translating
algorithms from an abstraction layer where they could comfortably think and
design programs to a lower one where the machine could execute equivalent
machine code.

The basis of this text is that a similar set of abstractions exists for con-
current programming, and that programmers should start to think at this
higher level with respect to concurrency when designing their programs to
both achieve portability, high performance, and higher programmer produc-
tivity. In a world where concurrency is becoming pervasive, abstractions for
concurrency will become increasingly important.

Unfortunately, parallel programming languages that provide this higher
level of abstraction to programmers have yet to gain any acceptance outside
of niche academic circles. There has not been a parallel equivalent of Fortran
or C that was accepted by the broader computing community to build the
critical mass of users in order for production-grade compilers and educational
literature to be created. Java is the closest that can be found in popular
usage, but it has not proven to be generally accepted in contexts where other
languages have traditionally been used. Parallel languages inspired by For-
tran, C, Lisp, Java, and many others have been proposed, but all have failed
to gain widespread usage and acceptance. Parallel languages often have been
relegated to the shelves of libraries in high-performance computing litera-
ture, and have lived most often in academic circles as research topics with
the sole purpose of providing research contexts for Ph.D. dissertations. With
parallelism clearly on the desktop, it is vital to change this state of affairs
for the benefit of programmers everywhere. Programmers must be provided
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with tools to manage concurrency in general purpose programs. Language
designers have responded in recent years with a variety of exciting concurrent
languages.

The key is to focus on the language constructs that provide high level mech-
anisms for the programmer to utilize concurrency with the same amount of
intellectual effort required to design traditional sequential programs. Ideally,
building a program that uses concurrency should be only slightly more diffi-
cult than building a sequential one. It has become clear that, although many
languages for parallel computing have come and gone over the years, there
are successful abstractions that persist and appear over and over in languages
to reduce the complexity of using concurrency to the developer’s advantage.
Educating programmers about these successful and persistent abstractions,
and teaching them how to apply them to algorithms that are relevant to
their work, is key in providing them with the background to be ready to use
new languages as they arise. Furthermore, users who choose to remain in
traditional sequential languages augmented with add-on tools for concurrent
programming who understand these abstractions can implement them in their
own programs when true parallel languages and compilers are absent.

1.2 Where does concurrency appear?

Programmers have adapted to concurrency whether or not they appreciate
it in many contexts. A working programmer is hard pressed to claim that he
or she has not had to deal with it at some point in his or her career. What
are the contexts where this may have occurred?

Operating systems

The operating system of a computer is responsible for managing hardware
resources and providing abstraction layers that give programmers a consistent
and predictable view of the system. Few application programmers are ever
concerned in modern times with the details related to how one sends a text file
to a printer, or how a block of data traverses a network connection to another
computer. The operating system provides interfaces to drivers that abstracts
this from the programmer. Similarly, all modern operating systems' allow
multiple programs to execute concurrently, each accessing these resources in a
coordinated way. This has been especially useful with single processor systems
where the single processing unit has been multiplexed to provide the illusion
of parallel execution in modern multitasking operating systems.

1Embedded operating systems are the most common modern exception to this.
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Concurrency arises in many contexts within operating systems. At a fun-
damental level, the operating system manages programs that execute at the
same time through some form of time-sharing or multitasking. One can take
a standard operating system today, run two programs, and they will happily
coexist and run independently. The operating system ensures that when these
programs are sharing resources (such as I/O devices and memory), they run
in a predictable way in the presence of other concurrent processes. By “pre-
dictable,” we imply that the programs execute in the same way regardless of
whether they execute alone on the system or concurrently with other proc-
esses. The only significant difference that is likely to occur is an increase in the
runtime due to contention for shared resources (such as the processor). From
a correctness sense, the system will ensure that programs not sharing and
modifying data (such as a file in the file system) will produce the same output
regardless of the other processes executing concurrently on the machine.

Correctness is not the only concern in operating system design however.
Given a set of processes that are sharing resources, each expects to make
some reasonable amount of progress in a given amount of time. This is handled
by scheduling algorithms that control the sharing of these resources between
concurrently executing processes. In this context, it is important to provide
some guarantee of service, or fairness, to all processes. As a result, operating
system designers must also be concerned with the performance characteristics
of the concurrent parts of their system in addition to their correctness.

Distributed systems

The majority of computer users today take advantage of distributed, net-
work-based services, such as the world wide web or e-mail. Servers on the
Web, especially those that are popular, have to deal with the fact that many
users may be attempting to access them at any given time. As users expect a
high degree of responsiveness, server designers must deal with concurrency to
ensure a good user experience on their sites. This requires server programmers
to pay attention to details such as:

e How to efficiently service requests as they arrive.

e Preventing connections with varying performance characteristics from
interfering with each other.

e Managing data to cache frequently accessed information, and preventing
conflicts between clients that make modifications on shared data.

In many instances, network software has performance as a top priority. This
performance is defined in terms of responsiveness and performance as seen by
clients. Furthermore, most servers manage some form of state that clients
gain access to for reading and modification. Correctness of these concurrent
operations is critical to maintaining the integrity of this state.
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User interfaces

The user interface has long been an area where concurrency has been a core
topic. Concurrency is an unavoidable feature of any interface because there
are always at least two concurrently operating participants in an interface —
the user and the program he or she is interacting with. In most graphical
interfaces, the system allows the user to see and interact with two or more
programs that are executing simultaneously. Managing the interactions of
these programs with the shared graphical hardware and input from the user
are areas where the user interface programmer must consider the implications
of concurrency.

The user interface system must manage shared resources (such as the dis-
play and input device) and ensure that the proper programs receive the ap-
propriate input and that all programs can display their interfaces without
interfering with each other. Similarly, programs that are run in a graphical
environment must be written to deal with the concurrency that arises in their
internal logic and the logic necessary to interact asynchronously with the user.

Databases

Databases commonly are available to more than one client. As such, there
are expected instances in which multiple clients are accessing them at the
same time. In the case of databases, the system is concerned with providing a
consistent and correct view of the data contained within. There is a delicate
balance between providing a responsive and well performing system, and one
that guarantees consistency in data access. Clever techniques such as trans-
actions can minimize the performance overhead with many synchronization
primitives by taking advantage of the relatively rare occurrence of conflicts
between concurrently executing client interactions.

We will see that the successful abstraction provided by database transac-
tions has inspired more general purpose methods that can be integrated with
programming languages for writing concurrent code. This will be discussed
when we cover software transactional memory schemes.

Scientific computing

Scientific computing has long been the primary domain of research into
methods for expressing and implementing concurrency with performance as
the key metric of success. Unlike other areas, performance was often the only
metric, allowing metrics such as usability, programmability, or robustness
to be pushed to a secondary status. This is because scientific computing
often pushes machines to their extreme limits, and the sheer size of scientific
problems, especially in their time to execute, makes performance exceptionally
important.

An interesting side effect of this intense focus on performance is that many
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algorithmic techniques were developed in the scientific computing community
for common, complex operations that exhibit provably efficient performance.
For example, many operations involving large sets of interacting concurrent
processing elements that are naively coded to take O(P) time on P processors
can actually achieve a preferable O(log(P)) performance with these sophisti-
cated algorithms. This has only really mattered in very large scale systems
where the difference between P and log(P) is significant. We will see that ef-
ficient implementations of these operations exist, for example, in libraries like
the popular Message Passing Interface (MPI), to provide high performance
algorithms to programmers.

1.3 Why is concurrency considered hard?

The obvious question a programmer should be asking is why is taking ad-
vantage of concurrency more difficult than programming sequential programs.
Why is concurrency considered to be hard? Concurrency is often treated in
computing as a topic that is difficult to express and manage. It is regarded as
a constant source of bugs, performance issues, and engineering difficulty. In-
terestingly, this belief has existed since parallel computers were first proposed.
In his 1958 paper, Gill states that:

Many people with whom the author has spoken have expressed
the opinion that programming under such circumstances will be
impossibly complicated and will never be worth while. The author
feels strongly that this is not so. [40]

Fortunately, Gill was correct in his estimation of the utility of parallel sys-
tems and the possibility of programming them. As we will argue in this text,
many difficulties programmers face in building programs that use concurrency
are a side effect of a legacy of using primitive tools to solve and think about
the problem. In reality, we all are quite used to thinking about activities that
involve a high degree of concurrency in our everyday, non-computing lives.
We simply have not been trained to think about programming in the same
way we think about activities as routine as cooking a full meal for dinner. To
quote Gill again, he also states this sentiment by pointing out that

There is therefore nothing new in the basic idea of parallel pro-
gramming, but only in its application to computers.

1.3.1 Real-world concurrency

Let’s consider the activities that we take up in cooking a full meal for
ourselves working from a simple recipe. We'll look at how one goes about the
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process of preparing a simple meal of pasta with home-made marinara sauce.

In the preparation phase, we first sit down and prepare a shopping list of
ingredients, such as pasta, herbs, and vegetables. Once the list is prepared, we
go to the market and purchase the ingredients. Computationally speaking,
this is a sequential process. Enumerating the ingredients is sequential (we
write them one by one), as is walking through the market filling our basket
for purchase. However, if we happen to be shopping with others, we can split
the shopping list up, with each person acquiring a subset of the list which is
combined at the checkout for purchase.

The act of splitting the list up is often referred to in computational circles
as forking. After forking, each person works autonomously to acquire his or
her subset of the list without requiring any knowledge of the others during
the trip through the store. Once each person has completed gathering his or
her portion of the shopping list, they all meet at the checkout to purchase the
goods. This is known as joining. As each person completes his or her trip
through the store, he or she combines his or her subset of the shopping list
into the single larger set of items to finally purchase.

After we have purchased the products and returned home to the kitchen, we
begin the preparation process of the meal. At this point, concurrency becomes
more interesting than the fork-join model that we would utilize during the
shopping process. This is due to the existence of dependencies in the recipe.
Assuming that we are familiar with the recipe, we would likely know that the
pasta will take 8 minutes to cook once the water is boiling, while it takes at
least 20 minutes to peel the tomatoes for making the sauce. So, we can defer
preparing the pasta to prevent overcooking by aiming for it to finish at the
same time as the sauce. We achieve this by waiting until the sauce has been
cooking for a few minutes before starting the pasta. We also know that the
pasta requires boiling water, which takes 5 minutes to prepare from a pot
of cold tap water. Deciding the order in which we prepare the components
requires us to analyze the dependencies in the recipe process: cooking pasta
requires boiled water, pasta sauce requires crushed tomatoes, pasta sauce
requires chopped herbs, etc.

This chain of dependencies in this simple cooking problem is illustrated in
Figure 1.1. We can observe that the dependencies in the recipe do not form
a linear chain of events. The pasta sauce is not dependent on the pasta itself
being cooked. The only dependency between the pasta and the sauce is the
time of completion — we would like the sauce to be ready precisely when the
pasta is, but they have different preparation times. So, we start preparing the
ingredients and start subtasks when the time is right. We’ll chop the herbs,
and start warming the olive oil while we mince the garlic that we’d like to
saute before combining with the tomatoes. While the sauce is warming up,
we can start the water for the pasta, and start cooking it while the sauce
simmers. When the pasta finishes, the sauce will have simmered sufficiently
and we’ll be ready to eat.

The point of going through this is to show that we are quite used to con-
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Cook sauce

Chop herbs

Drain pasta

Combine and serve

FIGURE 1.1: Dependencies in a simple cooking activity. Arrows point
from activities to those that depend on their completion in order to proceed.

currency. Boiling a pot of water at the same time that we prepare part of
the meal is just a natural thing we do in the kitchen, and it is an inherently
parallel operation. The fact that we can understand, follow, and occasionally
write recipes means we understand basic issues that arise in concurrent tasks
where dependencies are important and sequential subsets of operations are
used. Concurrency really isn’t as bad as it is made out to be, if we have the
right methods to express and manage it.

1.4 Timeliness

As we stated already, the advent of multicore and other novel parallel proc-
essors available in consumer hardware has made parallel programming an area
demanding significant attention. As of the writing of this text, the state of the
art with respect to programming tools for these architectures is primitive at
best. Utilizing low core-count processors such as the Intel dual or quad-core
processors is best achieved by explicit use of threads in libraries like POSIX
threads or compiler extensions like OpenMP. In cases such as the IBM Cell,
which represents a potential route that multicore processors will take in the
future, programmers are required to work at an even lower level. In the worst
case, they must program in assembly or using C library APIs that hide low-
level instructions. Furthermore, users must define memory access scheduling
explicitly — something that most programmers have assumed to be handled



12 Introduction to Concurrency in Programming Languages

at the hardware level for many years due to the prevalence of cache-based
Processors.

It is quite likely that as the industry converges on architectures that meet
the demands of general purpose computing, tools will arise to assist pro-
grammers in using these processors. These tools will provide abstractions
above low-level memory access scheduling and the decomposition of instruc-
tion streams to various heterogeneous processing elements. We are seeing this
today with a rising interest in using graphics co-processors as general pur-
pose processors to achieve higher performance for some algorithms than the
traditional main processor alone is capable of.

One area where tools will become available will be in language extensions
and the use of novel parallel language constructs. We are seeing a move in
this direction with tools like Nvidia’s CUDA, the Khronos OpenCL definition,
and revisions of existing standards such as OpenMP. The fact that parallel
language constructs are designed to allow compilers to easily target paral-
lel systems will mean that we will begin to see technologies from previously
obscure languages become integrated with mainstream languages. For this
reason, we feel that readers will benefit from learning how these language-
level features can be used to construct algorithms in anticipation of tools that
will employ them for these new architectures.

1.5 Approach

In this text, we start by laying out for the reader the set of issues that
programmers face when building concurrent programs and algorithms. These
topics in concurrency are widespread and applicable in many domains, ranging
from large scale scientific programming to distributed internet-based systems
and even into the design of operating systems. Familiarity with these top-
ics and the consequences they have in design decisions and methods is vital
for any programmer about to embark on any task where concurrency is a
component. In order to ground this topic in areas with which programmers
are already familiar, we will discuss the relationship that concurrency has to
traditional sequential models used frequently in everyday programming tasks.
Most importantly, the reader should understand precisely why traditional
programming techniques and models are limited in the face of concurrency.

Before delving into the description of the high-level language constructs
that programmers should begin to think about algorithms in terms of, we
will discuss the current state of the art in concurrent programming. This
discussion will not only serve as a summary of the present, but will expose
the flaws and limitations in the current common practices that are addressed
by higher-level language constructs.
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In introducing high-level parallel programming techniques, we will also dis-
cuss notable milestones in the hardware evolution that occurred over the past
forty years that drove the developments in linguistic techniques. It has repeat-
edly been the case that new hardware has been preceded by similar hardware
introduced decades earlier. Multimedia extensions in consumer level hardware
derive their lineage from vector processing architectures from the late 1970s
and 1980s. The first dual and quad core multicore processors that arrived a
few years ago are essentially miniaturized versions of shared memory parallel
systems of the 1980s and 1990s. More recently, these multicore processors
have taken on what can best be described as a “hybrid” appearance, borrow-
ing concepts tested in many different types of architectures. We will discuss
this historical evolution of hardware, the corresponding high-level techniques
that were invented to deal with it, and the connection that exists to modern
systems. Much of our discussion will focus on shared memory multiproces-
sors with uniform memory access properties. Many of the concepts discussed
here are applicable to nonuniform memory access shared memory machines
and distributed memory systems, but we will not address the nuances and
complications that these other architectures bring to the topic.

Finally, we will spend the remainder of the text on a discussion of the
various high-level techniques that have been invented and their application to
a variety of algorithms. In recent years, a very useful text by Mattson et al.
emerged to educate programmers on patterns in parallel programming [69].
This text is similar to the influential text on design patterns by Gamma
et al., in that it provides a conceptual framework in which to think about
the different aspects of parallel algorithm design and implementation [37].
Our examples developed here to demonstrate and discuss high-level language
techniques will be cast in the context of patterns used in Mattson’s text.

1.5.1 Intended audience

This book is intended to be used by undergraduate students who are familiar
with algorithms and programming but unfamiliar with concurrency. It is in-
tended to lay out the basic concepts and terminology that underly concurrent
programming related to correctness and performance. Instead of explaining
the connection of these concepts to the implementation of algorithms in the
context of library-based implementations of concurrency, we instead explain
the topics in terms of the syntax and semantics of programming languages
that support concurrency. The reason for this is two-fold:

1. Many existing texts do a fine job explaining libraries such as POSIX
threads, Windows threads, Intel’s Threading Building Blocks, and com-
piler directives and runtimes such as OpenMP.

2. There is a growing sense in the parallel programming community that
with the advent of multicore and the now ubiquitous deployment of
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small-scale parallelism everywhere there will be a trend towards concur-
rency as a language design feature in languages of the future.

As such, it is useful for students to understand concurrency not as a library-
like add on to programs, but as a semantic and syntactic topic of equal im-
portance and treatment as traditional abstractions that are present in the
programming languages of today.

1.5.2 Acknowledgments

This book is the result of many years of work on the part of the authors
in the parallel computing community, and is heavily influenced by our expe-
riences working with countless colleagues and collaborators. We would like to
specifically thank David Bader, Aran Clauson, Geoffrey Hulette, Karen Sot-
tile, and our anonymous reviewers for their invaluable feedback while writing
this book. We also are very grateful for the support we have received from our
families who graciously allowed many evenings and weekends to be consumed
while working on this project. Your support was invaluable.

Web site

Source code examples, lecture notes, and errata can be found at the Web
site for this book. We will also keep a relatively up-to-date list of links to
compilers for languages discussed in this book. The URL for the Web page
is:

http://www.parlang.com/

1.6 Exercises

1. Describe an activity in real life (other than the cooking example in the
text) that you routinely perform that is inherently concurrent. How
do you ensure that the concurrent parts of the activity are coordinated
correctly? How do you handle contention for finite resources?

2. List a set of hardware components that are a part of an average com-
puter that require software coordination and management, such as by
an operating system, due to their parallel operation.

3. Using online resources such as manufacturer documentation or other
information sources, write a short description of a current hardware
platform that supports parallelism. This can include multicore proc-
essors, graphics processing units, and specialized processors such as the
Cell.
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. Where in the design and implementation of an operating system do
issues of concurrency appear?

. Why is concurrency important to control in a database? Can you think
of an instance where improper management of clients can result in prob-
lems for a database beyond performance degradation, such as data cor-
ruption?

. Where does concurrency appear in the typical activities that a Web
server performs when interacting with clients?

. Beginning with all of the parts of a bicycle laid out in an unassembled
state, draw a chart (similar to Figure 1.1) that shows the dependencies
between the components, defining which must be assembled before oth-
ers. Assume a simple bike with the following parts: wheels, tires, chain,
pedals, seat, frame, handlebars.
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Objectives:

e Establish terminology for discussing concurrent programs and systems.

e Discuss dependencies and their role in concurrent programs.

e Define important fundamental concepts, such as atomicity, mutual ex-
clusion and consistency.

When learning programming for sequential machines, we all went through
the process of understanding what it means to construct a program. The
basic concept of building solutions to problems within a logical framework
formed the basis for programming. Programming is the act of codifying these
logic-based solutions in a form that can be automatically translated into the
basic instructions that the computer executes. To do so, we learned one of a
variety of programming languages.

In doing so, we learned about primitive building blocks of programs, such
as data structures, statements and control flow primitives. We also typically
encountered a set of fundamental algorithms, such as those for searching and
sorting. This entailed learning the structure and design of these algorithms,
syntax for expressing them in a programming language, and the issues that
arise in designing (and more often, debugging) programs. Along the way,
convenient abstractions such as loops and arrays were encountered, and the
corresponding problems that can arise if one is not careful in their application
(such as errors in indexing).

As programs got more complex, we began to employ pointers and indirec-
tion to build powerful abstract data structures, and were exposed to what can
go wrong when these pointers aren’t maintained correctly. Most programmers
have at some point in their careers spent a nontrivial amount of time track-
ing down the source of a segmentation fault or null pointer exception. One
of the driving factors behind high-level languages as an alternative to work-
ing with lower-level languages like C is that programmers are insulated from
these issues. If you can’t directly manipulate pointers, the likelihood of using

17



18 Introduction to Concurrency in Programming Languages

them incorrectly is drastically reduced. Convenient higher-level language con-
structs abstracted above this lower-level manipulation of raw memory layouts
and contents, and removed many of the tedious details required when building
correct and efficient programs by hand.

Practitioners in programming rapidly learn that it is a multifaceted activity,
involving gaining and mastering an understanding of:

e How to codify abstract algorithms in a human readable form within a
logical framework.

e How to express the algorithm in the syntax of a given programming
language.

e How to identify and remedy correctness and performance issues.

Much of the latter part of this text will focus on the first two points in the
context of parallel programming: the translation of abstract algorithms into
the logical framework provided by a programming language, and the syntactic
tools and semantics provided by the language for expressing them. This chap-
ter and the next focus on the third point, which as many working programmers
know from experience is a crucial area that requires significant thought and
practice even when the act of writing code becomes second nature. Further-
more, the design aspect of programming (an activity under the first point) is
intimately related to the considerations discussed in this chapter.

The operations from which sequential programs are constructed have some
assumed behavior associated with them. For example, programmers can as-
sume that from their perspective one and only one operation will occur on
their data at any given time, and the order of the sequence of operations that
does occur can be inferred directly from the original source code. Even in the
presence of compiler optimizations or out-of-order execution in the processor
itself, the execution can be expected to conform to the specification laid out
in the original high-level source code. A contract in the form of a language
definition, or standard, exists between the programmer and language designer
that defines a set of assumptions a programmer can make about how the
computer will behave in response to a specific set of instructions.

Unfortunately, most languages do not take concurrency into account. Con-
current programming complicates matters by invalidating this familiar as-
sumption — one cannot infer relative ordering of operations across a set of
concurrent streams of instructions in all but the most trivial or contrived (and
thus, unrealistic) circumstances. Similarly, one cannot assume that data vis-
ible to multiple threads will not change from the perspective of an individual
thread of execution during complex operation sequences. To write correct con-
current programs, programmers must learn the basic concepts of concurrency
just like those learned for sequential programming. In sequential program-
ming, the core concept underlying all constructs was logical correctness and
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operation sequencing. In the concurrent world, the core concepts are not fo-
cused solely on logic, but instead on an understanding of the effect of different
orderings and interleavings of operations on the logical basis of a program.

These initial chapters introduce the reader to the problems that can arise
in this area in the form of non-determinism, and the conceptual programming
constructs that exist to manage and control non-determinism so that program
correctness can be inferred while benefiting from the performance increases
provided by supporting the execution of concurrent instruction streams. We
will also see that a whole new class of correctness and performance problems
arise if the mechanisms to control the effect of non-determinism are not used
properly. Many of these topics are relevant in the design of network servers,
operating systems, distributed systems and parallel programs and may be fa-
miliar to readers who have studied one or more of these areas. Understanding
these concepts is important as a basis to understanding the language con-
structs introduced later when we discuss languages with intrinsically parallel
features.

2.1 Terminology

Our first task will be to establish a terminology for discussing parallel and
concurrent programming concepts. The terminology will be necessary from
this point forward to form a common language of discussion for the topics of
this text.

2.1.1 TUnits of execution

In discussing concurrency and parallelism, one must have terminology to
refer to the distinct execution units of the program that actually execute
concurrently with each other. The most common terms for execution units are
thread and process, and they are usually introduced in the context of the design
and construction of operating systems (for example, see Silberschatz [87]).

As we know, a sequential program executes by changing the program counter
(PC) that refers to the current position in the program (at the assembly level)
that is executing. Branches and looping constructs allow the PC to change in
more interesting ways than simply regular increasing increments. Similarly,
the program is assumed to have a set of values stored in CPU registers, and
some amount of memory in the main store available for it to access. The
remainder of this context is the operating system state associated with the
program, such as I/O handles to files or sockets. If one executes the same
program at the same time on the machine, each copy of the program will have
a distinct PC, set of registers, allocated regions of memory and operating sys-
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Components of a single threaded
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FIGURE 2.1: An operating system process and its components.

tem state. Programs, unless explicitly coded to do so, cannot see the state
of other programs and can safely treat of the machine as theirs exclusively.
The only artifact of sharing it with other programs would most likely be ob-
served as performance degradation due to contention for resources. This self
contained encapsulation of the environment and control state of the program
is what we refer to as the execution unit or execution context.

In modern operating systems, these encapsulations of data and control state
are referred to as processes. For the most part, they exist to enable multitask-
ing operating systems by providing the necessary abstraction of the machine
from the program, and also some measure of protection such that poorly be-
having programs cannot easily disrupt or corrupt others.

One of the simplest methods to implement concurrent programs is by cre-
ating a set of processes that have a means to communicate with each other
by exchanging data. This is precisely how many concurrent systems work. It
is safe to assume many readers familiar with C will have seen the fork() call
at one point, which allows a single program to create (or “spawn”) multiple
instances of itself as children that can execute concurrently. Simple server
applications are built this way, where each forked child process interacts with
one client. A parent process will be run, and as jobs arrive (such as requests
to an HTTP server), child processes are created by forking off instances of
the parent that will service the operations associated with each incoming task
that arrives, leaving the parent to wait to service new incoming tasks.

The term fork typically has the same high-level meaning in all cases, but can
be interpreted slightly differently depending on the context. When referring
to the flow of control within a program, if this flow of control splits into
two concurrently executing streams of execution, we would say that the flow
of control had forked. In this usage, the implementation of the concurrent
control flow isn’t specified — it could be via threads or processes. On the
other hand, the fork() system call typically has a specific meaning that is



