


Building
TrusTworThy
semanTic weBs

AU5080.indb   1 11/8/07   10:35:43 AM



Ad Hoc Mobile Wireless Networks: 
Principles, Protocols and Applications
Subir Kumar Sarkar, T.G. Basavaraju and 
C. Puttamadappa 
ISBN 1-4200-6221-2 

Computer Fraud: An In-depth Framework 
for Detecting and Defending against 
Insider IT Attacks 
Kenneth C. Brancik
ISBN 1-4200-4659-4 

Design Science Research Methods and 
Patterns: Innovating Information and 
Communication Technology  
Vijay K. Vaishnavi and William Kuechler Jr.  
ISBN 1-4200-5932-7 

Determining Project Requirements  
Hans Jonasson 
ISBN 1-4200-4502-4 

Digital Privacy: Theory, Technologies, 
and Practices 
Alessandro Acquisti, Stefanos Gritzalis, Costos 
Lambrinoudakis and Sabrina di Vimercati 
ISBN 1-4200-521-79 

Effective Communications for Project 
Management
Ralph L. Kliem
ISBN 1-4200-6246-8 

Effective Transition from Design to Production
David F. Ciambrone 
ISBN 1-4200-4686-1 

Elements of Compiler Design 
Alexander Meduna 
ISBN 1-4200-6323-5 

How to Achieve 27001 Certification: An 
Example of Applied Compliance Management
Sigurjon Thor Arnason and Keith D. Willett
ISBN 0-8493-3648-1 

Inter- and Intra-Vehicle Communications  
Gilbert Held 
ISBN 1-4200-5221-7 

Manage Software Testing  
Peter Farrell-Vinay  
ISBN 0-8493-9383-3 

Managing Global Development Risk
James M. Hussey and Steven E. Hall
ISBN 1-4200-5520-8 

Mobile WiMAX: Toward Broadband Wireless 
Metropolitan Area Networks 
Yan Zhang and Hsiao-Hwa Chen
ISBN 0-8493-2624-9 

Operational Excellence: Using Lean Six Sigma 
to Translate Customer Value 
through Global Supply Chain  
James William Martin
ISBN 1-4200-6250-6 

Physical Principles of Wireless 
Communications
Victor L. Granatstein 
ISBN 0-8493-3259-1 

Practical Guide to Project Planning  
Ricardo Viana Vargas  
ISBN 1-4200-4504-0 

Principles of Mobile Computing and 
Communications
Mazliza Othman
ISBN 1-4200-6158-5 

Programming Languages for Business 
Problem Solving Price
Shouhong Wang and Hai Wang  
ISBN 1-4200-6264-6 

Retail Supply Chain Management 
James B. Ayers and Mary Ann Odegaard  
ISBN 0-8493-9052-4 

Security in Wireless Mesh Networks  
Yan Zhang, Jun Zheng and Honglin Hu
ISBN 0-8493-8250-5 

Service-Oriented Architecture: SOA 
Strategy, Methodology, and Technology  
James P. Lawler and H. Howell-Barber  
ISBN 1-4200-4500-8 

The Strategic Project Leader: Mastering 
Service-Based Project Leadership
Jack Ferraro  
ISBN 0-8493-8794-9 

Simplified TRIZ: New Problem Solving 
Applications for Engineers and Manufacturing 
Professionals, Second Edition 
Kalevi Rantanen and Ellen Domb
ISBN 1-4200-6273-5 

Value-Added Services for Next Generation 
Networks
Thierry Van de Velde  
ISBN 0-8493-7318-2 

WiMAX: A Wireless Technology Revolution  
G.S.V. Radha Krishna Rao and G. Radhamani 
ISBN 0-8493-7059-0 

OTHER AUERBACH PUBLICATIONS

AU5080.indb   2 11/8/07   10:35:44 AM



New York    London

Building
TrusTworThy
semanTic weBs

Bhavani Thuraisingham

AU5080.indb   3 11/8/07   10:35:44 AM



Auerbach Publications
Taylor & Francis Group
6000 Broken Sound Parkway NW, Suite 300
Boca Raton, FL 33487‑2742

© 2008 by Taylor & Francis Group, LLC 
Auerbach is an imprint of Taylor & Francis Group, an Informa business

No claim to original U.S. Government works
Printed in the United States of America on acid‑free paper
10 9 8 7 6 5 4 3 2 1

International Standard Book Number‑13: 978‑0‑8493‑5080‑1 (Hardcover)

This book contains information obtained from authentic and highly regarded sources. Reprinted 
material is quoted with permission, and sources are indicated. A wide variety of references are 
listed. Reasonable efforts have been made to publish reliable data and information, but the author 
and the publisher cannot assume responsibility for the validity of all materials or for the conse‑
quences of their use. 

No part of this book may be reprinted, reproduced, transmitted, or utilized in any form by any 
electronic, mechanical, or other means, now known or hereafter invented, including photocopying, 
microfilming, and recording, or in any information storage or retrieval system, without written 
permission from the publishers.

For permission to photocopy or use material electronically from this work, please access www.
copyright.com (http://www.copyright.com/) or contact the Copyright Clearance Center, Inc. (CCC) 
222 Rosewood Drive, Danvers, MA 01923, 978‑750‑8400. CCC is a not‑for‑profit organization that 
provides licenses and registration for a variety of users. For organizations that have been granted a 
photocopy license by the CCC, a separate system of payment has been arranged.

Trademark Notice: Product or corporate names may be trademarks or registered trademarks, and 
are used only for identification and explanation without intent to infringe.

Library of Congress Cataloging‑in‑Publication Data

Thuraisingham, Bhavani M.
Building trustworthy semantic webs / Bhavani Thuraisingham.

p. cm.
Includes bibliographical references and index.
ISBN‑13: 978‑0‑8493‑5080‑1 (alk. paper)
ISBN‑10: 0‑8493‑5080‑8 (alk. paper)
1. Semantic Web. 2. Database security. I. Title. 

TK5105.88815T59 2008
025.04‑‑dc22 2007027962

Visit the Taylor & Francis Web site at
http://www.taylorandfrancis.com

and the Auerbach Web site at
http://www.auerbach‑publications.com

T&F_LOC_A_Master.indd   1 7/12/07   8:00:55 AM
AU5080.indb   4 11/8/07   10:35:44 AM



�

Dedication

In Memory of My Parents

Nitchingam
3 October 1913 – 30 October 1971

and
Gnanam

25 September 1919 – 28 October 1984

Although your time with me was short,  
you gave me the strength to be brave and take on challenges.

AU5080.indb   5 11/8/07   10:35:45 AM



AU5080.indb   6 11/8/07   10:35:45 AM



vii

Contents

Preface...........................................................................................................xix
Acknowledgments......................................................................................xxvii
The Author..................................................................................................xxix

Chapter 1 Introduction.............................................................................1
1.1	 Trends.................................................................................................1
1.2	 Organization of This Chapter..............................................................2
1.3	 Research, Products, and Standards......................................................3
1.4	 Trustworthy Information Systems.......................................................4
1.5	 Secure Semantic Webs.........................................................................5
1.6 	 Dependable Semantic Webs.................................................................7
1.7	 Applications.........................................................................................7
1.8	 Specialized Trustworthy Semantic Webs.............................................8
1.9	 Organization of This Book..................................................................9
1.10	 Next Steps.........................................................................................11

Part I: Supporting Technologies for 			 
	    T rustworthy Semantic Webs		  	 15

Chapter 2 Trustworthy Systems............................................................17
2.1	 Overview...........................................................................................17
2.2	 Secure Systems...................................................................................17

2.2.1	 Overview................................................................................17
2.2.2	 Access Control and Other Security Concepts.........................18
2.2.3	 Types of Secure Systems.........................................................19
2.2.4	 Secure Operating Systems......................................................20
2.2.5	 Secure Database Systems........................................................21
2.2.6	 Secure Networks....................................................................23
2.2.7	 Emerging Trends....................................................................23
2.2.8	 Impact of the Web..................................................................24
2.2.9	 Steps to Building Secure Systems...........................................25

AU5080.indb   7 11/8/07   10:35:45 AM



viii  n  Contents

2.3	 Dependable Systems..........................................................................26
2.3.1	 Overview................................................................................26
2.3.2	 Trust Management.................................................................27
2.3.3	 Digital Rights Management...................................................28
2.3.4	 Privacy...................................................................................29
2.3.5	 Integrity, Data Quality, and High Assurance.........................29

2.4	 Web Security.....................................................................................30
2.4.1	 Overview................................................................................30
2.4.2	 Threats to Web Security.........................................................31

2.4.2.1	 Overview................................................................31
2.4.2.2	 General Cyber-Threats............................................31
2.4.2.3	 Threats to Web Databases......................................33

2.4.3	 Web Security Solutions..........................................................35
2.4.3.1	 Overview................................................................35
2.4.3.2	 Solutions for General Threats.................................36
2.4.3.3	 Risk Analysis..........................................................38
2.4.3.4	 Biometrics, Forensics, and Other Solutions............38
2.4.3.5	 Solutions for Threats to Web Databases.................39

2.5	 Summary and Directions...................................................................43
References...................................................................................................43
Exercises.....................................................................................................45

Chapter 3 Secure Data, Information, and Knowledge  
Management......................................................................................47
3.1	 Overview...........................................................................................47
3.2	 Secure Data Management..................................................................48

3.2.1	 Overview................................................................................48
3.2.2	 Database Management...........................................................48

3.2.2.1	 Data Model............................................................48
3.2.2.2	 Functions...............................................................49
3.2.2.3	 Data Distribution...................................................49

3.2.3	 Heterogeneous Data Integration............................................50
3.2.4	 Data Warehousing and Data Mining.....................................51
3.2.5	 Web Data Management.........................................................53
3.2.6	 Security Impact......................................................................54

3.3	 Secure Information Management......................................................55
3.3.1	 Overview................................................................................55
3.3.2	 Information Retrieval.............................................................56

3.3.2.1	 Text Retrieval.........................................................56
3.3.2.2	 Image Retrieval......................................................57
3.3.2.3	 Video Retrieval.......................................................57
3.3.2.4	 Audio Retrieval......................................................58

AU5080.indb   8 11/8/07   10:35:46 AM



Contents  n  ix

3.3.3	 Multimedia Information Management...................................58
3.3.4	 Collaboration and Data Management....................................59
3.3.5	 Digital Libraries.....................................................................61

3.3.5.1	 Search Engines.......................................................61
3.3.5.2	 Question-Answering Systems.................................63

3.3.6	 E-business..............................................................................63
3.3.7	 Security Impact..................................................................... 64

3.4	 Secure Knowledge Management........................................................65
3.4.1	 Knowledge Management........................................................65
3.4.2	 Security Impact......................................................................67

3.5	 Summary and Directions...................................................................67
References...................................................................................................68
Exercises.....................................................................................................70

Chapter 4 Semantic Web........................................................................71
4.1	 Overview...........................................................................................71
4.2	 Layered Architecture..........................................................................72
4.3	 XML..................................................................................................74

4.3.1	 XML Statement and Elements...............................................74
4.3.2	 XML Attributes.....................................................................74
4.3.3	 XML DTDs...........................................................................75
4.3.4	 XML Schemas........................................................................75
4.3.5	 XML Namespaces..................................................................75
4.3.6	 XML Federations and Distribution........................................75
4.3.7	 XML-QL, XQuery, XPath, XSLT..........................................76

4.4	 RDF..................................................................................................76
4.4.1	 RDF Basics........................................................................... 77
4.4.2	 RDF Container Model.......................................................... 77
4.4.3	 RDF Specification..................................................................78
4.4.4	 RDF Schemas........................................................................79
4.4.5	 RDF Axiomatic Semantics.....................................................79
4.4.6	 RDF Inferencing....................................................................79
4.4.7	 RDF Query........................................................................... 80

4.5	 Ontologies........................................................................................ 80
4.6	 Web Rules.........................................................................................82
4.7	 A Note on Agents..............................................................................83
4.8	 Applications.......................................................................................83
4.9	 Motivating Scenario..........................................................................86
4.10	 Summary and Directions...................................................................87
References...................................................................................................88
Exercises.....................................................................................................88

Conclusion to Part I.................................................................................89

AU5080.indb   9 11/8/07   10:35:46 AM



�  n  Contents

Part II: Secure Semantic Webs..............................................................91

Chapter 5 Security and the Semantic Web........................................93
5.1	 Overview...........................................................................................93
5.2	 Security for the Semantic Web..........................................................94

5.2.1	 Overview................................................................................94
5.2.2	 XML Security........................................................................95
5.2.3	 RDF Security.........................................................................96
5.2.4	 Security and Ontologies.........................................................97
5.2.5	 Secure Query and Rules Processing for the 	

Semantic Web........................................................................97
5.3	 Privacy and Trust for the Semantic Web............................................98

5.3.1	 Overview................................................................................98
5.3.2	 Data Mining, National Security, Privacy, and the 

Semantic Web........................................................................98
5.3.3	 Solutions to the Privacy Problem............................................99
5.3.4	 Trust for the Semantic Web.................................................100

5.4	 Secure Semantic Web Applications..................................................101
5.4.1	 Secure Web Services.............................................................101
5.4.2	 Secure Information Interoperability.....................................102
5.4.3	 Secure Agents and Related Technologies..............................102
5.4.4	 Secure Grid and Secure Semantic Grid................................103

5.5	 Specialized Semantic Webs..............................................................104
5.6	 Summary and Directions.................................................................104
References.................................................................................................105
Exercises...................................................................................................106

Chapter 6 Security and XML................................................................107
6.1	 Overview.........................................................................................107
6.2	 Sample XML Document.................................................................108

6.2.1	 XML Specification for the Graph in Figure 6.1....................108
6.2.2	 XML DTD for the Above XML Specification.....................109
6.2.3	 XML Schema for the Above XML Specification.................. 110

6.3	 Issues in XML Security...................................................................112
6.3.1	 XML Elements.....................................................................112
6.3.2	 XML Attributes...................................................................113
6.3.3	 XML DTDs.........................................................................113
6.3.4	 XML Schemas...................................................................... 114
6.3.5	 Namespaces.......................................................................... 114

6.4	 Policy Specification in XML............................................................ 115
6.4.1	 Credentials........................................................................... 115
6.4.2	 Policies................................................................................. 116

6.5	 Access Control for XML Documents.............................................. 117

AU5080.indb   10 11/8/07   10:35:46 AM



Contents  n  xi

6.6	 Secure Publication of XML Documents.......................................... 118
6.7	 Secure XML Databases.................................................................... 119
6.8	 Secure Distribution and Federation of XML Documents................120

6.8.1	 Distribution.........................................................................120
6.8.2	 Rule.....................................................................................121

6.8.2.1 	 Site 1 Document..................................................121
6.8.2.2	 Site 2 Document..................................................121

6.8.3	 Federations...........................................................................122
6.9	 Standards.........................................................................................122
6.10	 Summary and Directions.................................................................123
References.................................................................................................123
Exercises...................................................................................................124

Chapter 7 Security and RDF................................................................125
7.1	 Overview.........................................................................................125
7.2	 Example of an RDF Document.......................................................126

7.2.1	 RDF Document...................................................................126
7.2.2	 RDF Schema with Policy Specification................................126

7.3	 Issues in RDF Security....................................................................127
7.3.1	 Basic Concepts.....................................................................127

7.3.1.1	 Resources.............................................................127
7.3.1.2	 Properties.............................................................128
7.3.1.3	 Statements............................................................128
7.3.1.4	 Reification............................................................129
7.3.1.5	 Data Types...........................................................129

7.3.2	 Advanced Concepts..............................................................129
7.3.2.1 	 RDF Schema........................................................129

7.4	 Policy Specification in RDF.............................................................130
7.5	 Access Control.................................................................................131
7.5	 Secure RDF Databases....................................................................133

7.5.1	 Requested Query..................................................................133
7.6	 Summary and Directions.................................................................134
References.................................................................................................134
Exercises...................................................................................................135

Chapter 8 Security and Ontologies....................................................137
8.1	 Overview.........................................................................................137
8.2	 Owl Example...................................................................................138
8.3	 Securing Ontologies........................................................................140
8.4	 Policy Specification in OWL...........................................................141
8.5	 Access Control.................................................................................141
8.6	 Secure OWL Databases...................................................................143
8.7	 Ontology for Policy and Data Integration........................................143

AU5080.indb   11 11/8/07   10:35:47 AM



xii  n  Contents

8.8	 Summary and Directions.................................................................143
References.................................................................................................144
Exercises...................................................................................................145

Chapter 9 Security and Rules..............................................................147
9.1	 Overview.........................................................................................147
9.2	 Nonmonotonic-Typed Multilevel Logic for Secure Data and 

Knowledge Management.................................................................148
9.3	 Securing Rules.................................................................................148
9.4	 Policy Specification Using Rules...................................................... 151
9.5	 Inference Problem and Policy Reasoning......................................... 152
9.6	 Summary and Directions.................................................................154
References.................................................................................................154
Exercises................................................................................................... 155

Conclusion to Part II..............................................................................157

Part III: Dependable Semantic Webs................................................159

Chapter 10 Trust Management and the Semantic Web...............161
10.1	 Overview.........................................................................................161
10.2	 Trust Management..........................................................................162
10.3	 Semantic Web for Trust Management.............................................163
10.4	 Trust Management for the Semantic Web.......................................165
10.5	 Trust and Risk Management...........................................................166
10.6	 Digital Rights Management............................................................167
10.7	 Reputation-Based Systems...............................................................167
10.8	 Summary and Directions.................................................................168
References.................................................................................................169
Exercises...................................................................................................170

Chapter 11 Privacy and the Semantic Web.....................................171
11.1	 Overview.........................................................................................171
11.2	 Privacy Management.......................................................................172
11.3	 Semantic Web Applications for Privacy Management...................... 174
11.4	 Privacy for the Semantic Web.......................................................... 174
11.5	 Platform for Privacy Preferences......................................................175
11.6	 Privacy Problem through Inference..................................................176
11.7	 Privacy-Preserving Semantic Web Mining.......................................178
11.8	 Prototype Privacy Controller Implementation.................................178
11.9	 Summary and Directions.................................................................179
References.................................................................................................180
Exercises...................................................................................................181

AU5080.indb   12 11/8/07   10:35:47 AM



Contents  n  xiii

Chapter 12 Integrity Management and the Semantic Web ........183
12.1	 Overview.........................................................................................183
12.2	 Integrity, Data Quality, and Provenance..........................................184
12.3	 Semantic Web for Integrity Management........................................185
12.4	 Integrity for the Semantic Web........................................................187
12.5	 Inferencing, Data Quality, and Data Provenance............................188
12.6	 Summary and Directions.................................................................190
References.................................................................................................190
Exercises................................................................................................... 191

Chapter 13 Multilevel Security............................................................193
13.1	 Overview.........................................................................................193
13.2	 Multilevel Secure Data Management Systems.................................194
13.3	 Multilevel XML, RDF, OWL, and RuleML Documents................196
13.4	 Reasoning and the Inference Problem..............................................197
13.5	 Summary and Directions.................................................................198
References.................................................................................................198
Exercises...................................................................................................199

Chapter 14 Policy Engineering............................................................201
14.1	 Overview.........................................................................................201
14.2	 Revisiting Semantic Web Policies....................................................202

14.2.1	 Policies.................................................................................202
14.2.2	Policy Framework.................................................................203
14.2.3	 Trust Management and Negotiation....................................203
14.2.4	 Cooperative Policy Enforcement......................................... 204
14.2.5	 Natural Language Policies....................................................205
14.2.6	Next Steps............................................................................205

14.3	 Policy Generation and Specification................................................205
14.4	 Policy Consistency.......................................................................... 206
14.5	 Policy Evolution and Reuse..............................................................207
14.6	 Policy Integration and Interoperability........................................... 208
14.7	 Policy Management, Visualization, and Mining............................. 209
14.8	 Summary and Directions................................................................. 211
References.................................................................................................212
Exercise.....................................................................................................212

Chapter 15 Research, Standards, Products, and Applications...213
15.1	 Overview.........................................................................................213
15.2	 Research..........................................................................................214
15.3	 Standards......................................................................................... 215
15.4	 Commercial Products......................................................................216
15.5	 Applications.....................................................................................217
15.6	 Summary and Directions.................................................................218

AU5080.indb   13 11/8/07   10:35:47 AM



xiv  n  Contents

References.................................................................................................219
Exercise.....................................................................................................219

Conclusion to Part III.............................................................................221

Part IV: Applications of Trustworthy Semantic Webs...................223

Chapter 16 Secure Semantic Web Services.....................................225
16.1	 Overview.........................................................................................225
16.2	 Web Services................................................................................... 226
16.3	 Secure Web Services........................................................................227
16.4	 XACML and SAML....................................................................... 228
16.5	 Shibboleth.......................................................................................229
16.6	 Secure Web Services and the Semantic Web....................................231
16.7	 Summary and Directions.................................................................232
References.................................................................................................233
Exercises...................................................................................................233

Chapter 17 Secure Semantic Data, Information, and 
Knowledge Management..............................................................235
17.1	 Overview.........................................................................................235
17.2	 Secure Data Management................................................................236

17.2.1	 Discretionary Security..........................................................236
17.2.2	 Multilevel Security...............................................................236
17.2.3	 Multilevel Relational Data Model........................................237
17.2.4	 Inference Problem................................................................238
17.2.5	 Secure Distributed and Heterogeneous Data 

Management........................................................................238
17.2.6	 Secure Object Data Systems.................................................238
17.2.7	 Data Warehousing, Data Mining, Security, and Privacy......239
17.2.8	 Secure Web Data Management............................................241
17.2.9	 Emerging Secure Data-Management Technologies..............241

17.3	 Secure Information Management................................................... 242
17.3.1	 Secure Multimedia Information Management.................... 242

17.3.1.1 Security Policy........................................................ 242
17.3.1.2 Secure Multimedia Data Representation................ 244
17.3.1.3 Security Impact on Multimedia Data and 
             Information-Management Functions..................... 244

17.3.2	 Secure Workflow and Collaboration....................................245
17.4	 Secure Knowledge Management..................................................... 246
17.5	 Applications of the Semantic Web...................................................248

17.5.1	 Secure Data Management....................................................248
17.5.2	 Secure Information Management.........................................249
17.5.3	 Secure Knowledge Management..........................................250

AU5080.indb   14 11/8/07   10:35:48 AM



Contents  n  xv

17.6	 Summary and Directions.................................................................251
References.................................................................................................251
Exercises...................................................................................................252

Chapter 18 Secure Semantic Interoperability.................................253
18.1	 Overview.........................................................................................253
18.2	 Background.....................................................................................254
18.3	 Schema and Policy Integration........................................................255
18.4	 Semantic Heterogeneity...................................................................256
18.5	 Inference Problem............................................................................257
18.6	 Application of Semantic Web..........................................................258
18.7	 Summary and Directions................................................................ 260
References.................................................................................................261
Exercises...................................................................................................261

Chapter 19 Secure Semantic E-Business...........................................263
19.1	 Overview.........................................................................................263
19.2	 Secure E-Business........................................................................... 264
19.3	 Applications of the Semantic Web.................................................. 266
19.4	 Summary and Directions................................................................ 268
References................................................................................................ 268
Exercises...................................................................................................269

Chapter 20 Secure Semantic Digital Libraries................................271
20.1	 Overview.........................................................................................271
20.2	 Secure Digital Libraries...................................................................272

20.2.1	Overview..............................................................................272
20.2.2	 Secure Information Retrieval..............................................273
20.2.3	 Secure Search Engines.........................................................274
20.2.4	 Secure Question-Answering Systems...................................275

20.3	 Applications of the Semantic Web...................................................276
20.4	 Summary and Directions.................................................................278
References.................................................................................................278
Exercises...................................................................................................279

Chapter 21 Assured Semantic Information Sharing......................281
21.1	 Overview.........................................................................................281
21.2	 Organization Data Sharing..............................................................282
21.3	 Service-Oriented Architectures for Assured Information Sharing....283
21.4	 Data Integration and Analysis Technologies....................................283

21.4.1	 Data Integration...................................................................283
21.4.2	 Multimedia and Geospatial Data.........................................285
21.4.3	 Data Mining........................................................................285

AU5080.indb   15 11/8/07   10:35:48 AM



xvi  n  Contents

21.5	 Security Policy Enforcement........................................................... 286
21.5.1	 Security Policy Integration...................................................287

21.6	 Dependability Aspects.................................................................... 288
21.7	 Balancing Conflicting Requirements...............................................289
21.8	 The Role of the Semantic Web.........................................................290
21.9	 Summary and Directions.................................................................290
References.................................................................................................291
Exercises...................................................................................................292

Conclusion to Part IV.............................................................................293

Part V: Specialized Trustworthy Semantic Webs...........................295

Chapter 22 Domain-Specific Semantic Webs and Security........297
22.1	 Overview.........................................................................................297
22.2	 Defense and Intelligence Domain....................................................298
22.3	 Homeland Security and Border Control..........................................299
22.4	 Healthcare and Life Sciences...........................................................301
22.5	 Financial Domain............................................................................302
22.6	 Summary and Directions.................................................................303
References................................................................................................ 304
Exercises.................................................................................................. 304

Chapter 23 Secure Geospatial Semantic Web................................305
23.1	 Overview.........................................................................................305
23.2	 Geospatial Semantic Web............................................................... 306
23.3	 Secure Geospatial Data Management............................................. 308
23.4	 Secure Geospatial Semantic Web.....................................................310
23.5	 Secure Interoperability with GRDF.................................................312
23.6	 Geo-RSS..........................................................................................314
23.7	 Summary and Direction.................................................................. 315
References.................................................................................................316
Exercises...................................................................................................316

Chapter 24 Secure Semantic Sensor Web and Pervasive 
Computing ......................................................................................317
24.1	 Overview......................................................................................... 317
24.2	 Security for Sensor Data Systems.....................................................318
24.3	 Secure Wireless Data Management..................................................322
24.4	 Secure Mobile and RFID Data Management..................................324
24.5	 Secure Semantic Sensor Web...........................................................324
24.6	 Pervasive Computing and the Semantic Web...................................325
24.7	 Summary and Directions.................................................................327
References.................................................................................................327
Exercises...................................................................................................328

AU5080.indb   16 11/8/07   10:35:49 AM



Contents  n  xvii

Conclusion to Part V..............................................................................329

Chapter 25 Summary and Directions................................................331
25.1	 About This Chapter.........................................................................331
25.2	 Summary of This Book....................................................................331
25.3	 Revisiting the Scenario....................................................................336
25.4	 Directions for Trustworthy Semantic Webs.....................................338
25.5	 Where Do We Go from Here?.........................................................341

Bibliography................................................................................................ 343
Information Security............................................................................... 343
Data Management................................................................................... 343
Semantic Web.......................................................................................... 344

Appendix A Data Management Systems: Developments  
and Trends........................................................................................345
A.1	 Overview.........................................................................................345
A.2	 Developments in Database Systems................................................ 346
A.3	 Status, Vision, and Issues.................................................................350
A.4	 Data Management Systems Framework...........................................351
A.5	 Building Information Systems from the Framework........................354
A.6	 Relationship between the Texts.......................................................357
A.7	 Summary and Directions.................................................................359
References.................................................................................................359

Appendix B Secure Data Management.............................................361
B.1	 Overview.........................................................................................361
B.2	 Access Control Policies....................................................................362

B.2.1	 Overview..............................................................................362
B.2.2	 Authorization Policies..........................................................363
B.2.3	 Role-Based Access Control.................................................. 364

B.3	 Other Policies................................................................................. 366
B.3.1	 Administration Policies....................................................... 366
B.3.2	 Identification and Authentication.........................................367
B.3.3	 Auditing a Database System................................................ 368
B.3.4	 Views for Security............................................................... 368

B.4	 Policy Enforcement and Related Issues........................................... 368
B.4.1	 SQL Extensions for Security............................................... 368
B.4.2	 Query Modification.............................................................370
B.4.3	 Discretionary Security and Database Functions...................371
B.4.4	 Visualization of Policies........................................................372
B.4.5	 Prototypes and Products......................................................373

B.5	 Summary and Directions.................................................................374
References.................................................................................................375

AU5080.indb   17 11/8/07   10:35:49 AM



xviii  n  Contents

Appendix C Developments with Standards, Products,  
and Tools..........................................................................................377
C.1	 Overview..........................................................................................377
C.2	 Standards.........................................................................................378

C.2.1	 World Wide Web Consortium...............................................378
C.2.2	 Organization for the Advancement of Structured 

Information Standards.........................................................379
C.3	 Products...........................................................................................380
C.4	 Tools................................................................................................381
C.5	 Summary and Directions..................................................................383
References.................................................................................................383

Index..................................................................................................................... 385

AU5080.indb   18 11/8/07   10:35:49 AM



xix

Preface

Background
Recent developments in information-systems technologies have resulted in com-
puterizing many applications in various business areas. Data has become a criti-
cal resource in many organizations, and therefore, efficient access to data, sharing 
the data, extracting information from the data, and making use of the information 
has become an urgent need. As a result, there have been many efforts on not only 
integrating the various data sources scattered across several sites, but also extracting 
information from these databases in the form of patterns and trends. These data 
sources may be databases managed by database-management systems, or they could 
be data warehoused in a repository from multiple data sources.

The advent of the World Wide Web (WWW) in the mid-1990s has resulted in 
even greater demand for managing data, information, and knowledge effectively. 
There is now so much data on the Web that managing it with conventional tools 
is becoming almost impossible. New tools and techniques are needed to effec-
tively manage this data. Therefore, to provide interoperability as well as to ensure 
machine-understandable Web pages, the concept of a semantic Web was conceived 
by Tim Berners Lee who heads the World Wide Web Consortium (W3C).

As the demand for data and information management increases, there is also a 
critical need for maintaining the security of the databases, applications, and infor-
mation systems. Data and information have to be protected from unauthorized 
access as well as from malicious corruption. With the advent of the Web it is even 
more important to protect the data and information as numerous individuals now 
have access to this data and information. Therefore, we need effective mechanisms 
to secure semantic Web technologies.

This book will review the developments in semantic Web technologies and 
describe ways of securing these technologies. The focus will be on confidentiality, 
privacy, trust, and integrity management for the semantic Web. We will call such 
a semantic Web a trustworthy semantic Web. We will also discuss applications of 
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trustworthy semantic Webs in secure Web services, secure interoperability, secure 
knowledge management, secure E-business, and secure information sharing.

We have written a series of books for Taylor & Francis on data management, 
data mining, and data security.

Book 1 (Data Management Systems Evolution and Interoperation) focused on general 
aspects of data management and also addressed interoperability and migration.

Book 2 (Data Mining: Technologies, Techniques, Tools and Trends) discussed data 
mining. It essentially elaborated on Chapter 9 of Book 1.

Book 3 (Web Data Management and Electronic Commerce) discussed Web data-
base technologies and E-commerce as an application area. It essentially elabo-
rated on Chapter 10 of Book 1.

Book 4 (Managing and Mining Multimedia Databases for the Electronic Enter-
prise) addressed both multimedia database management and multimedia data 
mining. It elaborated on both Chapter 6 of Book 1 (for multimedia database 
management) and Chapter 11 of Book 2 (for multimedia data mining).

Book 5 (XML, Databases, and the Semantic Web) described XML technologies 
related to data management. It elaborated on Chapter 11 of Book 3.

Book 6 (Web Data Mining Technologies and Their Applications in Business Intel-
ligence and Counterterrorism) elaborated on Chapter 9 of Book 3.

Book 7 (Database and Applications Security: Integrating Data Management and 
Information Security) examines security for technologies discussed in each of 
our previous books. It focuses on the technological developments in database 
and applications security. It is essentially the integration of information secu-
rity and database technologies.

One can regard our Book 7 to be the start of a new series in data security. Our 
current book (Book 8) is an elaboration of Chapter 25 of Book 7. It also integrates 
security with the contents of Book 5. The relationships between our texts will be 
illustrated in Appendix A.

Developments and Directions for 
Trustworthy Semantic Webs
As stated by Tim Berners Lee, the semantic Web consists of a collection of technol-
ogies that enable machine-understandable Web pages. The idea is for agents acting 
on behalf of users to collaborate with one another, invoke Web services, understand 
the Web pages, and carry out activities such as make airline reservations, plan for 
a surgery, or design a vehicle. The technologies that consist of the semantic Web 
include markup languages such as eXtensible Markup Language (XML), seman-
tics-based languages such as Resource Description Framework (RDF), and ontology 
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languages such as Web Ontology Language (OWL). Agents use these technologies, 
negotiate contracts with each other, and carry out activities. To ensure the security 
of operation, the semantic Web needs to enforce policies for confidentiality, pri-
vacy, trust, and integrity, among others, that is, policies specify the types of access 
that agents have to the Web resources and also the extent to which the agents 
trust one another. To carry out negotiations, various inferencing systems have been 
developed. Although numerous developments have been reported on semantic Web 
technologies, it is only recently that security is getting some attention. Therefore, 
one of the major directions for the semantic Web is to ensure the security of opera-
tion. We discuss some of the security issues in the next few paragraphs.

Consider the XML layer of the semantic Web. One needs secure XML, that is, 
access must be controlled to various portions of the document for reading, brows-
ing, and modifications. There is research on securing XML and XML schemas. The 
next step is securing RDF. Now, with RDF not only do we need secure XML, we 
also need security for the interpretations and semantics. For example, under certain 
contexts, portions of the document may be unclassified, whereas under certain 
other contexts the document may be classified. As an example, one could declassify 
an RDF document once the war is over.

Once XML and RDF have been secured, the next step is to examine security 
for ontologies; that is, ontologies may have security levels attached to them. Certain 
parts of the ontologies could be secret, whereas certain other parts may be unclas-
sified. The challenge is, how does one use these ontologies for applications such as 
secure information integration? Researchers have done some work on the secure 
interoperability of databases, and the use of ontologies is being explored.

We also need to examine the inference problem for the semantic Web. Infer-
ence is the process of posing queries and deducing new information. It becomes 
a problem when the deduced information is something the user is unauthorized 
to know. With the semantic Web, and especially with data mining tools, one can 
make all kinds of inferences. Recently there has been some research on controlling 
unauthorized inferences on the semantic Web.

Security should not be an afterthought. We have often heard that one needs to 
insert security into the system right from the beginning. Similarly, security can-
not be an afterthought for the semantic Web. However, we cannot also make the 
system inefficient if we must guarantee 100 percent security at all times. What is 
needed is a flexible security policy. During some situations we may need 100 per-
cent security, whereas during some other situations some security (e.g., 60 percent) 
may be sufficient.

Closely related to security is privacy. The challenge here is protecting sensitive 
information about individuals. Other challenges include trust management and 
negotiation. How do we determine the trust that agents place in one another? Is it 
based on the reputation of the agents? Another challenge is maintaining integrity. 
For example, when XML documents are published by third parties, we need to 
ensure that the documents are authentic and are of high quality. We hope that 
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many of these challenges will be clearer in this book. As more progress is made 
on investigating these various issues, we hope that appropriate standards will be 
developed for securing the semantic Web. Note that although security is essentially 
about confidentiality, we use the term trustworthiness to include not only confi-
dentiality, but also privacy, trust, and integrity.

Organization of this Book
This book is divided into five parts, each describing some aspect of trustworthy 
semantic Webs. Part I, consisting of three chapters, discusses concepts in trustwor-
thy-information systems. Note that the supporting technologies for trustworthy 
semantic Webs are trustworthy-information systems and semantic Webs. Trustwor-
thy-information systems consist of many aspects. We will focus on three aspects. 
Chapter 2 discusses concepts in trustworthy systems including secure systems as 
well as features such as integrity, trust, and privacy. Chapter 3 discusses secure data, 
information, and knowledge management. We discuss topics such as secure data-
base systems, secure information systems such as secure multimedia systems, and 
secure knowledge management. Chapter 4 discusses concepts in semantic Webs.

Part II, consisting of five chapters, discusses secure semantic Webs. Note that 
this part is the heart of the book. In Chapter 5 we provide an overview of secure 
semantic Webs. In Chapter 6 we discuss XML security. In Chapter 7 we discuss 
RDF security. Security and ontologies including security for OWL are discussed in 
Chapter 8. Integrating security into Web rules is the subject of Chapter 9.

Part III, which consists of six chapters, discusses dependability of the semantic 
Web. Note that whereas security (i.e., confidentiality) has been our main focus, 
we also address other features such as trust management and privacy. Chapter 10 
discusses trust management for the semantic Web. We discuss trust policies and 
describe how automatic trust management may be included in the operation of 
the semantic Web. Note that trust is already discussed in the definition of the 
semantic Web by Tim Berners Lee. For example, how can we trust the statements? 
Logicians are working on proof systems to determine trust. However, the security 
community has also investigated trust extensively. For example, if A trusts B and B 
trusts C, then should A trust C? Chapter 11 discusses privacy for the semantic Web. 
We examine the Platform for Privacy Preferences Project (P3P) and discuss ways 
to extend it. We also examine the privacy problems that arise through semantic 
Web mining and discuss approaches for privacy-preserving semantic Web mining. 
Chapter 12 discusses integrity and data quality for the semantic Web. How do we 
ensure that the information that is exchanged is of high quality? Multilevel security 
for the semantic Web is the subject of Chapter 13. Note that multilevel security is 
an aspect of confidentiality. However, we decided not to include it in Part II to give 
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Part II more focus. Managing the policies is an important aspect. Therefore, policy 
engineering is discussed in Chapter 14. Finally, in Chapter 15 we elaborate on 
the developments about the semantic Web from research, standards, products, and 
applications points of view. We decided to include Chapter 15 in Part III mainly 
for completion.

Part IV discusses applications that utilize trustworthy semantic Webs. Chapter 
16 discusses secure Web services that utilize semantic Web technologies. Seman-
tic Web technologies for managing secure databases is the subject of Chapter 17. 
Secure semantic interoperability for heterogeneous information sources is discussed 
in Chapter 18. Chapter 19 discusses a semantic Web for secure E-business applica-
tions. Chapter 20 discusses a semantic Web for secure digital libraries. Chapter 
21 discusses semantic Web technologies for an important applications area called 
assured information sharing.

Part V consists of three chapters and describes specialized and domain-	
specific semantic Webs. In Chapter 22 we discuss domain-specific semantic Webs 
for defense, financial, and medical domains, among others. Trustworthy semantic 
Webs for geospatial data as well as for sensor data are discussed in Chapter 23. In 
particular, the work carried out on Geography Markup Language (GML) as well as 
the interoperability work of the Open Geospatial Consortium (OGC) is discussed. 
Chapter 24 discusses pervasive computing applications including secure mobile 
sensor semantic Webs as well as pervasive semantic Webs.

Chapter 25 summarizes the book and discusses future directions. We have 
included three appendices. Appendix A provides an overview of data management 
and discusses the relationship between the texts we have written. A summary of 
data and applications security (which is our Book 7) is given in Appendix B to give 
the reader a better understanding as to where we are coming from. Various stan-
dards efforts related to the semantic Web are detailed in Appendix C. This book 
ends with a bibliography and an index. Each of Chapters 1 through 25 includes 
references for that chapter as well as exercises that will be useful for students.

Data, Information, and Knowledge
In general, data management includes managing the databases, interoperability, 
migration, warehousing, and mining. For example, the data on the Web has to be 
managed and mined to extract information, patterns, and trends. Data could be 
in files, relational databases, or other types of databases such as multimedia data-
bases. Data may be structured or unstructured. We repeatedly use the terms data, 
data management, and database systems and database-management systems in this 
book. We elaborate on these terms in Appendix A. We define data-management 
systems to be systems that manage the data, extract meaningful information from 
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the data, and make use of the information extracted. Therefore, data-management 
systems include database systems, data warehouses, and data-mining systems. Data 
could be structured data such as that found in relational databases, or it could be 
unstructured such as text, voice, imagery, and video.

There have been numerous discussions in the past to distinguish between data, 
information, and knowledge. In some of our previous books on data management 
and mining, we did not attempt to clarify these terms. We simply stated that data 
could be just bits and bytes, or it could convey some meaningful information to 
the user. However, with the Web and also with increasing interest in data, infor-
mation, and knowledge management as separate areas, in this book we take a dif-
ferent approach to data, information, and knowledge by differentiating between 
these terms as much as possible. For us data is usually some value like numbers, 
integers, and strings. Information is obtained when some meaning or semantics is 
associated with the data such as John’s salary is 20K. Knowledge is something that 
you acquire through reading and learning and, as a result, understand the data and 
information and take actions. Data and information can be transferred into knowl-
edge when uncertainty about the data and information is removed from someone’s 
mind. It should be noted that it is rather difficult to give strict definitions of data, 
information, and knowledge. Sometimes we will use these terms interchangeably. 
Our framework for data management discussed in Appendix A helps clarify some 
of the differences. To be consistent with the terminology in our previous books, 
we distinguish between database systems and database-management systems. A 
database-management system is that component which manages the database con-
taining persistent data. A database system consists of both the database and the 
database-management system.

Final Thoughts
The goal of this book is to explore security issues for the semantic Web and discuss 
how trustworthy semantic Webs may be applied for Web services, interoperability, 
and knowledge management, among others. The goal is also to show the breadth of 
the applications of trustworthy semantic Webs in multiple domains. We have used 
the material in this book together with the numerous papers listed in the references 
in each chapter for a graduate level course at the University of Texas at Dallas on 
Building Trustworthy Semantic Webs. In addition to trying out the exercises at the 
end of each chapter, the students also wrote term papers and carried out a program-
ming project on trustworthy semantic Webs.

One could argue that because the developments in secure semantic Webs are 
just beginning, this book might be premature. I feel that in many ways it is timely 
to write such a book so that various viewpoints can be taken into consideration 
in advancing the field. It is important that appropriate tools and technologies are 
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developed to secure the semantic Web. Security cannot be an afterthought. There-
fore, although the technologies for the semantic Web are being developed, it is 
important to include security at the onset. Furthermore, a lot of progress has been 
made on data security, and it is important to take advantage of these developments 
in securing the semantic Web. I believe strongly in taking as much advantage as 
possible of the knowledge that is out there rather than reinventing the wheel. It was 
for these reasons that I decided to write this book now.
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Chapter 1

Introduction

1.1	T rends
A semantic Web is intelligent and understands and reads Web pages. At present 
we need the human in the loop to read and understand Web pages and make deci-
sions. The vision of Tim Berners Lee is to develop technologies such as eXtensible 
Markup Language (XML), Resource Description Framework (RDF), and ontolo-
gies so that agents acting on behalf of users can read and understand the Web pages 
and make decisions.

Although progress has been made on semantic Webs during the past decade, 
much progress has also been made on trustworthy information systems over the 
past three to four decades. Such systems include secure systems, high-assurance 
systems, and high-integrity systems. Until recently much of the focus has been on 
security (i.e., confidentiality). However, recently there has been work on integrating 
features such as security, integrity, trust management, fault tolerance, and real-time 
processing.

One of the major challenges in the development of semantic Webs is to build 
trustworthy semantic Webs. By trustworthy semantic Webs we mean semantic 
Webs that are secure, manage trust, have integrity, ensure privacy, and are capable 
of processing information in a timely manner. In this book we will discuss develop-
ments, directions, and challenges for trustworthy semantic Webs.

Trustworthy semantic Webs integrate two major technologies: trustworthy 
information systems and semantic Webs. In our terminology, trustworthy infor-
mation includes systems that are secure and dependable. Dependable systems 
include high-assurance systems that meet timing constraints, recover from faults, 
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and ensure integrity. We have assumed that features of trustworthy systems include 
security, integrity, privacy, and trust. It is almost impossible to incorporate all 
these features in designing a system. Therefore, the challenge is to make tradeoffs 
between the various features and enforce flexible policies.

Our main focus in this book will be on building secure semantic Web technolo-
gies with a focus on confidentiality. However, we will also give consideration to 
other features such as integrity, privacy, trust, and data quality so that we can build 
trustworthy semantic Webs. Some books and papers have used the terms trust-
worthiness and dependability interchangeably. Note that standard definitions of the 
terms such as trustworthiness and dependability have yet to be developed. Our goal 
is to focus on the features of trustworthy semantic Webs based on the definition 
that we have assumed, that is, trustworthy semantic Webs include secure semantic 
Webs and dependable semantic Webs. Dependable semantic Webs include seman-
tic Webs that ensure privacy, manage trust, have high integrity, meet timing con-
straints, and recover from faults.

1.2	O rganization of This Chapter
Before we begin discussing the contents of this book, we give an overview of where 
we are with respect to trustworthy semantic Webs and discuss why we embarked 
on this book. Although a lot of work has gone on in recent years on trustworthy 
semantic Webs (especially since my invited talk at the EU-US [European Union–
United States] meeting on semantic Webs at Sophia Antipolis, France, in October 
2001, and my funding efforts on this topic while I was a program director at the 
National Science Foundation between October 2001 and September 2004), there 
was no source where one could go to find out what is going on in building trustwor-
thy semantic Webs. Therefore, I first decided to teach a course on this topic at the 
University of Texas at Dallas in the fall of 2006 and subsequently started writing 
this book, although I had planned on this book soon after I finished my previous 
book on Database and Applications Security in 2005.

This book is divided into five parts. Each part is summarized in the ensuing sec-
tions of this chapter. First, an overview of research products and standards is given 
in Section 1.3. Section 1.4, which summarizes Part I, discusses trustworthy systems, 
secure data and information-management systems, and semantic Webs. We have 
assumed that supporting technologies for trustworthy semantic Webs are trustwor-
thy systems, secure data systems, and the semantic Web. Trustworthy information 
systems include numerous types of information systems including secure systems, 
real-time systems, fault tolerance systems, and high-assurance systems.

The components of trustworthy semantic Webs are secure semantic Webs and 
dependable semantic Webs. Section 1.5, which summarizes Part II, discusses con-
cepts in secure semantic Webs, in particular, secure XML, secure RDF, secure 
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ontologies, and secure rules as well as other security issues such as the inference 
problem for the semantic Web.

Section 1.6, which summarizes Part III, discusses concepts in dependable 
semantic Webs. Note that we have focused on security, which we assume to be 
mainly confidentiality, in Part III. We have used dependability to include other 
features such as trust management, integrity, and data quality in Part III. In addi-
tion, we have included privacy as part of dependability. Therefore, in Section 1.6 we 
discuss semantic Webs that have to manage trust and ensure data integrity as well 
as timely processing. Privacy issues including the Platform for Privacy Preferences 
Project (P3P) are also discussed.

Section 1.7, which summarizes Part IV, discusses various applications for secure 
and trustworthy semantic Webs. In particular, applications such as secure Web 
services, secure data management, and secure interoperability are discussed.

Section 1.8, which summarizes Part V, discusses special semantic Webs for dif-
ferent user communities including geospatial Webs, sensor Webs, and Webs for 
medical and financial communities.

Section 1.9 gives further details on the organization of this book. As with our 
previous books, this book is also based on a framework for trustworthy semantic 
Webs. The framework consists of the supporting technologies, core concepts, and 
applications. Future directions are discussed in Section 1.10.

1.3	R esearch, Products, and Standards
The major research institution conducting research in trustworthy semantic Webs 
is the University of Maryland (Baltimore County) under the leadership of Prof. 
Tim Finin (with Profs. Anupam Joshi and Yelena Yesha). Other institutions include 
the University of Maryland (Prof. James Hendler, now at Rensselaer Polytechnic 
Institute), the Massachusetts Institute of Technology (Prof. Tim Berners Lee with 
Dr. Lalana Kagal and Lawyer Daniel Weitzner among others), and the Univer-
sity of Texas at Dallas (Prof. Bhavani Thuraisingham with Prof. Latifur Khan). 
Work on policy issues is also being carried out at other universities in the United 
States and Europe. For example, Purdue University is conducting excellent research 
on XML-based policy management (Prof. Bertino, formerly at the University of 
Milan). The University of Como in Italy is conducting research on XML and RDF-
based policy management (Profs. Elena Ferrari and Barbara Carminati). George 
Mason University is conducting research on bringing the Usage Control (UCON) 
Model into the semantic Web framework (Prof. Ravi Sandhu now at the University  
of Texas at San Antonio).

At present there is no commercial semantic Web or secure semantic Web prod-
uct. However, one can develop a semantic Web by putting together technologies 
such as XML and RDF. Corporations such as International Business Machines 
Corporation (IBM), Oracle, Microsoft, and SAP among others are developing 
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semantic Web technologies. For example, Oracle has developed a data-manage-
ment system to manage XML and, more recently, RDF documents. Oracle also is 
providing security solutions.

With respect to standards, organizations such as the World Wide Web Consor-
tium (W3C) and the Organization for the Advancement of Structured Informa-
tion Standards (OASIS) are developing semantic Web standards. Whereas W3C 
is focusing entirely on standards for semantic Webs, OASIS standards are mainly 
based on XML technologies. Also organizations such as the Open Geospatial Con-
sortium (OGC) are developing standards such as Geography Markup Language 
(GML) for geospatial data management.

1.4	T rustworthy Information Systems
Part I of this book will discuss the supporting technologies for trustworthy seman-
tic Webs. These supporting technologies are lumped into what we call trustworthy 
information systems. These systems consist of many aspects including trustworthy 
systems, secure data and information systems, and semantic Webs.

Trustworthy systems are systems that are secure and dependable. By dependable 
systems we mean systems that have high integrity, are fault tolerant, and meet real-
time constraints. Trustworthy systems may include information systems including 
data-management systems, information-management systems, and trustworthy 
networks. In other words, for a system to be trustworthy it must be secure, fault 
tolerant, meet timing deadlines, and manage high-quality data. However, inte-
grating these features into a system means that the system has to meet conflicting 
requirements. For example, if the system makes all the access control checks, then 
it may miss some of its deadlines. The challenge in designing trustworthy systems 
is to design systems that are flexible. For example, in some situations it may be 
important to meet all the timing constraints, whereas in other situations it may be 
critical to satisfy all the security constraints.

Trustworthy systems have sometimes been referred to as dependable systems, 
whereas in some other cases dependability is considered to be part of trustwor-
thiness. For example, in some papers dependability includes mainly fault-tolerant 
systems, and when one integrates fault tolerance with security, then one gets trust-
worthy systems. Regardless of what the definitions are, for systems to be deployed 
in operational environments, especially for command and control and other critical 
applications, we need end-to-end dependability as well as security. For some appli-
cations not only do we need security and confidentiality, we also need to ensure 
that the privacy of the individuals is maintained. Therefore, privacy is also another 
feature of trustworthiness.

For a system to be dependable and trustworthy, we need end-to-end dependabil-
ity and trustworthiness. Note that the components that comprise a system include 
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the network, operating systems, middleware and infrastructure, data manager, and 
applications. We need all the components to be dependable and trustworthy.

As stated earlier, other supporting technologies for building trustworthy seman-
tic Webs are secure data, information and knowledge-management systems as well 
as semantic Webs. Secure data and information systems include secure database 
systems such as secure relational database systems and secure information systems 
such as secure multimedia information systems and digital libraries.

The third supporting technology is the semantic Web. As previously stated, the 
goal of the semantic Web is to ensure that the Web pages are machine understand-
able. This is the vision of Tim Berners Lee. The idea is to develop common ontolo-
gies and specification languages so that agents that act on behalf of the users can 
read the Web pages and make sense of the data. The ultimate goal is for the system 
to take actions without the human in the loop. Figure 1.1 illustrates the supporting 
technologies for trustworthy semantic Webs. Figure 1.2 illustrates the technology 
stack for the semantic Web as defined by Tim Berners Lee.

1.5	 Secure Semantic Webs
As discussed earlier, trustworthy semantic Webs include secure semantic Webs 
and dependable semantic Webs. Part II discusses technologies for secure semantic 
Webs. By security we mean confidentiality. For many applications, especially for 
Command, Control Communications, Computers, Intelligence, Surveillance, and 
Reconnaissance (C4ISR), the semantic Web has to operate securely. Note that secu-
rity cannot be considered in isolation. Security cuts across all layers, and this is a 
challenge; that is, we need security for each of the layers illustrated in Figure 1.3.

For example, consider the lowest layer. One needs secure Transmission Control 
Protocol/Internet Protocol (TCP/IP), secure sockets, and secure Hypertext Trans-
fer Protocol (HTTP). There are now security protocols for these various lower-layer 

Trustworthy
Information

Systems

Secure Data,
Information and

Knowledge
Management   

Semantic Web

Supporting
Technologies for

Trustworthy Semantic
Webs   

Figure 1.1  Supporting technologies for trustworthy semantic Webs.
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protocols. One needs end-to-end security; that is, one cannot just have secure TCP/
IP built on untrusted communication layers. We need network security. The next 
layer is XML and XML schemas. One needs secure XML; that is, access must be 
controlled to various portions of the document for reading, browsing, and modi-
fications. There is research on securing XML and XML schemas. The next step is 
securing RDF. Now with RDF, not only do we need secure XML, we also need 
security for the interpretations and semantics. For example, under certain contexts, 
portions of the document may be unclassified, whereas under certain other contexts 
the document may be classified. As an example, one could declassify an RDF docu-
ment once the war is over.

XML, XML Schemas 

Rules/Query

Logic, Proof and Trust 

RDF, Ontologies 

URI, UNICODE 

Figure 1.2 T echnology stack for the semantic Web.

Security for XML, XML Schemas

Security for Rules/Query

Logic, Proof and Trust with Respect to Security

Security for RDF, Ontologies

Security for URI, UNICODE

Figure 1.3 T echnology stack for a secure semantic Web.

AU5080.indb   6 11/8/07   10:35:56 AM



Introduction  n  �

Once XML and RDF have been secured, the next step is to examine security for 
ontologies and interoperation, that is, ontologies may have security levels attached 
to them. Certain parts of the ontologies could be secret, whereas certain other parts 
may be unclassified. The challenge is, how does one use these ontologies for secure 
information integration? Researchers have done some work on the secure interoper-
ability of databases. We need to revisit this research and then determine what else 
needs to be done so that the information on the Web can be managed, integrated, 
and exchanged securely.

Security should not be an afterthought. We have often heard that one needs to 
insert security into the system right from the beginning. Similarly, security can-
not be an afterthought for the semantic Web. However, we cannot also make the 
system inefficient if we must guarantee 100 percent security at all times. What 
is needed is a flexible security policy. During some situations we may need 100 
percent security, whereas during some other situations 30 percent security may be 
sufficient. In Part II we discuss secure XML, RDF, and ontologies as well as rules 
and the inference problem.

1.6 	 Dependable Semantic Webs
In our definition, trustworthiness consists of security and dependability. By depend-
able system, we mean systems that have integrity, high assurance, and are fault 
tolerant and meet real-time constraints. Similarly, a dependable semantic Web is a 
semantic Web that has integrity; the information is of high quality, is fault toler-
ant, and meets timing constraints. We have also added privacy, trust management, 
and rights management as part of dependability. Note that this is not a standard 
definition; that is, some papers and books have used the terms trustworthiness and 
dependability interchangeably. Furthermore, some papers have also implied that 
security includes confidentiality, integrity, and privacy.

Figure 1.4 illustrates aspects of a dependable semantic Web. The challenge is 
to ensure that the semantic Web has all the features such as privacy, trust, and 
integrity. Essentially the system has to be flexible. Part III focuses on dependable 
semantic Webs.

1.7	A pplications
A semantic Web is being deployed for many domain applications including medi-
cal, financial, and command and control. However, a semantic Web is also a key 
technology for many other technologies such as Web services, grids, and knowledge 
management. Therefore, by applications we mean the technical applications such as 
knowledge management. Domain applications are discussed in Section 1.8.
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Web services are the various services that a user can invoke. These services make 
use of semantic Web technologies such as XML and RDF. Secure semantic Web 
technologies can be applied to secure Web services. Similarly, secure semantic Web 
technologies can be applied to secure data, information, and knowledge manage-
ment. For example, technologies such as RDF and ontologies are useful to capture 
knowledge, and the reasoning tools could be used to manage the knowledge. Other 
applications include interoperability and E-business. Figure 1.5 illustrates the tech-
nical applications.

1.8	 Specialized Trustworthy Semantic Webs
Although much of the research and development about the semantic Web has 
focused on managing and exchanging text-based and structured data, there is now 
an urgent need to manage geospatial and sensor data. Languages such as GML and 
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Figure 1.4 A spects of a dependable semantic Web.
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Figure 1.5 T rustworthy semantic Web technology applications.
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Sensor Markup Language (SML) are being developed by standards organizations 
such as OGC. The end result is semantic Webs for geospatial and sensor data.

Very few of the efforts have focused on incorporating security and trust for spe-
cialized semantic Webs. Part V of the book discusses these specialized Webs as well 
as Webs for domains for medical, financial, and defense applications (Figure 1.6).

1.9	O rganization of This Book
This book is divided into five parts, each describing some aspect of trustworthy 
semantic Webs. As mentioned, the major focus of this book will be on security and 
confidentiality. Other features such as trust management, integrity, data quality, 
and timely fault-tolerant processing will be addressed for semantic Webs. Applica-
tions for trustworthy semantic Webs such as semantic E-business and digital librar-
ies will also be discussed.

Part I discusses concepts in trustworthy information systems. Note that the 
supporting technologies for trustworthy semantic Webs are trustworthy informa-
tion systems and semantic Webs. Trustworthy information systems consist of many 
aspects. We focus on three aspects. Chapter 2 discusses concepts in trustworthy 
systems including secure systems as well as features such as integrity, trust, and pri-
vacy. Chapter 3 discusses secure data, information, and knowledge management. 
We discuss topics such as secure database systems, secure information systems such 
as secure multimedia systems, and secure knowledge management. Chapter 4 dis-
cusses concepts in semantic Webs.

Part II discusses secure semantic Webs. Note that this part is the heart of the 
book. In Chapter 5 we provide an overview of secure semantic Web. In Chapter 6 
we discuss XML security based on our collaborative research with the University 
of Milan. In Chapter 7 we discuss RDF security. Security and ontologies including 

Medical, Financial
and Security Domains

Secure Geospatial
Semantic Webs

Secure Sensor
Semantic Webs

Specialized
Semantic Webs

Figure 1.6  Specialized trustworthy semantic Webs.
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security for Web Ontology Language (OWL) are discussed in Chapter 8. Integrat-
ing security into Web rules is the subject of Chapter 9.

Part III discusses dependability of the semantic Web. Note that whereas secu-
rity (i.e., confidentiality) has been our main focus, we also address other features 
such as trust management and privacy. Chapter 10 discusses trust management for 
the semantic Web. We discuss trust policies and describe how automatic trust man-
agement may be included in the operation of the semantic Web. Note that trust is 
already discussed in the definition of the semantic Web by Tim Berners Lee. For 
example, how can we trust the statements? Logicians are working on proof systems 
to determine trust. However, the security community has also investigated trust 
extensively. For example, if A trusts B and B trusts C, then should A trust C? Finin 
and others have carried out extensive research on trust for the semantic Web at the 
University of Maryland (Baltimore County). Chapter 11 discusses privacy for the 
semantic Web. We examine P3P and discuss ways to extend it. We also examine the 
privacy problems that arise through semantic Web mining and discuss approaches 
for privacy-preserving semantic Web mining. Chapter 12 discusses integrity and 
data quality for the semantic Web. How do we ensure that the information that is 
exchanged is of high quality? Multilevel security for a semantic Web is the subject 
of Chapter 13. Note that multilevel security is an aspect of confidentiality. How-
ever, we decided not to include it in Part II to give that part more focus. Managing 
the policies is an important aspect. Therefore, policy engineering is discussed in 
Chapter 14. Finally, in Chapter 15 we elaborate on the developments discussed in 
Section 1.2. We decided to include this in Part III mainly for completion.

Part IV discusses applications that utilize trustworthy semantic Webs. Chapter 
16 discusses secure Web services that utilize semantic Web technologies. Seman-
tic Web technologies for managing secure databases is the subject of Chapter 17. 
Secure semantic interoperability for heterogeneous information sources is dis-
cussed in Chapter 18. Chapter 19 discusses secure E-business applications. Chap-
ter 20 discusses semantic Web for secure digital libraries. Chapter 21 discusses 
semantic Web technologies for an important application area called assured infor-
mation sharing.

Part V describes special semantic Webs. In Chapter 22 we discuss domain-
specific semantic Webs for financial and medical domains, among others. Trust-
worthy semantic Webs for geospatial data as well as sensor data are discussed in 
Chapter 23; in particular the work carried out on GML as well as OGC’s interop-
erability work are studied. Chapter 24 discusses pervasive computing applications 
including secure mobile-sensor semantic Webs that we will call pervasive semantic 
Webs.

Each part begins with an introduction and ends with a conclusion. Further-
more, each of Chapters 2 through 24 starts with an overview and ends with a 
summary and references. Chapter 25 summarizes the book and discusses future 
directions. We have included three appendices. Appendix A provides an overview 
of data management and discusses the relationship between the texts we have writ-
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ten. This has been the standard practice with all of our books. Note that although 
Book 7, Database and Applications Security, essentially ends our series of books on 
data management, it also begins our new series on data security. Our current book 
is an elaboration of Chapter 25 of Book 7. A summary of Database and Applica-
tions Security is given in Appendix B to give the reader a better understanding as to 
where we are coming from. Various standards efforts related to a semantic Web are 
detailed in Appendix C. This book ends with a bibliography and an index.

We have essentially developed a five-layer framework to explain the concepts 
better in this book. This framework is illustrated in Figure 1.7. Layer 1 is the sup-
porting technologies layer and consists of trustworthy information systems tech-
nologies. Layer 2 is the core technologies layer that consists of the key technologies 
for secure semantic Webs including secure XML, RDF, ontologies, rules, integrity, 
privacy, and trust management. Layer 3 is the dependability layer and consists 
of features for privacy, trust, and integrity. Layer 4 is the applications layer and 
includes applications such as Web services and semantic interoperability. Layer 5 is 
the specialized semantic Web layer and consists of trustworthy geospatial semantic 
Webs and sensor Webs. Each layer uses the technologies of the lower layers. Fur-
thermore, the technologies in Layers 1 through 5 feed into the research, products, 
and standards that are evolving. Figure 1.8 illustrates how Chapters 2 through 24 
in this book are placed in the framework. Essentially the technologies of Parts I 
through V belong to Layers 1 through 5, respectively.

1.10	N ext Steps
This chapter has provided an introduction to the book. We first presented a brief 
overview of the supporting technologies for a trustworthy semantic Web including 
trustworthy information systems and semantic Webs. Then we discussed secure 
semantic Webs and dependable semantic Webs. Applications such as semantic Web 
services and assured information sharing were discussed next. Finally, we discussed 
specialized semantic Webs. The organization of this book, detailed in Section 1.9, 
includes a framework for organization purposes. Our framework is a five-layer 
framework, and each layer is addressed in one or more parts of this book.

This book provides the information for a reader to become familiar with a secure 
semantic Web and trustworthy systems. We discuss some topics such as a secure 
semantic Web in more depth as we have carried out much research on this topic. 
Some other topics are less concrete such as sensor-based semantic Webs and security. 
In fact many of the topics we discuss are still in the research stages.

Note that one could argue that semantic Webs are not yet commercially avail-
able as a whole and therefore a book on secure semantic Webs may be somewhat 
premature. We feel that such a book is very timely. Even though the concepts are 
not mature, we have discussed many issues and solutions so that the reader has some 
understanding of what needs to be done to develop a secure semantic Web. Further-
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more, as we have stated, security cannot be an afterthought. It has to be incorporated 
while the standards for these semantic Webs are being developed by the W3C and 
others. One of the main contributions of this book is raising the awareness of the 
importance of security and trustworthiness.

We have also given a set of exercises, intended for those who wish to pursue 
research in the area, at the ends of Chapters 2 through 24. To be consistent with our 
previous books, our purpose is to explain, especially to technical managers, what a 
secure semantic Web is all about. However, because of our fairly extensive research in 
secure information systems, we have also tried to include technical details that would 
help the technologists, researchers, and developers.

We provide several references that can help the reader in understanding the 
details of data security. My advice to the reader is to keep up with the develop-
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ments in semantic Webs as well as in data and applications security, various data 
and applications security as well as information security-related conferences and 
workshops that are being held. Most notable is the IFIP11.3 Data and Applica-
tions security conference series. Other security conferences include the Institute of 
Electrical and Electronics Engineers (IEEE) Symposium on Security and Privacy, 
the Association for Computing Machinery (ACM) Conference on Computers and 
Communications Security, and the Computer Security Applications Conference. 
Journals include the Journal of Computer Security, Computers and Security Journal, 
ACM Transactions on Information and Systems Security, IEEE Magazine on Security 
and Privacy, IEEE Transactions on Dependable and Secure Computing, and the Jour-
nal of Privacy Technologies. Several semantic Web conferences are also being con-
ducted. These include the International Semantic Web Symposium and the WWW 
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Figure 1.8  Contents of the book with respect to the framework.
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