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Preface

The treatment of uncertainty in analysis, design, and decision making is going
through a paradigm shift from a probabilistic framework to a generalized framework
that includes both probabilistic and nonprobabilistic methods. Presently, analysts,
including engineers and scientists, recognize the presence of uncertainty and treat
it formally. For example, engineers analyze and model uncertainty in many of their
specialty fields, such as the development of building codes, analysis of natural
hazards (e.g., floods, wind, and earthquakes), decision making in infrastructure
maintenance expenditure, homeland security and protection of assets, and environ-
mental risks. Similarly, scientists analyze and model uncertainty in many of their
specialty fields, such as the diagnostics of diseases, health effects of food additives
and toxins, pharmaceutical research for developing new drugs, understanding of
physical phenomena, prediction and forecasting in economy and weather, and socio-
political changes, trends, and evolutions. The interest in uncertainty will continue
to increase as we continue to design complex systems and deal with new technolo-
gies, systems, and materials, and are increasingly required to make critical decisions
with potentially high adverse consequences. Also, political, societal, and financial
requirements are increasing, thereby adding new dimensions of complexity in meet-
ing the societal demands. The expectations of society are becoming larger than ever,
and its tolerance to errors is diminishing. The aggregate of these factors produces
an environment that requires the formal consideration of uncertainty in decision
making at all levels in a systems framework.

Problems that are commonly encountered by engineers and scientists require
decision making under conditions of uncertainty, lack of knowledge, and ignorance.
The lack of knowledge and ignorance can be related to the definition of a problem,
the alternative solution methodologies and their results, and the nature of the solution
outcomes. Based on present trends, analysts will need to solve complex problems
with decisions made under conditions of limited resources, thus necessitating
increased reliance on the proper treatment of uncertainty and the use of expert
opinions. This book is therefore intended to better prepare future analysts, as well
as assist practitioners in understanding the fundamentals of knowledge and igno-
rance, how to model and analyze uncertainty, and how to select appropriate analytical
tools for a particular problem.

Traditionally, intelligence is defined as the ability to understand and adapt to
the environment by using a combination of inherited abilities and learning experi-
ences. This ability certainly includes the analysis of uncertainty and making deci-
sions under conditions of uncertainty. This is true of many organisms — from ants
to aardvarks to humans. Any organism that survives the remorseless rigors of evo-
lution is sufficiently intelligent for its role in life. Likewise, machines need to be
sufficiently intelligent to make decisions suitable for their functions and adapt to



and deal with the presence of uncertainty. Any collectives of human decision makers
and their decision-aiding machines must make, in the aggregate, good decisions.
But these decisions are almost always made under conditions of uncertainty.

The term uncertainty can be viewed as a component of ignorance. A taxonomic
breakdown of ignorance can reveal many components having a strong association
with human cognition of information and knowledge construction philosophies and
practices. Uncertainty and information as a pair, and ignorance and knowledge as
another pair, are studied in this book since they are tightly interconnected, as the
former component of each pair describes a deficiency in the respective latter com-
ponent, while the latter component of a pair can be viewed as the respective capacity
available to reduce the respective former component. The identification and treatment
of this duality of the respective components of a pair offer opportunities to enhance
understanding of underlying problems or issues and our ability to make decisions.
This book covers primary components of ignorance and their impact on our practice
and our ability to make decisions. This book gives an overview of the current state
of uncertainty modeling and analysis, and covers emerging theories with emphasis
on practical applications in engineering and the sciences.

The complexity of a particular decision situation could increase substantially by
the inclusion of uncertainties, thus requiring, in many cases, the reliance on experts
to shed light on the situation. The complexity of our society and its knowledge base
requires its members to specialize and become experts to attain recognition and reap
rewards to the society and themselves. We commonly deal with or listen to experts
on a regular basis, such as weather forecasts by weather experts, stock and financial
reports by seasoned analysts, suggested medication or procedures by medical pro-
fessionals, policies by politicians, and analyses by world affairs experts. We know
from our own experiences that experts are valuable sources of information and
knowledge, and can also be wrong in their views rendered to us. Expert opinions,
therefore, can be considered to include or constitute nonfactual information. The
fallacy of these opinions might disappoint us, but does not surprise us since issues
that require experts tend to be difficult or complex, with a lot of uncertainty, and
sometimes with divergent views. The nature of some of these complex issues could
only yield views that have subjective truth levels; therefore, they allow for contra-
dictory views that might all be somewhat credible. In political and economic world
affairs and international conflicts, such issues are of common occurrence. For exam-
ple, we have recently witnessed the debates that surrounded the membership of the
People’s Republic of China to the World Trade Organization in 1999, or experts
airing their views on the insoluble Arab-Israeli affairs for the last century, or
analysts’ views on the war in Iraq in 2003, or future oil prices in 2005. These issues
have a common feature of the presence of complexity and uncertainties requiring
the use of expert opinions. Such issues and situations are also encountered in
engineering, the sciences, medical fields, social research, stock and financial markets,
and the legal practice.

Experts, with all their importance and value, can be viewed as double-edged
swords. Not only do they bring in a deep knowledge base and thoughts, but also
they could infuse biases and pet theories. The selection of experts, elicitation, and
aggregation of their opinions should be performed and handled carefully by recog-



nizing uncertainties associated with this type of information, and sometimes with
skepticism. A primary reason for using expert opinions is to deal with uncertainty
in selected technical issues related to a system of interest. Issues with significant
uncertainty, issues that are controversial or contentious, issues that are complex,
issues with limited objective information, or issues that can have a significant effect
on risk are most suited for expert opinion elicitation. The value of the expert opinion
elicitation comes from its initial intended uses as a heuristic tool, not a scientific
tool, for exploring vague and unknowable issues that are otherwise inaccessible. It
is not a substitute to scientific, rigorous research.

Current techniques for visualizing information commonly do not include degrees
of certainty (or the degrees and types of ignorance) associated with individual or
aggregated information. For example, for a commander in a battlefield to command,
she or he needs to choose. To choose is to decide — almost always on the basis of
imperfect information — and momentous decisions require knowledge of threats
with a degree of certainty that might not be a requisite for decisions less momentous
than waging war. Battlespace visualization techniques should allow both information
and uncertainty to be portrayed effectively and grouped intuitively. Intelligent agents
are promising technologies that may facilitate visualization of data and information
uncertainty. Civilian applications can also be constructed to meet societal needs,
such as Internet information metatagging for uncertainty and uncertainty visualiza-
tion of search results.

In preparing this book, the authors strove to achieve the following objectives:

1. To develop a philosophical foundation for the meaning, nature, and hier-
archy of knowledge and ignorance

2. To provide background information and historical developments related
to knowledge, ignorance, and the elicitation of expert opinions

3. To provide a systems framework for the analysis and modeling of

uncertainty

4. To summarize and illustrate methods for encoding data and expressing
information

5. To provide and illustrate methods for uncertainty and information
synthesis

6. To develop and illustrate methods for uncertainty measures and related
criteria for knowledge construction

7. To examine and illustrate methods for uncertainty propagation in
input—output systems

8. To guide the readers of the book on how to effectively elicit opinions from
experts in such a way that would increase the truthfulness of the outcomes

9. To provide methods for visualizing uncertainty

10. To provide practical applications in these areas based on recent studies

The book introduces fundamental concepts of classical sets, fuzzy sets, rough
sets, probability, Bayesian methods, interval analysis, fuzzy arithmetic, interval prob-
abilities, evidence theory, open-world models, sequences, and possibility theory.
These methods are presented in a style tailored to meet the needs of practitioners in



many specialty fields, such as engineering, physical and social sciences, economics,
law, and medicine. The book emphasizes the practical use of these methods, and
establishes their limitations, advantages, and disadvantages. Although the applica-
tions at the end of the book were developed with emphasis on engineering, techno-
logical, and economics problems, the methods can also be used to solve problems
in other fields, such as social sciences, law, insurance, business, and management.

STRUCTURE, FORMAT, AND MAIN FEATURES

This book was written with a dual use in mind, as both a self-learning guidebook
and a required textbook for a course. In either case, the text has been designed to
achieve important educational objectives of introducing theoretical bases, guidance
and applications of the analysis, and modeling of uncertainty.

The eight chapters of the book lead the readers from the definition of needs, to
the foundations of the concepts covered in the book, to theory and guidance and
applications. The first chapter provides an introduction that discusses systems,
knowledge (its sources and acquisition), and ignorance (its categories as bases for
modeling and analyzing uncertainty). The practical use of concepts and tools pre-
sented in the book requires a framework and a frame of thinking that deals holistically
with problems and issues as systems. Background information on system modeling
is provided also in Chapter 1. Appendix A is called out in Chapter 1 to offer a
historical perspective on knowledge.

Chapter 2 presents the fundamentals of encoding data and expressing informa-
tion using classical set theory, fuzzy sets, and rough sets. Basic operations for these
sets are defined and demonstrated. Fuzzy relations and fuzzy arithmetic can be used
to express and combine collected information. The fundamentals of probability
theory, possibility theory, interval probabilities, and monotone measures are sum-
marized as they relate to uncertainty analysis. Examples are used in this chapter to
demonstrate the various methods and concepts.

Chapter 3 covers uncertainty and information synthesis based on a mission-
based system definition. The chapter starts by introducing measure theory and
monotone measures and includes possibility theory and Dempster—Shafer theory of
evidence, and then compares and contrasts them with probability theory with some
of its variations and special applications, including linguistic probabilities, Bayesian
probabilities, imprecise probabilities (including interval probabilities), interval
cumulative distribution functions, and probability bounds. This chapter also dis-
cusses various multivariate dependence types and their models and describes fuzzy
measures and fuzzy integrals.

Chapter 4 provides definitions and classification of uncertainty measures, includ-
ing nonspecificity measures, such as the Hartley, evidence, possibility, and fuzzy
sets’ nonspecificity measures; entropy-like measures, such as Shannon entropy,
discrepancy measure, and entropy measures for evidence theory of dissonance and
confusion; and fuzziness measure. The chapter also includes applications relating
to combining expert opinions.

Chapter 5 introduces uncertainty-based criteria for the construction of knowledge
that include a minimum uncertainty criterion, maximum uncertainty criterion, and



uncertainty invariance criterion, with demonstrative examples of aggregating expert
opinions. The chapter also introduces methods for open-world analysis, including
statistical estimators for sequences and patterns, such as the Laplace model, add-c
model, and Witten—Bell model, and an analytical estimator based on the theory of
evidence, i.e., the transferable belief model for evidential reasoning and belief
revision. Applications to diagnostics are discussed.

Chapter 6 focuses on a class of models in engineering and the sciences of relating
input variables to output variables for a system, building on knowing the underlying
physical laws, such as material mechanics, and utilizing constraints, such as bound-
ary conditions. The numerical computations might be based on finite element meth-
ods that are used to model the entire system. The model complexity can be increased
by considering nonlinearity in behavior and other special considerations, such as
bifurcation, instability, logic rules, and across-discipline or across-physics interac-
tions. This chapter also presents methods for propagating uncertainty in input—output
systems. The methods presented in this chapter are illustrated using simple linear
systems. These methods form the basis for potential extensions to complex cases.

Chapter 7 provides guidance on using expert opinion elicitation processes. These
processes can be viewed as variations of the Delphi technique, with scenario analysis
based on uncertainty models, ignorance, knowledge, information and uncertainty
modeling related to experts and opinions, and nuclear industry experiences and
recommendations. This chapter also demonstrates the applications of expert opinion
elicitation by summarizing results from practical examples.

Chapter 8 provides techniques for visualizing uncertainty in information. Visu-
alization techniques are needed to allow both information and uncertainty to be
portrayed effectively and grouped intuitively. This need is demonstrated, and icons
are introduced for uncertainty and ignorance that are called uncerticons and ignori-
cons, respectively.

In each chapter of the book, computational examples are given in the individual
sections of the chapter, with more detailed engineering applications provided in
some of the key chapters. Also, each chapter includes a set of exercise problems
that cover topics discussed in the chapter. The problems were carefully designed to
meet the needs of instructors in assigning homework and the readers in practicing
the fundamental concepts.

For the purposes of teaching, the book can be covered in one semester. The
chapter sequence can be followed as a recommended sequence. However, if needed,
instructors can choose a subset of the chapters for courses that do not permit a
complete coverage of all chapters, or a coverage that cannot follow the order
presented. In addition, selected chapters can be used to supplement courses that do
not deal directly with uncertainty modeling and analysis, such as risk analysis,
reliability assessment, expert opinion elicitation, economic analysis, systems anal-
ysis, litigation analysis, and social research courses. Chapters 1 and 2 can be covered
concurrently, or preferably, Chapter 2 covered after Chapter 1. Appendix A is called
out in Chapter 1 to offer historical perspective on knowledge. Chapter 3 builds on
some of the materials covered in Chapter 2. Chapter 4 builds on some of the
materials covered in Chapter 3. Chapter 5 builds on Chapters 3 and 4 and should
be covered after completing Chapter 4. Chapter 6 requires knowledge of materials
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FIGURE 1 Sequence of chapters.

covered in Chapters 2 and 3. Chapter 7 provides guidance on using expert opinion
elicitation and can be introduced independently. Chapter 8 also can be introduced
after Chapter 1. The book also contains an extensive bibliography at its end. The
accompanying schematic diagram (Figure 1) illustrates possible sequences of these
chapters in terms of their interdependencies.

The authors invite users of the book to send any comments on its structure
or content to the e-mail address ba@umd.edu. These comments will be used in
developing future editions of the book. Also, users of the book are invited to visit
the website of the Center for Technology and System Management at the Univer-
sity of Maryland, College Park, to find information posted on various projects
and publications that can be related to uncertainty and risk analysis. The URL
address is http://www.ctsm.umd.edu.

Bilal M. Ayyub and George J. Klir
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