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Introduction

Welcome to the Red Hat RHCE 8 (EX294) Cert Guide! With the release of Red Hat
Enterprise Linux 8, Red Hat has decided to take a completely new direction for the
RHCE exam. The exam is now completely about managing configurations with
Ansible. This is a great choice because in the current I'T landscape the days of the
system administrator who applies specialized skills to tune individual servers is over.
Today the work is all about automation, and Ansible has rapidly become one of the
most important solutions to do so.

As a Linux instructor with more than 25 years of experience, I have been certified
for both the RHCSA and RHCE exams for every RHEL version since RHEL 4.
Taking the exams myself has helped me keep current on the progression of the
exam, what is new, and what is different. I am thrilled to be able to share my knowl-

edge with you in this comprehensive Cert Guide so you can get the guidance you
need to pass your RHCE RHEL 8 EX294 exam.

As you will see, this Cert Guide covers every objective in the updated RHCE exam,
with 16 chapters, more than 40 exercises, 4 practice exams (2 printed in the book
and 2 on the companion website), and 1 hour of video training. This Red Hat
RHCE 8 (EX294) Cert Guide is the best resource you can get to prepare for and pass
the exams.

Goals and Methods

"To learn the topics described in this book, I recommend that you create your own
testing environment, which is explained in Chapter 2, “Installing Ansible.” You can-
not become an RHCE without practicing a lot. To get familiar with the topics in the
chapters, here is what I recommend:

B Read the explanation in the chapters and study the code examples that are
provided in the listings. For your convenience, the listings are also provided in
the book GitHub repository at https://github.com/sandervanvugt/rhce8-book.
Study the examples and try to understand what they do.

® Walk through all of the numbered exercises in the book. The numbered exer-
cises provide step-by-step instructions, and you should follow along with all of
them, to walk through configuration tasks and learn how to manage specific
features.

B At the end of each chapter, there’s an end-of-chapter lab. This lab is much like
the lab assignments that you will find on the exam.
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Within the exercises included in every chapter of the book, you will find all the ex-
amples you need to understand what is on the exam and thoroughly learn the mate-
rial needed to pass it. The exercises in the chapters provide step-by-step procedure
descriptions that you can work through to find working solutions so that you can
get real experience before taking the tests. Although you may feel familiar with some
topics, it’s a good idea to work through all of the exercises in the book. The RHCE
exam is hands-on, which can be a lot of pressure on test day. The exercises in each
chapter help provide the practice you need to make sure you have the experience
you need to not make small errors and mistakes while taking the exam. The exercises
are the best way to make sure you work through common errors and learn from
your mistakes before you take the test.

Each chapter also includes an end-of-chapter lab. These labs ask questions that are
similar to the questions that you might encounter on the exam so you can use them
to practice. I have purposely excluded solutions for these labs for a few reasons: (1)
you need to train yourself to verify your work before test day because you will be
expected to do this on the exam; (2) while taking the test, you will be required to
verify for yourself whether your solution is working as expected; and (3) most labs
have multiple solutions and I don’t want to suggest that my solution is the right one
and yours is wrong because it takes a different approach. Your solution is as good as
mine, as long as it accomplishes what was asked for in the exercise.

Other Resources

This book contains everything you need to pass the exam, but if you want more
guidance and practice, I have a number of video training titles available to help you
study, including the following:

B Red Hat Certified Engineer (RHCE) 3/ed Complete Video Course
8 Hands-on Ansible LiveLessons

Apart from these products, you might also appreciate my website: rhatcert.com.
Through this website, I provide updates on anything that is useful to exam candi-
dates. I recommend that you register on the website so that I can send you messages
about important updates that I’ve made available. Also, you’ll find occasional video
updates on my YouTube channel: rhatcert. I hope that all these resources provide
you with everything you need to pass the Red Hat exams in an affordable way!
Good luck!

Who Should Read This Book?

"This book is written as an RHCE exam preparation guide. That means that you
should read it if you want to increase your chances of passing the RHCE exam.
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I have also written this book to help you become familiar with Ansible. So even if
you’re not interested in the RHCE EX294 exam at all, this book will teach you ev-
erything you need to know to get your Ansible career up and running.

So, why should you consider passing the RHCE exam? That question is simple

to answer. Linux has become a very important operating system, and qualified
professionals are sought after all over the world. If you want to work as a Linux
professional and prove your skills, the RHCE certificate really helps. Having these
certificates dramatically increases your chances of becoming hired as a Linux profes-
sional. Notice that in order to get RHCE certified, you must hold a current RHCSA
certification. You can take the RHCE EX294 exam before you are RHCSA certified,
but you can call yourself an RHCE only if you have passed both the RHCSA exam
and the RHCE exam.

How This Book Is Organized

"This book is organized as a reference guide to help you prepare for the exams. If
you’re new to the topics, you can just read it cover to cover. You can also read the
individual chapters that you need to fine-tune your skills in this book. Every chapter
starts with a “Do I Know This Already?” quiz. This quiz asks questions about 10
topics that are covered in each chapter and provides a simple tool to check whether
you’re already familiar with the topics covered in a chapter. These quizzes do not
represent the types of questions you will get on the real exam though.

The best exam preparation is offered in the RHCE practice exams; these are an
essential part of readying yourself for the real testing experience. You might be
able to provide the right answer to the multiple-choice chapter questions, but that
doesn’t mean that you can create the configurations when you take the tests. We
have included two practice exams in the printed book. The book’s companion
website then includes two additional practice exams as well as flashcards created
from the book’s glossary so you can further test your knowledge and skills. You
will also find one hour of video from my Red Hat Certified Engineer (RHCE) 3/ed
Complete Video Course.

The following topics are covered in the chapters:

B Chapter 1, “Understanding Configuration Management”: In this chapter,
you learn about Ansible as a solution. The chapter explains what can be done
with Ansible and how Ansible relates to other solutions for configuration
management.

B Chapter 2, “Installing Ansible”: This chapter covers installation of Ansible. You
learn what is needed to set up the Ansible control node, as well as the other
parts of the Ansible software.
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Chapter 3, “Setting Up an Ansible Managed Environment”: In this chapter you
learn how to get started with node management. The chapter explains what

is needed on the managed nodes as well as the essential Ansible configuration
files that are required to reach out to the managed nodes.

Chapter 4, “Using Ad Hoc Commands”: In this chapter you learn about
Ansible modules. Modules are the heart of Ansible; they provide solutions for
everything that Ansible can do, and the easiest way to use these modules is in
ad hoc commands. In this chapter you learn how to work with them.

Chapter 5, “Getting Started with Playbooks”: This chapter provides an intro-
duction to working with playbooks. You learn about YAML, the language used
to write playbooks, and how to structure a playbook using plays and tasks.

Chapter 6, “Working with Variables and Facts”: In Ansible, variables can be
used to provide dynamic values to specific configuration items. Using variables
enables you to separate the static code in a playbook with host-specific infor-
mation. In this chapter you learn how to work with variables as well as Ansible
facts, which are variables that are automatically set for managed nodes.

Chapter 7, “Using Task Control”: To make Ansible smart, you must apply task
control. Using task control enables you to run tasks conditionally, and that can
be done in many ways. You learn how to use tests, to test for a specific condi-
tion, as well as loops that allow you to evaluate a range of items, and handlers,
which allow for task execution only if another task was executed successfully.

Chapter 8, “Deploying Files”: Ansible is used for configuration management,
and configuration on Linux is stored in files. Hence, managing files is a key
skill in Ansible. In this chapter you learn how to use modules to modify files
and how to use templates to automatically set up configuration files with spe-
cific parameters obtained from facts or variables.

Chapter 9, “Using Ansible Roles”: When you are working with Ansible, it’s
good if code can be reused. That is what Ansible roles are all about. In this
chapter you learn how to work with roles, which are provided through Ansible
Galaxy, or as RHEL system roles.

Chapter 10, “Using Ansible in Large Environments”: When working with Ansi-
ble in large environments, you should know about a few specific techniques.
These techniques are covered in this chapter. You learn how to optimize
Ansible by modifying the number of concurrent tasks that can be executed.
You also learn how to work with includes and imports, which allow you to set
up modular playbooks.

XXV
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Chapter 11, “Troubleshooting Ansible”: In some cases your playbook might
not give you the desired result. Then you need to start troubleshooting. This
chapter contains not only all you need to know about troubleshooting, includ-
ing some best practices while developing playbooks, but also information
about modules that can be used to make troubleshooting easier.

Chapter 12, “Managing Software with Ansible”: This is the first chapter about
specific common tasks that you can perform with Ansible. In this chapter you

learn how to set up repositories and how to manage software packages with
Ansible.

Chapter 13, “Managing Users”: 1o do anything on Linux, you need user
accounts. In this chapter you learn all that is needed to create user accounts,
including setting encrypted passwords.

Chapter 14, “Managing Services and the Boot Process”: Occasionally, you
might want to run scheduled jobs. These jobs will be executed at a specific
time, using either cron or at. In this chapter you learn how to do that, and you
also learn how to manage the systemd default target.

Chapter 15, “Managing Storage”: Setting up storage is a key task when work-
ing with Linux. In this chapter you learn how to automate storage configura-
tion with Ansible. You also learn how to discover disk devices available on your
managed systems and how to set them up, using partitions, logical volumes,
filesystems, and mounts.

Chapter 16, “Final Preparation”: In this chapter you get some final exam prep-
aration tasks. It contains some test exams and many tips that help you maxi-
mize your chances of passing the exam.

How to Use This Book

"To help you customize your study time using these books, the core chapters have
several features that help you make the best use of your time:

® “Do | Know This Already?” Quizzes: Each chapter begins with a quiz that helps

you determine the amount of time you need to spend studying that chapter.

B Foundation Topics: These are the core sections of each chapter. They explain

the protocols, concepts, and configuration for the topics in that chapter.

B Exam Preparation Tasks: At the end of the “Foundation Topics” section of

each chapter, the “Exam Preparation Tasks” section lists a series of study activi-
ties that should be done at the end of the chapter. Each chapter includes the
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activities that make the most sense for studying the topics in that chapter. The
activities include the following:

® Review Key Topics: The Key Topic icon is shown next to the most
important items in the “Foundation Topics” section of the chapter. The
Key Topics Review activity lists the key topics from the chapter and their
corresponding page numbers. Although the contents of the entire chap-
ter could be on the exam, you should definitely know the information
listed in each key topic.

® Complete Tables and Lists from Memory: To help you exercise your
memory and memorize some lists of facts, many of the more important
lists and tables from the chapter are included in a document on the DVD
and companion website. This document lists only partial information,
allowing you to complete the table or list.

® Define Key Terms: This section lists the most important terms from the
chapter, asking you to write a short definition and compare your answer
to the glossary at the end of this book.

B Review Questions: Questions at the end of each chapter measure insight
in the topics that were discussed in the chapter.

B End-of-Chapter Labs: These real labs give you the right impression on
what an exam assignment looks like. The end-of-chapter labs are your
first step in finding out what the exam tasks really look like.

Other Features

In addition to the features in each of the core chapters, this book, as a whole, has
additional study resources on the companion website, including the following:

B Four practice exams: The companion website contains the four practice
exams: two provided in the book and two available on the companion website.

B Flashcards: The companion website contains interactive flashcards created
from the glossary terms in the book so you can better learn key terms and test
your knowledge.

B More than one hour of video training: The companion website contains
more than one hour of video training from the best-selling Red Hat Certified
Engineer (RHCE) 3/ed Complete Video Course.
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Book Organization, Chapters, and Appendixes

I have also included a table that details where every objective in the RHCE exam is
covered in this book so that you can more easily create a successful plan for passing

the tests.

Table 1 RHCE Objectives

Objective Chapter Title Chapter Page
Understand core components of Ansible:  Setting Up an Ansible 3 31
Inventories Managed Environment

Understand core components of Ansible: ~ Using Ad Hoc 4 47
Modules Commands

Understand core components of Ansible: ~ Working with Variables 6 97
Variables and Facts

Understand core components of Ansible: ~ Working with Variables 6 97
Facts and Facts

Understand core components of Ansible:  Getting Started with 5 69
Plays Playbooks

Understand core components of Ansible:  Getting Started with 5 69
Playbooks Playbooks

Understand core components of Ansible:  Setting Up an Ansible 3 31
Configuration files Managed Environment

Understand core components of Ansible: ~ Using Ad Hoc 4 47
Use provided documentation Commands

Install and configure an Ansible control Installing Ansible 2 15
node: Install required packages

Install and configure an Ansible control Setting Up an Ansible 3 31
node: Create a static host inventory file Managed Environment

Install and configure an Ansible control Setting Up an Ansible 3 31
node: Create a configuration file Managed Environment

Install and configure an Ansible control Setting Up an Ansible 3 31
node: Create and use static inventories Managed Environment

Install and configure an Ansible control Using Ansible in Large 10 229
node: Manage parallelism Environments

Configure Ansible managed nodes: Installing Ansible 2 15
Create and distribute SSH keys to

managed nodes

Configure Ansible managed nodes: Installing Ansible 2 15

Conlfigure privilege escalation on
managed nodes
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Objective Chapter Title Chapter Page
Configure Ansible managed nodes: Using Ad Hoc 4 47
Validate a working configuration using Commands

ad hoc Ansible commands

Script administration tasks: Create Using Ad Hoc 4 47
simple shell scripts Commands

Script administration tasks: Create Using Ad Hoc 4 47
simple shell scripts that run ad hoc Commands

Ansible commands

Create Ansible plays and playbooks: Using Ad Hoc 4 47
Know how to work with commonly used ~ Commands

Ansible modules

Create Ansible plays and playbooks: Working with Variables 6 97
Use variables to retrieve the results of and Facts

running a command

Create Ansible plays and playbooks: Use ~ Using Task Control 7 131
conditionals to control play execution

Create Ansible plays and playbooks: Using Task Control 7 131
Configure error handling

Create Ansible plays and playbooks: Create Getting Started with 5 69
playbooks to configure systems Playbooks

to a specified state

Use Ansible modules for system Managing Software 12 281
administration tasks that work with: with Ansible

Software packages and repositories

Use Ansible modules for system Managing Processes and 14 333
administration tasks that work with: Services Tasks

Use Ansible modules for system Getting Started with 5 69
administration tasks that work with: Playbooks

Firewall rules

Use Ansible modules for system Managing Storage 15 351
administration tasks that work with:

File systems

Use Ansible modules for system Managing Storage 15 351
administration tasks that work with:

Storage devices

Use Ansible modules for system Deploying Files 8 173
administration tasks that work with:

File content

Use Ansible modules for system Managing Storage 15 351

administration tasks that work with:
Archiving

XXiX
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Objective Chapter Title Chapter Page
Use Ansible modules for system Managing Processes and 14 333
administration tasks that work with: Tasks

Scheduled tasks

Use Ansible modules for system Managing Users 13 305
administration tasks that work with: Security

Use Ansible modules for system Managing Users 13 305
administration tasks that work with:

Users and Groups

Work with roles: Create roles Using Ansible Roles 9 205
Work with roles: Download roles Using Ansible Roles 9 205
from an Ansible Galaxy and use them

Use advanced Ansible features: Create Deploying Files 8 173
and use templates to create customized

configuration files

Use advanced Ansible features: Use Working with Variables 6 97
Ansible Vault in playbooks to protect and Facts

sensitive data

Where Are the Companion Content Files?

Register this print version of Red Hat RHCE 8§ (EX294) Cert Guide to access the

bonus content online.

This print version of this title comes with companion content. You have online

access to these files by following these steps:

1. Go to www.pearsonl Teertification.com/register and log in or create a new

account.
2. Enter the ISBN: 9780136872436.
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4. Click on the Access Bonus Content link in the Registered Products section
of your account page to be taken to the page where your downloadable

content is available.

Please note that many of our companion content files can be very large, especially

image and video files.

If you are unable to locate the files for this title by following the steps, please visit
www.pearsonl Tcertification.com/contact and select the Site Problems/Comments

option. Our customer service representatives will assist you.
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This chapter covers the following subjects:

B Understanding Automation
B Understanding Ansible Essential Components

B Understanding Ansible Use Cases



CHAPTER 1

Understanding Configuration
Management

The following RHCE exam objectives are covered in this chapter:

B Understand Core Components of Ansible

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should
read this entire chapter thoroughly or jump to the “Exam Preparation Tasks”
section. If you are in doubt about your answers to these questions or your own
assessment of your knowledge of the topics, read the entire chapter. Table 1-1
lists the major headings in this chapter and their corresponding “Do I Know
"This Already?” quiz questions. You can find the answers in Appendix A,
“Answers to the ‘Do I Know This Already?’ Quizzes and Review Questions.”

Table 1-1  “Do | Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions
Understanding Automation 1-5
Understanding Ansible Essential Components 6-9
Understanding Ansible Use Cases 10

1. Which of the following are disadvantages of using shell scripts for
automation? (Choose two.)

a. They don’t work on any target managed operating system.
b. They require advanced skills.

c. Itis difficult to guarantee they will always produce the same result if
the configuration changes.

d. Using shell scripts makes sense only when they are used with root
privileges.
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. In DevOps, the application life cycle is managed by focusing on different key

aspects. Which of the following key aspects comes after releasing?
a. Testing
b. Configuring
¢. Monitoring

d. Packaging

. Which of the following are advantages of using a CVS to manage the

machine-readable configuration files that are used in infrastructure as code?
a. Itis easy to reproduce.
b. It makes upgrades easy.
c. It makes rollbacks easy.

d. All the above are true.

. Ansible is an automation tool. Other automation solutions exist as well. Which

of the following is not one of them?
a. Puppet
b. SaltStack
c. Satellite
d. Chef

. When you compare Ansible to competing solutions such as Puppet, SaltStack,

and Chef, Ansible offers two significant benefits. Which are these?
a. Speed
b. Easy configuration
c. Agentless operation

d. Price

. Ansible provides different solutions to access remote hosts. Which of the

following is not one of them?
a. Agent
b. API access

winRM

SSH

o

e
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What is the name of the free open-source project that enables you to manage
Ansible from a web interface?

a. Ansible Galaxy
b. OKD

(9]

. AWX

d. Ansible Tower

Which of the following is the best description of the declarative approach?

a.
b.

C.

d.

In the declarative approach you run commands to get a specific result.
The declarative approach in Ansible is implemented by using scripts.

The declarative approach enables you to focus on changes that are
required to reach the desired state.

The declarative approach uses playbooks.

Ansible can be used for provisioning. Which of the following is not a common
provisioning scenario that Ansible is used for?

a
b
c

d

. Deploying instances in cloud

. Provisioning virtual machines

. PXE-booting bare-metal servers

. Deploying containers

Ansible can be used for different purposes. Which of the following can be
considered the core function of Ansible?

a
b
c
d

. Configuration management
. Application management
. Provisioning

. Continuous delivery



Red Hat RHCE 8 (EX294) Cert Guide

Foundation Topics

Understanding Automation

Ansible is often referred to as a configuration management solution. That descrip-
tion doesn’t do justice to all that Ansible can do. Ansible is more a solution for
automation, allowing system administrators to take care of multiple systems in an
efficient way. In this section you learn about all that Ansible can do as an automation
tool. We also take a quick look at other automation solutions.

What Is Automation?

In the years of the system administrator, companies used servers. These servers
performed a wide range of different tasks, and to ensure that every server was doing
what it needed to be doing, a system administrator was needed. System administra-
tors typically had advanced skills in managing different parts of the operating system
that ran on their servers.

Even though the years of the system administrator were glorious, and many gurus
worked in I'T departments, from a company perspective, this scenario was not ideal.
First, because system administrator skills are specific to that person, if that person
goes away, forgets about brilliant solutions applied earlier, or just has a bad day,
things might go wrong.

Another part that was not ideal was that the system administrator typically took care
of individual servers, and with the development of I'T in recent years, companies
have gone from a handful of servers to data centers and cloud environments with
hundreds if not thousands of servers. So a more efficient approach was needed.

A first attempt in many sites was the use of shell scripts. Based on the deep
knowledge of many system administrators, shell scripts can be used in a flexible way
to automate a wide range of tasks on many servers. Using shell scripts, however, does
come with some disadvantages:

B Shell scripts cannot be used on a wide range of different devices that need
management.

® ]t is difficult to write shell scripts in a way that will always produce the same

result in every situation.

Because of these differences, and also because of changes in the way companies con-
sume I']; a new approach was needed.



Ke

Chapter 1: Understanding Configuration Management

Understanding the DevOps Way of Working

Throughout the years the way I'T is consumed has changed. In the past, I'T was
used to provide great services to end users who just had to deal with them. Now the
landscape has changed to an environment in which I'T is everywhere, and multiple
applications can provide a solution to the same I'T problem. The years of the system
administrator slowly came to an end, and the system administrator’s role needed to
come closer to that of the developers.

In this new way of working, the developers take care of building applications, and
system administrators take care of implementing the code as a working applica-
tion. Because this change required a deep cooperation between the developer and
the system administrator, a new role was created: the role of the DevOps. The term
DevOps is a contraction of developer and operator. In this role, tasks performed by
the developer and the system administrator come together. A common definition
of DevOps is “a set of practices intended to reduce the time between committing

a change to a system and the change being placed into normal production, while
ensuring high quality” (Len Bass, Ingo Weber, and Liming Zhu, DevOps: A Software
Architect’s Perspective, Boston, MA: Addison-Wesley Professional, 2015).

With this new role, the “DevOps way of working” was introduced. The exact
definition is not always the same, but in general, it comes down to managing the
entire application life cycle, which consists of the following elements:

B Coding: Developing and reviewing application source code

B Building: Using continuous integration to include changes in the source code
and convert to a working application

B Testing: Using a toolchain that takes care of testing the application and
making sure that feedback is provided on business risks, if there are any

B Packaging: Delivering the code to its end users by bundling it into packages
and offering these packages in a repository

B Releasing: Approving, managing, and automating new software releases
B Configuring: Managing the infrastructure to support the new code
B Monitoring: Keeping an eye on application performance and the way it is

experienced by the end users

"To manage these different elements in the application life cycle, new tools were
introduced. Ansible is one of these tools, with a strong focus on managing the
configuration of the managed environment according to the infrastructure as code
approach.
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Some categories in the DevOps approach are more important than others. The most
important elements are continuous integration, with solutions such as Jenkins and
GitLab, but also OpenShift and even Ansible. The other main component is infra-
structure as code, where Ansible, Puppet, and Terraform are important solutions.

Understanding Infrastructure as Code

The essence in infrastructure as code is that machine-readable code (the automation
language) is used to describe the state the managed I'T infrastructure needs to be in.
This is referred to as the desired state. This code is next applied to the infrastructure
to ensure that it actually is in that state.

In this approach, the machine-readable code files, which basically are simple text
files, should be managed like software code, using a version control system, or
Concurrent Version System (CVS). That means the tools that are common to the
developer are implemented to manage the infrastructure as code. Commonly, Git
repositories are used for this purpose.

Putting these files in a CVS makes managing it easy. This approach provides some
benefits, such as easy management of change history, upgrades, and rollback. Infra-
structure as code is the place where the developer meets the operator in DevOps.
Developers can easily review changes, and operators can ensure that the systems are
in the state that developers expect.

Other Automation Solutions

To provide automation of configuration management, Ansible is one of the most
common solutions. Even if it seems to be currently the most-used configura-
tion management solution, it’s not the only one. Other common solutions include

Puppet, Chef, and SaltStack.

Like Ansible, Puppet is one of the most important automation solutions. There are
a few reasons why Ansible is taking over market share from Puppet though. One of
the reasons is YAML. Ansible configurations are written in YAML, which is an easy-
to-use and easy-to-understand language. Puppet uses its own language, which is just
not as easy. Another major difference is that Ansible uses a push approach, where
configurations are sent from the controller node to the managed nodes. Puppet uses
a pull approach as its main strategy, where managed nodes use an agent to connect
to the Puppet control node to fetch their desired state.

Chef is built as a client/server solution, where the server parts run on the control
node machine and the client parts are implemented as an agent on the managed
machines. Chef provides its configuration in Ruby DSL, whereas Ansible uses play-
books written in YAML. As a result, Ansible is easier to learn because YAML is a
much more accessible data format.
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SaltStack is another important alternative to Ansible. The main difference between
Ansible and SaltStack is the performance. SaltStack uses the ZeroMQ message
queue to realize communication between the SaltStack minions and the control
node, and that seems to be faster. Saltstack can work with different languages for
configuration files. It uses an agent, which makes implementing SaltStack more
complex.

Understanding Ansible Essential Components

Now that you know a bit about Ansible and how it works, let’s look at the different
components used in Ansible. In this section you learn about the role of Python, the
Ansible architecture, the Ansible Tower management platform, and how to manage
systems the Ansible way.

Ansible Is Python

There are many programming and scripting languages in use in I'T. In open source,
the last few decades have seen the rise of the Python scripting language. Python has
become the foundation of different solutions, such as Ansible and OpenStack. The
reason is that Python is relatively easy to learn. The focus in Python is on readability
of code, while at the same time Python makes it possible to do things in an easy way.

Ansible is written in Python, and most components that are used in Ansible are
written in Python as well. The default Ansible version that is installed on Red Hat
Enterprise Linux 7 is based on Python 2.7; the Ansible release that is used in RHEL
8 is based on Python 3.6. There is no direct relation between an Ansible version and
a Python version. Recent versions of Ansible can call either Python 2.x or Python
3.x scripts, but Python 3.x is the better option nowadays because Python 2 is past its
end of support life.

The fact that Ansible is written in Python makes it easier to integrate Ansible with
custom scripts because Python is a very common and widely known scripting lan-
guage. This doesn’t mean you have to know Python to work with Ansible though.
It’s true that if you understand the workings of Python it’s easier to explain specific
behavior in Ansible, but it’s perfectly possible to be an expert in Ansible without
even knowing how to write a Hello World script in Python.

Ansible Architecture

There are two main node roles in Ansible. The controller node is the node that
runs the Ansible software and from which the operator issues Ansible commands.
The controller node can be a server running Linux, an operator laptop, or a system
running Ansible Tower. The only requirement is that the controller node needs to
be Linux.
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From the controller node, the managed nodes are addressed. On the controller node,
an inventory is maintained to know which managed nodes are available. Ansible doesn’t
require the use of any agents. That means it can reach out to managed nodes without a
need to install anything. To do so, Ansible uses native remote access solutions that are
provided by the managed node. On Linux, remote access is realized by using SSH; on
Windows, it is realized by using Windows Remote Management (WinRM); and on net-
work devices, it can be provided by using SSH or API access.

To configure the managed nodes, Ansible uses playbooks. A playbook is written in
YAML and contains one or more plays. Each play consists of one or more tasks that
are executed on the managed nodes.

"To implement the tasks, Ansible uses modules. Modules are the pieces of code that
do the actual work on the managed nodes, and many modules are available—more
than 3000 already, and the number is increasing. Ansible also provides plug-ins.
Ansible plug-ins are used to extend Ansible functionality with additional features.

Ansible playbooks should be developed to be idempotent. That means a playbook
will always produce the same results, even if it is started multiple times on the same
node. As a part of the idempotency, playbooks should also be self-containing and not
depend on any other playbooks to be successful.

Understanding Ansible Tower

Ansible can be used in two different ways: Ansible Engine or Ansible Tower.
Ansible Engine is the command-line version of Ansible, where modules and plug-
ins are used to offer Ansible functionality. Ansible Engine is the solution of choice
for people who like to work from the command line in a medium- to mid-sized
environment.

Apart from Ansible Engine, there is Ansible Tower, which is based on the AWX
open-source solution. It provides a web-based interface to manage Ansible. Ansible
Tower adds different features to Ansible Engine, such as

B Web management interface
B Role-based access control
® Job scheduling

B Enhanced security

® Centralized logging

Because the RHCE EX294 exam is about Ansible Engine, you won’t find much
information about Ansible Tower in this book.
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Understanding the Ansible Way

While working with Ansible, you need to make choices on how to approach specific
tasks. In many cases, many solutions are available. If, however, you choose to work
the Ansible way, making the right solution becomes a lot easier. The Ansible way is
focused around the following rules:

B Keep it simple: At its launch, Ansible was positioned as a solution that is
simpler than the others. That goes for the playbooks and other solutions you’ll
develop as well. Keep it simple, and it will be easier for others to understand
what you had in mind.

B Make it readable: As with anything in I'T, you can make it very complex and
use compact structures to ensure that nobody understands what you were try-
ing to do. That approach doesn’t make sense. You should keep it readable, and
that starts with your development of Ansible playbooks.

B Use a declarative approach: In Ansible, it’s all about the desired state. The
purpose of Ansible is to bring managed assets into the desired state, regard-
less of the current state, and make only the modifications that are necessary.
The desired state is implemented in playbooks, and using playbooks to make
the current state match the desired state is what is known as the declarative
approach.

B Use specific solutions: On many occasions, you’ll find that multiple solutions
are available to reach a specific desired state. For instance, you can use the
command module to run arbitrary commands, making it possible to accom-
plish almost anything. You shouldn’t, though. To make sure that you get the
desired result, use the most specific solution. So if, for instance, a user module
allows you to create users, use that module and don’t use the Linux useradd
command with the command module.

Understanding Ansible Use Cases

The core of Ansible is configuration management. The Ansible modules and
plug-ins cover a wide range of functions, which means that Ansible can be used for
configuration management and beyond. Here are some common use cases.

Using Ansible for Configuration Management

Many people know Ansible only as a configuration management solution, and there’s
a reason for that. Ansible started as a solution for configuration management, and
that is what it still is used for in most cases. In configuration management, Ansible is
used to manage configuration files, install software, create users, and perform similar
tasks to guarantee that the managed systems all are in the desired state.

1
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Using Ansible for Provisioning

Another common Ansible usage scenario is to deploy and install systems
(provisioning). Provisioning is particularly common in virtual and cloud environ-
ments, where in the end a new machine is just a configuration file that needs to be
pushed to the managed machine and started from there. Ansible does not offer the
functionality to PXE-boot and kickstart a bare-metal server but is used in combina-
tion with solutions that can take care of that as well. While exploring the different
modules that are available, you’ll notice that a wide range of modules is provided to
work with Ansible in different cloud environments.

Using Ansible for Continuous Delivery

Continuous integration/continuous delivery (CI/CD) makes sure that source code
can easily be developed and updated, and the results are easily provisioned as a new
version of an application. Ansible cannot take care of the entire CI/CD procedure
itself, but Ansible playbooks can play an important role in the CD part of the
CI/CD pipeline.

Summary

In this chapter you learned about configuration management in general and the role
of Ansible in configuration management solutions. You also read what makes Ansible
unique and in which typical use cases Ansible is used. In the next chapter you’ll learn
how to build your own management infrastructure based on Ansible.

Exam Preparation Tasks

As mentioned in the section “How to Use This Book” in the Introduction, you have
a couple of choices for exam preparation: the exercises here, Chapter 16, “Final
Preparation,” and the exam simulation questions on the companion website.

Review All Key Topics

Review the most important topics in this chapter, noted with the Key Topic icon in
the outer margin of the page. Table 1-2 lists a reference of these key topics and the
page numbers on which each is found.
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Table 1-2 Key Topics for Chapter 1

Topic Key Topic Element Description Page Number
List Application life cycle 7
List Features Ansible Tower adds to Ansible Engine 10
List Rules of the Ansible way 11

Define Key Terms

Define the following key terms from this chapter, and check your answers in the
glossary:
automation language, CI/CD, current state, CVS, declarative approach, desired

state, DevOps, Git repository, idempotent, infrastructure as code, pipelines,
provisioning, Python, version control system



This chapter covers the following subjects:

B Understanding an Ansible Environment

B Understanding Controller Host Requirements
B Understanding Installation Methods

B Configuring Managed Hosts

B Configuring the Ansible User



CHAPTER 2

Installing Ansible

The following RHCE exam objectives are covered in this chapter:
B Install and configure an Ansible control node
B Install required packages
® Configure Ansible managed nodes
B Create and distribute SSH keys to managed nodes

® Configure privilege escalation on managed nodes

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should
read this entire chapter thoroughly or jump to the “Exam Preparation Tasks”
section. If you are in doubt about your answers to these questions or your own
assessment of your knowledge of the topics, read the entire chapter. Table 2-1
lists the major headings in this chapter and their corresponding “Do I Know
"This Already?” quiz questions. You can find the answers in Appendix A,
“Answers to the ‘Do I Know This Already?’ Quizzes and Review Questions.”

Table 2-1 “Do | Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions
Understanding an Ansible Environment 1,2
Understanding Controller Host Requirements 3,5,7
Understanding Installation Methods 6
Configuring Managed Hosts 4,8,9

Configuring the Ansible User 10
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1. Which of the following are required on Ansible managed nodes? (Choose all
that apply.)
a. An Ansible agent
b. Python
c. Root access
d. SSH access

2. Which statements about Python in an Ansible environment are true?
(Choose two.)

a. Python needs to be installed only on the control node.

b. Python needs to be installed on the managed nodes.

Python 3 is the default version in RHEL 8.

While installing Ansible on CentOS 8, you can select which Python

version you want to use.

o

e

3. While you are setting up an Ansible managed environment, there are a few
requirements. Which of the following is not a mandatory requirement?

a. Set up a dedicated user account.
b. Configure SSH key-based login.
c. Install Python on managed hosts.

d. Install Python on the Ansible control node.

4. Which statement about sudo is not true?
a. On managed hosts, the Ansible user must be able to escalate permissions.
b. Setting up sudo on the control node is not required.
c. Setting up sudo is not required on all types of managed nodes.

d. Privilege escalation should be set up to run tasks as root.

5. To set up Ansible to learn for EX294, there are different requirements. Which
of the following is not one of them?

a. RHEL or CentOS 8.x

b. 1 GB of RAM or more

c. 20 GB or more disk space
d. 1CPU
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Ansible can be installed in different ways. Which of the following is not one of
them?

a. Use RHEL subscription manager to install from the RHEL Ansible
repository.

b. Use EPEL on either RHEL or CentOS 8.
c. Use the python-pip installer.

d. Use the Java installer.

Executing tasks as a remote user can be secured in different ways. Which of
the following is not one of them?

a. Protect the SSH private key with a passphrase.
b. Use password-based SSH login.
c. Disallow root execution through sudo.

d. Make password use mandatory while using sudo.

Which of the following is not a required setup task while installing Ansible on
CentOS 8?

a. Add the EPEL repository.
b. Install Python 3.

c. Configure sudo.

d. Enable SSH access.

Which firewall ports need to be open on Ansible-managed hosts? (Choose all
that apply.)

a. 22
b. 80
443
d. 2022

o

After you use ssh-keygen to create the SSH public/private key pair, what is the
next step?

a. Configure sudo access.

b. Use ssh-copy-id to copy the private key to the managed machines.
c. Copy the public key to the remote hosts.

d. Install Python 3 on the managed hosts.

17



18 Red Hat RHCE 8 (EX294) Cert Guide

Foundation Topics

In this chapter you learn how to set up Ansible. This process involves setting up
not just the controller host, from which Ansible tasks will be executed on the man-
aged hosts and devices, but also the managed hosts. Because this book was written
with the RHCE EX294 in mind, we focus on setting up an environment to manage
RHEL/CentOS 8 Linux hosts.

Understanding an Ansible Environment

Ansible is about managing a wide range of different device types. To do so, you need
a host that plays the role of the manager. In this book, we call that the controller
node. The controller node runs the Ansible software; the managed nodes run noth-
ing in particular. The only requirement on managed nodes is that Ansible should

be able to contact them. On Linux and many network devices, that means you need
to run Secure Shell (SSH). On Windows that means you need to configure Remote
Management or Secure Shell for Windows. To work with Ansible, you don’t need to
run or configure any agent on managed devices.

"To set up this book’s test environment, you need a minimum of three nodes. The
requirements of these nodes are listed in Table 2-2. One of these nodes is used as
the controller node; the other nodes are used as managed nodes. Notice that in this
book I've chosen not to manage the controller node with Ansible also. The control-
ler node is an isolated environment to reduce the risk of things going wrong and the
controller node accidentally getting changed so that it no longer works.

Notice that the specific operating system version is not very important, which is
why Table 2-2 mentions RHEL or CentOS 8.x. While writing this book, I installed
on 8.1. By the time you read this, a newer version of the operating system will be
available. Even if you are installing Ansible on RHEL or CentOS 8.8, it should not
matter. The underlying operating system doesn’t change how Ansible approaches
things. What matters is the Ansible version that is used, and for RHCE EX294, that
is Ansible 2.x—version 2.8 or later, to be even more specific.

Also note that for the node setup in this book, I used a virtual machine installation
from the CentOS and Red Hat Enterprise Linux ISO files. It is also possible to use
different environments for creating the setup described in this chapter, such as cloud
instances for either RHEL or CentOS. While you work with Cloud instances, the
operating system will be configured slightly differently, according to the cloud plat-
form that is used. I do not try to cover all these differences in this chapter because
there are just too many platforms to consider. Everything in this book is based on
virtual machines because that is what you’ll work with in the exam. For that reason I
recommend you set up your test environment in a virtual machine and not in cloud.
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TIP In a production environment, you probably want to manage the controller node
with Ansible as well. You would just set up a set of playbooks that allows you to easily
configure, update, and manage the controller node.

Table 2-2 Test Environment Node Requirements

Item Requirement

Operating system RHEL 8.x or CentOS 8.x
RAM 1 GB or more

Disk space 20 GB or more
Installation profile Minimal installation

Exercise 2-1 Setting Up the Test Network

1. Setup a test network, consisting of three virtual machines, using the specifica-
tions mentioned in Table 2-2. Ensure that the following names are used:

B control.example.com: the Ansible control machine
B ansiblel.example.com: the first managed node
B ansible2.example.com: the second managed node

2. Provide fixed IP addresses in each of the virtual machines. Use IP addresses that
match your current network environment. The IP addresses should allow your
machines to connect to the Internet.

While installing, create a user account with the name ansible.

Edit the /etc/hosts file on each of the three virtual machines such that you can
ping each of the other virtual machines. See Listing 2-1 for an example of the
/etc/hosts contents.

Listing 2-1 Sample /etc/hosts Contents

127.0.0.1 localhost localhost.localdomain localhost4d \
localhost4.localdomain4

:1 localhost localhost.localdomain localhost6 \
localhost6.localdomainé

192.168.4.200 control.example.com control
192.168.4.201 ansiblel.example.com ansiblel
192.168.4.202 ansible2.example.com ansible?2

19
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Understanding Controller Host Requirements

To install Ansible on the controller node, you need a few items:
® Python 3.x
® An SSH client
® Access to an Ansible Repository

B A dedicated user account that is configured with SSH and sudo permissions on
managed hosts

Ansible is written in Python, and as a result Python has to be installed on the
Ansible controller node as well as the Ansible managed nodes. On older versions

of RHEL, this was something you needed to do separately. In RHEL 8, a default
Python stack is installed automatically, so you don’t have to do anything about that
anymore. Notice that on some public cloud instances, a Python stack is not installed
by default, and you might still have to manually install it.

Python is needed because, for managing managed hosts, Ansible generates Python
scripts. These Python scripts are next executed, using ssh on the remote host.
Managed network devices are an exception though, as network devices don’t
typically run a Python stack. But managing network devices with Ansible is outside
the scope of the RHCE EX294 exam anyway.

Currently, there are two major versions of Python. Python 3.x slowly has become
the standard in recent years, but Python 2.x is still used on many sites. Transitioning
from Python 2.x to Python 3.x is not always easy because the scripts are not compat-
ible. On RHEL 8, Ansible uses Python 3 as the default stack though. And even if it
is technically possible to use Python 2.x on RHEL 8, this is not something you have
to master for the RHCE 8 exam. You shouldn’t want to do this anyway. Python 2.x is
old and becoming obsolete; Python 3.x is what matters.

Understanding Installation Methods

Ansible is open-source software, and as a result, Ansible can be installed on many
platforms, each of which comes with its own installation method. In this book we
cover installation of Ansible on either Red Hat Enterprise Linux 8 or CentOS 8. On
both platforms you can install Ansible from the distribution repositories or using
Python pip. In the following sections you read how to do this.

NOTE Use the instructions that correspond to the operating system and installation
method that you want to use. So do not perform Exercises 2-2, 2-3, and 2-4 but pick
the one that applies to your operating system platform.
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Installing Ansible on RHEL 8

Obviously, to take the RHCE 8 exam, you run all assignments on Red Hat Enter-
prise Linux. Using Ansible on Red Hat Enterprise Linux does require you to have

a valid license though. Free developer licenses can be requested from https://
developers.redhat.com, and using such a license allows you to install RHEL 8 as
well as Ansible for free. After you set up the base RHEL 8 environment, the rest of
the setup procedure is easy; you just have to add a repository and can then install
Ansible. Exercise 2-2 outlines the steps that need to be performed on a pre-installed
RHEL 8 machine.

Exercise 2-2 Installing Ansible on RHEL 8

1. On the RHEL 8 control node, open a root shell and type subscription-
manager repos --list. This shows you a list of currently configured reposi-
tories. You should see the standard RHEL 8 repositories.

2. Type subscription-manager repos --enable=ansible-2-for-rhel-8-x86_64-
rpms to add the Ansible 2.x repository.

3. Use yum install ansible to install the Ansible software.
Use ansible --version to verify that the Ansible software has been installed.

5. Type rpm -qa | grep python to verify that Python 3 is also installed.

Installing Ansible on CentOS 8

If you are using CentOS 8, the Ansible software can be installed from the EPEL
repository. The EPEL repository contains Extra Packages for Enterprise Linux.
Ansible is among the EPEL packages. After enabling access to the EPEL repository,
you can install Ansible using a simple yum install -y ansible. Exercise 2-3 guides
you through this procedure.

Exercise 2-3 Installing Ansible on CentOS 8
1. On the CentOS 8 control node, open a root shell.

2. ‘Type yum install -y epel-release to add the EPEL repository.
3. 'Type yum install -y ansible to install the Ansible software.
4

. 'Iype ansible --version to verify that the Ansible software has been installed.

Using python-pip to Install Ansible

Ansible is completely written in the scripting language Python, and Python includes
its own package manager: python-pip. As a result, for software that is written in


https://developers.redhat.com
https://developers.redhat.com
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Python, you can use either the package manager of your Linux repository or the
python-pip software manager. Because Ansible is written in Python, this applies to
Ansible as well.

The advantage of using python-pip is that it is an advanced method of managing
software, often giving you access to the most recent version of the software before
it is available in the repositories of your distribution. The disadvantage is that the
software isn’t controlled from your distribution, which makes it harder to manage
software updates from a generic interface. In Exercise 2-4 you learn how to install
Ansible from the python-pip installer.

Exercise 2-4 Using python-pip to Install Ansible
1. From a root shell on your CentOS or RHEL 8 control node, type yum install

-y python3-pip to install the Python 3 pip installer.

2. 'Type alternatives --set python /usr/bin/python3. This creates a symbolic link

with the name python that allows you to start the python3 binary.

3. Exit the root shell, and open a shell as your Ansible user. From the ansible user

shell, type pip3 install ansible --user.

4. Once the installation completes, type ansible --version to verify that Ansible

has been installed.

Configuring Managed Hosts

Managed hosts in an Ansible environment don’t need a lot. Opposed to what is
needed in some other configuration management solutions, no agents need to be
installed on the managed hosts. You only have to enable SSH access and ensure that
Python is available on the managed hosts.

If you want to manage non-Linux nodes, notice that additional steps might be
required. To manage Windows with Ansible, for instance, you must enable a
Windows-native remote access mechanism, like Windows Remote Management
(WinRM) or the Windows SSH daemon, and if you want to manage network
devices, you might have to use device-specific requirements. This is not relevant
for RHCE EX294 though, where you only have to manage Linux machines with
Ansible. Exercise 2-5 guides you through the procedure of setting up Linux-based
managed nodes.




