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2 Chapter 1 • Introduction to Microsoft Forefront Security Suite

Introduction
Forefront is a comprehensive suite of security products that will provide companies 
with multiple layers of defense against threats. Computer and Network Security is a 
paramount issue for companies in the global marketplace. Businesses can no longer 
afford for their systems to go down because of viruses, malware, bugs, trojans, or 
other attacks.

In the past, companies often underestimated the importance of Computer and 
Network Security. Companies often failed to allocate adequate fi nancial resources 
toward implementing and maintaining security in the workplace. There are a growing 
number of companies now using the Internet as part of their day-to-day operations, 
and there are new federal laws mandating the implementation of adequate network 
security practices.

Using the Forefront Security Suite from Microsoft makes sense for many companies. 
A large percentage of these companies already have Microsoft Infrastructures in place, 
including Domain Controllers, Exchange Servers, and Vista and XP workstations. The 
Forefront Security Suite will integrate well with existing Microsoft products and 
infrastructures. Now, computer and network security are top priorities for many 
companies, and no longer an afterthought. Microsoft Forefront will help companies be 
at the forefront of dealing with network- and computer-related security threats.

Components of the 
Microsoft Forefront Security Suite
Forefront Security Suite is developed from multiple components that operate 
together in an orchestrated way to protect and provide overall end-to-end security for 
IT environments. Forefront components easily integrate with each other as well as 
with third-party solutions enabling depth defense, simplifi ed management, deployment, 
and security analysis.

Forefront Security Suite consists of several components, which are separated into 
three main categories: Client Security, Server Security, and Edge Security. Client Security 
includes end-user PCs running Microsoft the Business, Enterprise, or Ultimate Editions 
of Vista, XP Professional, and 2000 Professional. Server Security components include: 
Security for Exchange Server, Security for SharePoint Server, and Server Security 
Management Console. Edge Security includes Microsoft ISA Server and Intelligent 
Application Gateway. Table 1.1 reviews current components and their categories.
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Table 1.1 Forefront Client, Server, and Edge Components

Component Category

Client Security Microsoft Client Security—Microsoft 2000, Windows XP,  
 Windows Server 2003, Windows Vista—32- and 64-bit OS

Server Security Security for Exchange Server, Security for SharePoint, 
 Security Management Console

Edge Security Internet Security and Acceleration Server (ISA), Intelligent  
 Application Gateway (IAG)

Figure 1.1 The Correlation between Client, Server, and Edge Security

A picture tells a thousand words—Figure 1.1 displays the correlation between the 
three categories for better understanding.
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Forefront Security for Clients
Microsoft Forefront for clients enables security for your desktop, laptop, and server 
operation systems within your environment. It is supported on Windows 2000 Professional 
and Server, Windows XP Professional, Windows Server 2003, and Windows Vista 
systems for both 32-bit and 64-bit system environments. Forefront Security for clients 
helps guard clients against threats such as spyware, rootkits, viruses, worms, and Trojan 
horses.

Forefront Security for clients includes several components such as the management 
server, reporting and alerting servers, and the actual client that is installed on the PC. 
The management server runs on a central console and all clients can be controlled via 
this central console. From the central console you can select preconfi gured client 
settings or change specifi c client settings to best fi t your environment as a whole. 
To simplify the environment and distribution of client policy settings from the 
management server, Forefront security for clients can use Active Directory Group 
Policy to propagate policies to clients. The reporting and alerting server accepts 
alerts from events that happen on the client. The alerting server will then store the 
alert and alarm you if needed, depending on the severity of the alert. Alerts will 
be generated by events such as a malware outbreak or a failure to remove a threat. 
Further, the reporting server has the ability to generate overall or specifi c reports; 
these reports can be pulled from your management central console server.

NOTE

For those of you familiar with Antigen products from Microsoft, these products 
have been rebranded under the new Forefront Security product line. Forefront 
Security for Exchange Server (formerly Microsoft Antigen for Exchange and 
Microsoft Antigen for SMTP Gateways), Forefront Security for SharePoint 
(formerly Antigen for SharePoint), and Forefront Server Security Management 
Console (formerly Antigen Enterprise Manager) all have been rebranded. Antigen 
is still used for Instant Messaging security, but it is expected to be rebranded in 
the near future.
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Malware defi nitions and updates for clients can be updated either directly from 
the Microsoft Update Web site or from your Microsoft Windows Server Update 
Services (WSUS). WSUS has many benefi ts; for one, it saves your Internet bandwidth 
because it has to download updates only once from the Internet and then locally 
distribute to clients. WSUS enables you to auto-approve the latest updates and signatures 
or fi rst test and then approve the updates. Figure 1.2 shows how the Forefront security 
components for clients work together.

TIP

Forefront Client Security uses database and reporting systems from Microsoft 
SQL Server, which is included in the purchase of Forefront Client Security. 
(Customers also have the option of purchasing Forefront Client Security without 
SQL Server if they have an existing installation.)

Figure 1.2 Forefront Security for Clients
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Client Security Features
Forefront Security for clients introduces many new features and benefi ts. Some of the 
core features include the integrated anti-virus and anti-spyware that work in real 
time or on scheduled times to protect individuals from new threats. Filter Manager, 
which is part of the client security feature, is able to run virus and malware scans 
before a fi le is executed, thus giving better protection capability against threats. 
According to the Microsoft Web site, the Forefront client suite contains the features 
displayed in Table 1.2. For further features and a detailed updated description visit 
www.microsoft.com/forefront/clientsecurity/prodinfo/features.mspx.

Table 1.2 Client Features (from Microsoft)

Feature Description

Integrated anti-virus and  Single engine enhances client machines performance
anti-spyware engine  and detection capabilities by minimizing  end user 
 disruptions.

Real-time protection with  By using “mini-fi lter” technology with the Windows
the Windows Filter  Filter Manager, Forefront Client Security is able to 
Manager scan both virus and spyware fi les before they run, 
 thus providing better security against spyware and 
 blended threats (for example, spyware that gets on 
 a PC through backdoor Trojans or other means).
 The other benefi t to using the Windows Filter 
 Manager is that end user disruption (system slow- 
 downs) is minimized during real-time scans for 
 both viruses and spyware.

Scheduled and on-demand  Quickly scan in-memory processes, targeted directories,
scans and common malware extensibility points to ensure 
 that the client machine is malware-free at all times.

Malware removal and system  The Microsoft anti-malware engine removes malware
recovery and runs cleaning scripts to help ensure that the 
 machine is still in a usable state.

Archives and packers scans Archives and packers are a common way for malware 
 authors to try to hide from anti-malware technologies, 
 but the engine is able to look inside archives and 
 packers and remove infected fi les.

Continued
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Table 1.2 Continued. Client Features (from Microsoft)

Feature Description

Advanced protection  The engine includes advanced protection mechanisms
mechanisms to fi nd user-mode rootkits, polymorphic viruses 
 based on behavior analysis, tunneling signatures, 
 and heuristic detection mechanisms that fi nd new 
 malware and variants.

Compatible with Windows  Forefront Client Security provides customers with
Security Center and Vista  the ability to see whether Forefront Client Security
Network Access Protection  is running and up to date. IT administrators are
(NAP) able to confi gure Network Access Protection (NAP) 
 on Windows Server 2008 so that Forefront Client 
 Security-managed machines attempting to connect 
 to the network are checked to ensure that the 
 security agent is up to date and actively protecting 
 clients. If the client machine does not have the 
 Forefront Client Security agent or it is not up to 
 date, the user is not allowed to connect to the 
 network and gets notifi ed within Windows 
 Security Center. If the user installs the security 
 agent for Forefront Client Security with updated 
 signatures, they can then connect to the network.

Central Management System With one console for simplifi ed client security 
 administration, Microsoft Forefront Client Security 
 saves time and reduces complexity.

Single policy to manage  Forefront Client Security helps increase your
client protection settings effi ciency through a single policy that confi gures 
 the anti-spyware, anti-virus, and state assessment 
 technologies for one or more protected computers. 
 New policies are created with preconfi gured 
 settings that can be easily tailored to the needs of 
 your environment. Policies also include alert level 
 settings that can be easily confi gured to specify 
 the type and volume of alerts and events generated 
 by different groups of protected machines.

Integration with Active  Integrating with familiar Microsoft infrastructure
Directory for policy  saves administrative time and reduced “learning
deployment curve.” Target policy based on Active Directory 
 organizational units (OUs) and security groups.

Continued
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Table 1.2 Continued. Client Features (from Microsoft)

Feature Description

Integration with WSUS/MU  Installing client agents throughout the organization
for client deployment can be a time consuming process for administrators. 
 Deploying client agents using Microsoft Windows 
 Server Update Services (WSUS) reduces administrative 
 workload as these agents get installed automatically 
 through WSUS sync. Administrators do not require 
 additional software or technology, but can leverage 
 their WSUS distribution infrastructure that provides 
 deployment, status, and reporting. Furthermore, 
 as this is an administrative controlled policy, even 
 rogue machines (that is, machines that have 
 removed client agents accidentally or intentionally) 
 receive the client agent automatically when they 
 sync with the WSUS server.

Signature updates for  Forefront Client Security provides a failover system
roaming users for mobile users that allows them to connect to 
` Microsoft Update (MU) to download the latest 
 defi nition updates if they cannot get access to the 
 corporate network. The administrator will have 
 the ability to centrally manage the opt-in process 
 for managed clients using the Forefront Client 
 Security policy.

Security state assessment  The security state assessment (SSA) checks to
checks examine data from the registry, the fi le system, 
 WMI, IIS metabase, SQL, and more. Those checks 
 allow a security administrator to detect common 
 vulnerabilities in their environment as well as 
 confi guration issues that increase their exposure. 
 These checks are a set of risk criteria defi ning 
 industry best practices and known vulnerabilities. 
 The reporting functionality that includes the
 security state assessment capabilities in Forefront 
 Client Security enables customers to measure their 
 security risk profi le based on security best practices. 
 As a result, customers can focus critical IT resources 
 on the right security issues, and spend less time 
 trying to fi nd and then analyze information from 
 disparate sources.

Continued


