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David Harley CISSP (Lead Author,Technical Editor) has written or contributed
to over a dozen books in the security and education fields, including “Viruses Revealed”
(Osborne). He is a frequent presenter at security conferences and has many research
papers to his credit, as well as consumer-level articles in many areas of computing.
He runs the Small Blue-Green World security and publishing consultancy, and his roles
there include authoring, reviewing and editing, antimalware and security research, and
providing consultancy to the antivirus industry. He is also qualified in security audit
(BS7799 Lead Auditor) and ITIL Service Management. For five years he ran the Threat
Assessment Centre for the UK’s National Health Service, specializing in malware and
email abuse management consultancy. He previously worked in systems, application
and network support for a major cancer research charity.

David’s academic roots are in Computer Science, Social Sciences and Medical
Informatics. His further qualifications include BS7799 Lead Auditor, ITIL Service
Management, and Medical Informatics. His affiliations include the Red Team at
QuantumLabs, a system testing and validation service,Team Anti-Virus, and the WildList
Organization. He is a charter member of AVIEN and AVIEWS, serving as Disciplinary
Committee Chairman,Adjunct Administrator of AVIEN, and from mid-2007 will
serve as Transitional Administrator and CDO during the restructuring of AVIEN.

David would like to thank all his co-authors, not only for the excellent content
they contributed but for their support, suggestions and encouragement. Many other
members of AVIEN and AVIEWS also contributed input in the early stages of the
book planning (about forty people were subscribed to the book’s dedicated mailing
list, over time), and they also deserve thanks. In particular:

■ His wife Jude, who not only contributed content and late-night discussion, but
put up with the ongoing hormonal changes and mood swings of an expectant
author with patience and good humor.

■ Andrew Lee and Robert Vibert for their unfailing support during some very
rocky moments. Extra brownie points go to Andrew for his timely assistance in
proofreading.

■ The AVIEN Advisory Board and Disciplinary Committee and their individual
members for their support and advice at times of extreme stress.
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■ Paul Dickens, whose cartoons grace the book’s web site at www.smallblue-
greenworld.co.uk/pages/avienguide.html.

■ Mary Landesman for discussion on chapter planning.

■ Jeannette Jarvis, who first suggested the idea of an AVIEN book to him.

He also owes special thanks to Amorette Pedersen and Andrew Williams of
Syngress/Elsevier for their unfailing patience and support, even during the occasional
prima donna outburst from the technical editor.J

There is forensic evidence of David’s sticky fingers all over this book, but 
particularly Chapters 1, 2, 4, 6, 8, 10 and 11.

Foreword Author

Robert S.Vibert is the administrator and CDO of the Anti-Virus Information
Exchange Network (AVIEN), the growing network of Security Professionals working
in organizations with 1500 or more PCs who discuss Anti-Virus topics and keep each
other informed about upcoming malware threats. He also acts as senior advisor to the
administrator of AVIEWS (Anti-Virus Information & Early Warning System),AVIEN’s
sister organization, which brings together security specialists and researchers at both
vendor and customer organizations. Robert has worked for more than 25 years as
a consultant, mentoring and helping companies and individuals get the most out of
their resources.

Author of five books and more than 200 articles on management, computer
security and operations, Robert has also worked as a senior consultant for a major
international consulting firm, is regularly interviewed by the media for his expert
insights on computer security, and serves as an adviser to Canadian government
departments. Currently, he acts as a mentor to several entrepreneurs and is developing
the Missing Link series of books, workbooks, CDs and DVDs to provide practical
information and processes to get the success you want in life in the areas of finance,
relationships, emotional health, career and personal development.

As well as contributing the foreword on behalf of AVIEN, Robert also co-wrote Chapter 1.
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Contributors

Paul Baccas is a researcher at Sophos plc, the UK security company.
After reading Engineering Science at Exeter College, Oxford, he worked
in various technical roles at Sophos, and is now mainly engaged in spam
research. He is a frequent contributor to Virus Bulletin.

Paul assisted with technical editing on a number of chapters.

Ken Bechtel has been involved in corporate malware defense since 1988.
His work history includes working in the Virus Lab at NCSA (later ICSA),
performing virus analysis and Antivirus Product Certifications, as well as
user education. He has worked and consulted for all levels of business, from
small businesses to Fortune 500 companies. He is the author of several
papers published by Security Focus, Virus Bulletin, and several other trade
magazines. He has appeared 26 times on local and national news for
interviews concerning various malicious code threats. Ken is a Founding
Member and Adjunct Administrator of the Anti-Virus Information
Exchange Network (AVIEN), member of Association Anti-Virus Asian
Researchers (AAVAR), WildList Reporter since 1998, Founder of Team
Anti-Virus, and member of several unofficial associations. Several of his
papers and articles have been printed in Security Focus, Virus Bulletin,
and several other trade magazines. His biggest literary contribution so far
has been the “Handbook of Corporate Malware Protection.”

Ken is devoted to his family, and enjoys all manner of outdoor sports,
from fishing and camping to several shooting sports.

Ken co-wrote Chapters 1, 2 and 6.

Michael P. Blanchard, CISSP, GCIH (gold), CCSA-NGX and
MCSE, has been an IT professional for over 16 years, and is currently
a member of AVIEN. His current major duties include Malware analysis/
protection and assessment, vulnerability analysis and assessment, and
other daily activities.Apart from some in-house training documents,
Mike is also the author of the definitive whitepaper on the FunLove virus
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that he wrote to achieve his SANS GCIH gold certification (#350) in
2002, at www.giac.org/certified_professionals/practicals/GCIH/0350.php.
Mike takes pride in his current professional role serving in the CIO’s Office
of Information Security and Risk Management as the Senior Antivirus
Security Engineer overseeing the malware protection on a global scale at
EMC2 Corporation in Westborough, Mass, a role that he’s had since 1999.

Before that, it was Mike’s father who introduced him to the wonders of
computers and building electronic devices back in the mid to late 1970’s
and up to programming in Fortran and Pascal in the mid 1980’s on his
father’s Atari 800 and his High School’s PDP-11.To this day, Mike says
that he learned everything he knows from his Dad, and is happy to still be
learning from him now that Mike is a Dad with his own two children.

In his spare time, Mike can be seen wandering around Renaissance
faires, making Chainmaille armor and jewelry, spending time with his
family, performing CubMaster duties for his local CubScout pack, or
leveling up with friends in the computer MMORPG Everquest 2. Mike
would like to thank his parents and his wife and two children for bearing
with him and being very supportive while he locked himself in his com-
puter room with his headphones on for months to complete his contribu-
tion to this project. Mike wishes to dedicate his contribution to his loving
wife and children, and his late best friend Jim: he would have been proud.

Mike co-wrote Chapter 9.

Tony Bradley (CISSP-ISSAP) is the author of Essential Computer
Security, co-author of Hacker’s Challenge 3, and has contributed chapters to
many other books.Tony is the Guide for the Internet/Network Security
site on About.com, a part of the New York Times Company, where he
has more than 30,000 subscribers to his weekly newsletter. He has written
for a variety of other Web sites and publications, including PC World,
SearchSecurity.com, WindowsNetworking.com, Smart Computing
Magazine and Information Security Magazine. Currently a Security
Consultant with BT INS,Tony has driven security policies and technologies
for endpoint security and incident response for Fortune 500 companies for
over 6 years.Tony is a CISSP (Certified Information Systems Security
Professional) and ISSAP (Information Systems Security Architecture
Professional). He is Microsoft Certified as an MCSE (Microsoft Certified
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Systems Engineer) and MCSA (Microsoft Certified Systems Administrator)
in Windows 2000, and he is recognized by Microsoft as an MVP (Most
Valuable Professional) in Windows security.

Other books to which Tony has contributed include Winternals:
Defragmentation, Recovery, and Administration Field Guide, Combating Spyware
in the Enterprise, Emerging Threat Analysis, and Botnets:The Killer Web App.
He is the lead technical editor and contributing author to the upcoming
PCI Compliance: Understand and Implement Effective PCI Data Security
Standard Compliance.

Tony co-wrote Chapter 4.

Henk K. Diemer (CISSP, MSC in Bio Physics) lives in Utrecht,
in the Netherlands, with his wife Ieneke and three school age children.
He brought to this book his experience as an independent AV manage-
ment specialist with over 28 years – mostly – international ICT 
management experience in both the private and public sectors. Using
computers and programming for his research since 1972, he has dedicated
himself since 1996 to limiting the losses related to malicious code. Henk
currently works for a large global Fortune 500 IT services company, as
a senior IT security advisory specialist. Before that, he worked for a
large Dutch multinational bank for 20 years, until IT there was largely
outsourced in 2005.

Henk initiated, among other things, a workgroup for Dutch AV experts
under the authority of the FI –ISAC NL and Dutch Banker Association, for
sharing lessons learned and to help manage high profile malware incidents
in banking.Today, his focus is primarily on improving local, regional and
global services in the context of outsourced IT AV services, and to assist
security management functions in creating and maintaining optimal
conditions for success in outsourcing AV services.

Henk has had the pleasure of working with many other independent
and dedicated AV specialists in AVIEN, Virus Bulletin and the Anti-
Phishing Working Group, and many others committed to the sharing
of best practices or lessons learned. He wishes to express his warm
gratitude to all who made his contribution to this book possible.

Henk wrote most of Chapter 7.
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Ken Dunham is Director of the Rapid Response Team at iDefense, a
VeriSign company, overseeing all Rapid Response and global cyber-threat
operations. He frequently briefs upper levels of federal cyber security
authorities on emerging threats, and regularly interfaces with vulnerability
and geopolitical experts to assemble comprehensive malicious code intelli-
gence and to inform the media of significant cyber-threats. Ken is regularly
rated as a top speaker at events including the Forrester Security Summit,
GFIRST, ISSA, Pentagon and others. He regularly discovers new malicious
code, has written anti-virus software for Macintosh, and has written about
malicious code for About.com, SecurityPortal,AtomicTangerine and
Ubizen. He is a member of AVIEWS, InfraGard, an RCG Information
Security Think Tank, CME, International High Tech Crime Investigation
Association, the WildList Organization and others. He is also a certified
reverse engineer and regularly analyzes top threats of concern for top
tier clients.

Ken authored Bigelow’s Virus Troubleshooting Pocket Reference,
“The HyperCard Roundup” (on HyperText programming), and is a
regular columnist for two information security magazines. He is also the
founder and President of the Boise, Idaho, Information Systems Security
Association chapter. He is also the founder and President of the Idaho
InfraGard chapter, in conjunction with the FBI. He holds several security
certifications, serves as the VeriSign Forum for Incident Response and
Security Teams (FIRST) lead representative, and is a member of the
North American Incident Response Team (NAIRT).

Ken co-wrote Chapter 5.

Enrique González is a Senior Virus Researcher at Microsoft Corporation.
Before joining Microsoft, Enrique was a Senior Security Researcher with
Websense where he lead Websense Security Labs’ EMEA team, being also
spokesperson for the Lab in the EMEA region. Enrique’s background
includes positions at Panda Software where he analyzed and researched
malware from old DOS viruses to the latest threats. He is a frequent pre-
senter at conferences and events such as APWG,AVAR, CISCI, and so on.
His presenting work includes malware cases and technologies, research on
future attack vectors such as VoIP, as well as current and upcoming threats.
Enrique also co-founded a security systems company in Spain. Enrique’s
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contribution to the book would have not been possible without his parents’
hard work and support of his education. His wife and his children have also
played a key role, supporting him and bringing him the joy he needs to
keep working hard for them.

Enrique co-wrote Chapter 5.

Judith Harley teaches ICT and business communications at a secondary
school in the UK. Even before qualifying as a teacher, she was a qualified
adult training instructor and assessor, and also worked in user support and
systems and security administration in the public sector. She has many
years of experience in writing training manuals, policies, FAQs and other
documentation, and has published articles in educational periodicals. She
was co-author, with David Harley and Eddy Willems, of “Teach your
children well” for the 2005 Virus Bulletin International Conference,
and also co-wrote two chapters for “Coming of Age – an introduction
to the new world wide web”, 2nd Edition (Freedman).

Judith co-wrote Chapter 8.

Andrew Lee (CISSP) is Chief Research Officer of ESET LLC. He was
a founding member of the Anti-Virus Information Exchange Network
(AVIEN) and its sister group AVIEWS (AVIEN Information & Early
Warning System), is a member of AVAR and a reporter for the WildList
organisation. He was previously at the sharp end of malware defense as
a systems administrator in a large government organisation.

Andrew is author of numerous articles on malware issues, and is a
frequent speaker at conferences and events including ISC2 Seminars,AVAR,
Virus Bulletin and EICAR. When he is not sitting at the computer or in 
an airport somewhere, he enjoys reading, photography, playing guitar, and
the martial art of Ki-Aikido.

Andrew co-wrote Chapters 10 and 11.

Jim Melnick is Director of Threat Intelligence at iDefense, leading the
global threat intelligence group that focuses on cyber threats around
the world, from nation states and hacker groups to new technologies.
His “Weekly Threat Report” on cyber threats, which he founded and 
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edits for iDefense/VeriSign, was dubbed by Business Week in 2005 as
including “some of the most incisive analysis in the business.” Prior to
joining iDefense, Jim served with distinction as a civilian analyst for more
than 16 years in the U.S.Army and the Defense Intelligence Agency
in a variety of roles, including intelligence, psychological operations,
international warning issues, information operations and Russian affairs.

Jim has been published in numerous military and foreign affairs
journals, and has received numerous military and related awards, including
a Presidential Commission medal for his work on the Y2K problem in
support of the National Intelligence Council. He also recently retired from
the U.S.Army Reserves as a Colonel in Military Intelligence. His last
military assignment was with the Office of the Assistant Secretary of
Defense for Networks and Information Integration. Jim has a Master of Arts
in National Security and Strategic Studies from the U.S. Naval War College,
a Master of Arts in Russian studies from Harvard University, and a Bachelor
of Arts with Honors in Political Science from Westminster College.

Jim co-wrote Chapter 5.

Igor Muttik, PhD is a senior architect with McAfee Avert™. He started
researching computer malware in 1980s when anti-virus industry was in
its infancy. He is based in the UK and worked as a virus researcher for
Dr. Solomon’s Software where he later headed the anti-virus research team.
Since 1998 he has run Avert Research in EMEA and switched to his
architectural role in 2002. Igor is a key contributor to the core security
technology at McAfee. He takes particular interest in new emerging
malware techniques, and in the design of security software and hardware
appliances. Igor holds a PhD degree in physics and mathematics from
Moscow University. He is a regular speaker at major international security
conferences and a member of the Computer Antivirus Research
Organization.

Igor wrote Chapter 3.

David Phillips has been working at The Open University (OU) since
1986, transferring into computer support full time in mid-1996. He has
spent over 14 years in the antivirus field, involved in the implementation
and support of staff and students at the OU.A speaker at the 1998, 1999,
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2001 and 2003 Virus Bulletin conferences, he has also presented for SecureIT
Europe and others including workshops at NetFocus2006. In 2003 he
created a short course at the OU,T187 Vandalism in Cyberspace aimed
at educating the home users in malware and malware protection issues
which is currently being presented two times a year, until 2009.

David co-wrote Chapter 8.

Paul Schmehl is Senior Information Security Analyst at the University of
Texas at Dallas, and has many years of experience in antimalware administra-
tion.A number of his articles have been published by SecurityFocus and
Claymania, on such topics as AV software evaluation, firewall and AV
product reviews, and protection for the enterprise and for small businesses.
He is a frequent contributor to security lists, and a founder member of
AVIEN. His presentation on “Barbarians at the Gateways: Defeating Viruses
in EDU” has been featured at SIGUCCS and EDUTEX.

Paul co-wrote Chapter 6.

James M.Wolfe, CHS-V is the Technical Director of the European
Institute for Computer Anti-Virus Research (EICAR). His other member-
ships include AVIEN,Team Anti-Virus, the US-CERT CME project, and
he is a reporter for the WildList Organization. He is an Associate Member
of the prestigious Computer Anti-Virus Research Organization (CARO).
He is also an Adjunct Professor at the University of Central Florida
and Webster University, teaching Information Security, Ethics, Counter-
Terrorism and Homeland Security. He has a Bachelor of Science degree
in Management Information Systems and a Master of Science degree in
Change Management from the University of Florida. He holds a Level 5
Certification in Homeland Security from the American College of Forensic
Examiners Institute. Currently, he is working on a Bachelor’s degree in
Anthropology. He plans to begin his Doctorate soon.

He has published articles in the Virus Bulletin and EICAR magazines.
He co-authored a chapter in the 2003-2005 editions of the Handbook of
Information Security Management by Micki Krause and Hal Tipton. He is
a five-time honoree in “Who’s Who in America.” He routinely presents at
conferences all over the world, usually in the Anti-Virus,Terrorism, and
Security arena.



xiv

James would like to dedicate his contribution to Krista and Cymoril, who
never waver in their support even when the trolls are attacking at 3am,
and to Mom for giving her wisdom and strength.

James co-wrote chapter 1.

Bojan Zdrnja (GCIA, CISSP, RHCE) is Security Implementation
Specialist at the University of Auckland, New Zealand. He previously
worked as a security consultant and security team leader at the Faculty of
Electrical Engineering and Computing, University of Zagreb, as part of a
commercial team working on external projects. He was also a member
of several Incident Response Teams for the Croatian CERT. He is a handler
for the Internet Storm Center (ISC) and is also on the SANS Advisory
Board and one of the GIAC Gold Advisors. Specialized areas of interest
include analyzing malware, forensic analysis, incident handling. His publica-
tions include a security column for a Croatian computer magazine, the
book What Are Computer Viruses? (Syspring), and diaries for the Internet
Storm Center.

Bojan co-wrote Chapter 9.
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This book recognizes that the combined membership of AVIEN and AVIEWS are
uniquely qualified to pass on their combined knowledge and the benefits of their
experience at the leading edge of anti-malware defense to others facing the challenges
of new generations of malware.

The collective membership of the two organizations comprises many of the brightest
minds working on malware-related issues.

This book also demonstrates the value of combining the practical research skills of
some members with the writing experience of others.The end result is a wonderful
blend of deeply researched and yet easily accessible information.

David Harley was the logical choice for heading up this project, not only because
he has been involved with AVIEN since its earliest days, but also due to his extensive
experience in managing very large installations of anti-virus defenses and his impeccable
credentials in writing and editing in the security arena, especially in antivirus.

David has also extensive research experience, independence from commercial
influence and the respect of his peers in the anti-malware field, a field that has seen 
his contributions for many years.

—Robert S. Vibert
Administrator,Anti-Virus Information Exchange Network
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