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Introduction
This chapter will address vulnerabilities and why they are important. It also discusses a concept 
known as Windows of  Vulnerability, and shows how to determine the risk a given vulnerability poses 
to your environment.

What Are Vulnerabilities?
So, what are vulnerabilities? In the past, many people considered a vulnerability to be a software or 
hardware bug that a malicious individual could exploit. Over the years, however, the defi nition of 
vulnerability has evolved into a software or hardware bug or misconfi guration that a malicious individual 
can exploit. Patch management, confi guration management, and security management all evolved 
from single disciplines, often competing with each other, into one IT problem known today as 
vulnerability management.

NOTE

Throughout this book, we will reference vulnerabilities by their CVE numbers. CVE 
stands for Common Vulnerabilities and Exposures, and a list of CVE numbers was 
created several years ago to help standardize vulnerability naming. Before this list 
was compiled, vendors called vulnerabilities by whatever names they came up with, 
making vulnerability tracking diffi cult and confusing. The CVE created a list of all 
vulnerabilities and assigned each one a CVE ID in the format CVE-year-number. 
Vendors have been encouraged to use CVE numbers when referencing vulnerabilities, 
a practice which has removed most of the confusion. More information on CVE 
numbers is available at http://cve.mitre.org.

On the surface, vulnerability management appears to be a simple task. Unfortunately, in most 
corporate networks, vulnerability management is diffi cult and complicated. A typical organization has 
custom applications, mobile users, and critical servers, all of which have diverse needs that cannot be 
simply secured and forgotten. Software vendors are still releasing insecure code, hardware vendors do 
not build security into their products, and systems administrators are left to clean up the mess. Add to 
this compliance regulations that make executives nervous, and you have a high-stress situation which 
is conducive to costly mistakes.

The complications surrounding vulnerability management create what is known as a Window 
of Vulnerability. Although this may sound like a clever play on words to draw attention to the most 
commonly run operating system, it is actually used in reference to the length of time a system is 
vulnerable to a given security fl aw, confi guration issue, or some other factor that reduces its overall 
security. There are two types of  Windows of  Vulnerability:

■ Unknown Window of  Vulnerability The time from when a vulnerability is discovered 
to when the system is patched.

■ Known Window of  Vulnerability The time from when a vendor releases a patch 
to when the system is patched.


