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2 Chapter 1 • WRT54G Fundamentals 

Introduction 
The road to third-party firmware has been a long one, at least where the computer industry is con- 
cerned, and the changes to the W R T 5 4 G  series of hardware have been many. In this chapter, we will 
discuss our approach to this book, the history of the W R T 5 4 G  product line and its variations, and 
the history behind the development of third-party firmware. 

Our Approach to This Book 
This book is meant to document many of the features, projects, and interesting and fun things in 
general that you can do with the WRT54G series of routers from Linksys. Everyone should read this 
chapter in its entirety before moving on to other chapters in the book. Whether  you own one 
W R T 5 4 G  router or one of each model number in the series--or even if you have yet to purchase a 
W R T 5 4 G - - y o u  should read this chapter before reading any further. It will give you a map and a his- 
tory of this hardware platform and it will help you to decide which model to purchase and/or  
whether your current hardware will do what you want it to do. If you do not yet own a WRT54G,  
or you just have an old dusty one in the corner, please note that we believe everyone should have at 
least two WRT54Gs at their disposal. Many of the projects we cover in this book either will require 
two routers, or will benefit performance-wise with at least two routers because you'll be able to split 
the processing load among them. And don't worry; the prices of these devices have come down over 
the years, making them affordable for even penny-pinching college students. 

In this book, we have taken a " top-down" approach to teaching you how to make the most of 
the W R T 5 4 G  platform. For instance, we show you by example how to configure and use these 
devices in various ways. In addition, we selected and documented each project and example carefully 
to ensure practical usage.Yes, we could show you how to use your WRT54G series router to run 
your entire Web site, database and all, but this is certainly not advisable. There are proper uses for your 
WRT54G,  and there are some which stretch the limits so far that they are not practical. On the flip 
side of practical is, well, just plain fun, and we've made certain to include fun projects in this book as 
well. In each instance, we attempt to fully document the use case, based on extensive testing we've 
conducted in our own home and work environments. We included enough details about embedded 
devices, operating systems, and software engineering as we thought you would need, and we provide 
resources for those of you who want more details in these areas. We want this book to expand the 

audience of the W R T 5 4 G  platform, and embedded device usage as a whole, unlocking the potential 

that this platform has to offer. 
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We want this book to be your road map to using WRT54G devices to your advantage in many 
different environments, including work and home. We've found so many uses for them that we know 
others can benefit as well. Hence, this book will guide you on your journey to unlocking all of the 
potential of the WRT54G hardware and software platforms. 

iii TE 
i[iiiiiiiii!i There are a few different perceived meanings of the word hacking. In this book, 
ii{{iiiiiiiiii hacking means to use things for a purpose for which they were not originally 
!ii[ii[iii~{ii[i intended. For example, Linksys did not intend to allow users to add a Secure Digital 
.......... ~'~iiiii!iiii!ii (SD) card reader  to a WRT54G. However, we  will show you how to  'hack"  the  

WRT54G and add an SD card reader to expand the WRT54G's storage capabilities. 
Hacking also refers to the act of gaining access to computer systems and/or networks 
(i.e., using the systems or software in a way that the creators did not originally 
intend), which should always be done with written permission. Along those lines, we 
will show you how to use WRT54G routers to aid in your legitimate hacking and 
security practices, such as penetration testing and performing network/system audits. 
You must always perform this testing with permission, preferably written, from 
appropriate parties. 

History of the Linksys WRT54G 
Linksys began selling version 1.0 of the WRT54G in late 2002 as a home router, firewall, and wire- 
less networking product. In the beginning, it was primarily intended to support wireless networks, 
and inclusion of additional features merely complemented the wireless capabilities. At that time, the 
device was relatively commonplace; it featured a wide area network (WAN) port, a four-port 10/100 
switch, and 802.11b support. The device also shipped with a Web interface for configuration--a 
practice that had become popular with consumer devices in earlier years. Since the initial launch in 
2002, Linksys has revised the hardware of the WRT54G several times to provide upgrades to the base 
unit. The device has proven popular enough that Linksys has spawned several similar models in the 
WRT54G series to deliver various features, speed enhancements, and form factors. We will discuss a 
number of the models later in this chapter, and we will begin to see the natural progression that 
developments in technology have afforded the product line. 

This particular product line has been a very good seller for Linksys. Although sales figures for the 
device are typically not broken out from sales figures for Linksys as a whole, company executives have 
been quoted as saying, "We sell literally hundreds of thousands per month." This popularity may be 
due, in part, to the ease with which you can modify the device, and as such a community of open 
source advocates and hardware hackers alike has embraced it readily. 

With the recent official support from Linksys of third-party firmware through the release of the 
WRT54GL,  Linksys is poised to sell even more units. We are currently seeing additional hardware 
revisions of the WRT54GL which, from an initial observation, seems to be following the trend of 
the original WRT54G series of hardware. With this continued development of the WRT54GL,  and 
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