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Author 

Jack  Wiles is a Security Professional with over 30 years' experience 
in security-related fields, including computer security, disaster 
recovery, and physical security. He is a professional speaker and has 
trained federal agents, corporate attorneys, and internal auditors on a 
number of computer crime-related topics. He is a pioneer in pre- 
senting on a number of subjects that are now being labeled 
"Homeland Security" topics. Well over 10,000 people have attended 

one or more of his presentations since 1988. Jack is also a cofounder 
and President of TheTrainingCo. and is in frequent contact with 
members of many state and local law enforcement agencies as well 
as Special Agents with the U.S. Secret Service, FBI, U.S. Customs, 
Department of Justice, the Department of Defense, and numerous 
members of High-Tech Crime units. He was also appointed as the 
first president of the North Carolina InfraGard chapter, which is 
now one of the largest chapters in the country. He is also a 
founding member and "official" MC of the U.S. Secret Service 
South Carolina Electronic Crimes Task Force. 

Jack is also a Vietnam veteran who served with the 101st 
Airborne Division in Vietnam in 1967-68. He recently retired from 
the U.S. Army Reserves as a lieutenant colonel and was assigned 
directly to the Pentagon for the final seven years of his career. In his 
spare time, he has been a senior contributing editor for several local, 
national, and international magazines. 

I really appreciate reading, the comments written by my new friend 
.Johnny Long, as he jqrst thanked his creator in his Penetration Tester's book 
by Syngress. I'm in.Johnny's camp in acknowledging that I can do nothing 
without the help of my Lord and Savior,. Jesus Christ. I dedicate my small 
part of this book to Him, my wonde~ul wife, Valerie, and my son, Tyler. My 
partner Don Withers is like a brother to me in every way. For eight years, 
we have been fortunate to produce our Techno Security and our new Techno 
Forensics conferences, which have had attendees register from over 40 coun- 
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tries around the world. I wish that I had space to thank all of the other 
authors of this book. I know them all well, and I have known some of them 

for more than two decades. These are some of the most respected and talented 
security minds in the world, and I am honored to have my work in the same 
book as theirs. And last but certainly not least, I'd like to thank my good 

friend Russ Rogers for his technical editing help and Amy Pedersen from 
Syngress Publishing for being so patient as I learned the ropes of getting a 
book ready to be published. 

Jack wrote Chapter 1, "Social Engineering: Risks, Threats, 
Vulnerabilities, and Countermeasures. 

. chnical Editor 

R u s s  Rogers (CISSR CISM, IAM, IEM, HonScD) is author of the 
popular Hacking a Terror Network (Syngress Publishing, ISBN: 
1928994989); coauthor on multiple other books, including the best 
selling Stealing the Network: How to Own a Continent (Syngress, 
ISBN: 1931836051) and Network Security Evaluation Using the N S A  
IEM (Syngress, ISBN: 1597490350); and Editor in Chief of The 
Security Journal. Russ is Cofounder, Chief Executive Officer, and 
Chief Technology Officer of Security Horizon, a veteran-owned 
small business based in Colorado Springs, CO. Russ has been 
involved in information technology since 1980 and has spent the 
last 15 years working professionally as both an IT and INFOSEC 
consultant. Russ has worked with the United States Air Force 
(USAF), National Security Agency (NSA), and the Defense 
Information Systems Agency (DISA). He is a globally renowned 
security expert, speaker, and author who has presented at confer- 
ences around the world, including Amsterdam, Tokyo, Singapore, Sao 
Paulo, and cities all around the United States. 
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Russ has an Honorary Doctorate of Science in Information 
Technology from the University of Advancing Technology, a 
Master's Degree in Computer Systems Management from the 
University of Maryland, a Bachelor of Science in Computer 
Information Systems from the University of Maryland, and an 
Associate Degree in Applied Communications Technology from the 
Community College of the Air Force. He is a member of both ISSA 
and ISACA and cofounded the Global Security Syndicate (gssyndi- 
cate.org) and the Security Tribe (securitytribe.com). He acts in t h e  
role of professor of network security for the University of 
Advancing Technology (uat.edu). 

Russ would like to thank his father for his lifetime of guidance, 
his kids (Kynda and Brenden) for their understanding, and Michele 
for her constant support. A great deal of thanks go to Andrew 
Williams from Syngress Publishing for the abundant opportunities 
and trust he gives me. Shouts go out to UAT, Security Tribe, the 
GSS, the Defcon Groups, and the DC Forums. I'd like to also thank 
my friends, Chris, Greg, Michele, Ping, Pyr0, and everyone in #dc- 
forums that I don't have room to list here. 

Russ wrote Chapter 9, "The Basics of Penetration Testing,." 
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ii ontri butors 
Dr. Eric Cole is currently chief scientist for Lockheed Martin 
Information Technology (LMIT), specializing in advanced tech- 
nology research. Eric is a highly sought-after network security con- 
sultant and speaker. Eric has consulted for international banks and 
Fortune 500 companies. He also has advised venture capitalist firms 
on what start-ups should be funded. He has in-depth knowledge of 
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network security and has come up with creative ways to secure his 
clients' assets. He is the author of several books, including Insider 
Threat: Protecting the Enterprise from Sabotage, Spying, and Theft 
(Syngress Publishing, ISBN: 1597490482); Cyber Spying: Tracking Your 
Family's (Sometimes) Secret Online Lives (Syngress Publishing, ISBN: 
1-931836-41-8); Hackers Beware: Defending Your Network from the 
Wiley Hacker; Hiding in Plain Sight; and The Network Security Bible. 
Eric holds several patents and has written numerous magazine and 
journal articles. Eric worked for the CIA for more than seven years 
and has created several successful network security practices. Eric is 
an invited keynote speaker at government and international confer- 
ences and has appeared in interviews on CBS News, "60 Minutes," 
and CNN. 

Eric wrote Chapter 11, "Insider Threat." 

Phil Drake is Communications Manager for the Charlotte Observer 
in Charlotte, N. C. The Observer is a daily newspaper that serves 
readers throughout North and South Carolina. In addition to the 
newspaper, the Charlotte Observer produces specialty magazines, voice 
information, and Internet services. 

Phil is responsible for all aspects of communications at Observer 
operations in both Carolinas, including telephone and data commu- 
nications, wireless systems, conventional and trunked two-way radio, 
and satellite systems. He is also responsible for business continuity 
and disaster response planning and related budgeting. He is respon- 
sible for providing emergency communications facilities for 
reporters and photographers covering breaking news stories. 

His background includes photojournalism, mainframe computer 
support, network management, telecommunications planning and 
management, and business continuity planning. Phil is a former 
chairman of the Contingency Planning Association of the Carolinas 
and currently serves as a Board Advisor of the organization. He is a 
Certified Business Continuity Professional with the Disaster 
Recovery Institute International. 



Phil speaks to public and private sector groups and has been 
interviewed by and written for a number of national publications on 
a wide range of emergency communication issues and 
business/homeland defense planning. He leads business continuity 
training seminars for both the public and private sectors. He also has 
provided project management in business continuity and has advised 
major national clients in emergency planning, workforce protection, 
threat assessment, and incident response. 

He enjoys backpacking and spending time in the outdoors. He 
also has taught outdoor living skills to youth group leaders. He was 
appointed by the North Carolina Secretary of the Department of 
Environment and Natural Resources as a voting member of the NC 
Geological Survey Advisory Committee. 

Phil wrote Chapter 2, "Personal, Workforce, and Family Preparedness." 

Ron  Green (CISSP, ISSMP), a Senior Vice President within the 
Information Security Business Continuity division of Bank of 
America, currently serves as an Information Security Business 
Continuity Officer supporting the Bank's Network Computing 
Group. He formerly managed a bank team dedicated to handling 
cyber investigations, computer forensics, and electronic discovery. 
Prior to joining Bank of America, Ron was a Secret Service Agent 
and part of the agency's Electronic Crimes Agent Program 
(ECSAP). In addition to the investigative and protection work all 
agents perform, ECSAP agents perform cyber investigations and 
computer forensics for the agency. Ron started with the Secret 
Service in its Phoenix Field Office and then transferred to the 
agency's headquarters to become part of the Electronic Crimes 
Branch (ECB). While part of ECB he provided support to the 
ECSAP agents in the field. He also worked on national and interna- 
tional cyber crimes cases, initiatives, and laws. He was the project 
manager for Forward Edge and the Best Practice Guides for Seizing 
Electronic Evidence, version 2.0. 
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1Kon graduated from the United States Military Academy at 
West Point, earning a bachelor's degree in Mechanical Engineering, 
and he earned a Graduate Certificate from George Washington 
University on Computer Security and Information Assurance. 1Kon 
currently serves as the Treasurer/Secretary for the Financial Services 
Information Sharing and Analysis Center (FS/ISAC) and as a Board 
Member for the Institute for Computer Forensic Professionals. 1Kon 
currently lives in North Carolina with his wife, Cheryl, and their 
four children. 

Ron wwte Chapter 6, "Open Source Intelligence." 

Greg Kipper (CISSP) is a Senior Security Engineer with Tenacity 
Solutions Incorporated. Tenacity is a woman-owned, small business 
that is headquartered in Reston, VA, that specializes in information 
security and information assurance. Greg has been involved in the 
field of security and information assurance over the past 13 years. 
Through his experiences in the security sector as a systems engi- 
neer, security analyst, and consultant, he moved into the emerging 
field of digital forensics. The last seven years of his career have been 
spent on working on forensic investigations studying the future of 
technologies and their forensic impact of that data to the process of 
evidence. Some of his notable works include the books Investigator's 
Guide to Steganography, Wireless Crime and Forensic Investigation, and 
the upcoming Proactive Forensics as well as a Congressional report 
outlining technical methods of reducing the risk of insider threats. 
Greg continues to actively contribute to the fields of security and 
digital forensics by giving lectures annually at DoD Cybercrime, 
TechnoSecurity, and TechnoForensics. 

Greg wrote Chapter 10, "What Is Steganography?" 

Johnny Long is a Christian by grace, a family guy by choice, a pro- 
fessional hacker by trade, a pirate by blood, a ninja in training, a 
security researcher, and an author. My home on the Web is 
http: // j  ohnny, ihackstuff, com. 
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I would like to thank my wife and kids for their continuing 

support of yet another hobby (writing/editing) that has spun out of 

control just as all the others have. I love you guys. 
I have many people to thank, but first, I would like to thank 

God for taking the time to pierce my way-logical mind with the 
unfathomable gifts of sight by faith and eternal life through the sac- 
rifice of Jesus Christ. I would also like to thank Jack Wiles and Russ 
for bringing me on board with this project; the real Vince, who 
remains an inspiration; Adam Laurie (aka Major Malfunction); 
StankDawg (aka David Blake); Barry Wels of Toool; Malcolm Mead; 
Pablos Holman; Tim "Thor" Mulllen; Stephen King; Ted Dekker; 
Neil Stephenson; and the wealth of amazingly talented Christian 
rock artists whose music is present for every word I write. I would 
also like to thank the C.H.A.O.S. team (nudge, nudge) for being an 
important part of those early days. Thanks also to the moderators 
and members of my Web site for your constant support. 

I had a great time with this chapter, and I look forward to 
expanding it to a full-blown book. No-tech hackers rejoice! 

.Johnny wrote Chapter 8, "No-Tech Hacking." 

D e n n i s  E O 'Br ien  is a private consultant having held senior IT 
security positions within Bell Laboratories, AT&T, Citigroup, and 
other Fortune 100 financial sector enterprises. Dennis, a well- 
known technical expert having more than 30 years' experience in 
the exploitation of controls, comes to us as a canary to discuss the 
kinds of"evil things" that can be done using well-intended, gener- 
ally available tools and services such as RFID. Examining the big 
picture and then presenting realistic scenarios, such as destabilizing 
public faith in the financial services industry or corrupting an asset 
database through input data tampering, are examples of his work. 

He is known for his annual predictions of possible mal-events 
that may occur in the near future and what the results may be. 

Dennis wrote Chapter 5, "RFID:An Introduction to Security Issues, 
and Concerns." 
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Kevin O 'Shea  is a Homeland Security and Intelligence Specialist 
for the Technical Analysis Group in the Justiceworks program at the 
University of New Hampshire. Kevin assisted in the development of 
the NH Strategic Plan to Combat Cyber Crime and currently sup- 
ports the implementation of the Strategic Plan. Kevin has authored 
and coauthored a number of high-tech training programs for the 
law enforcement community and has assisted in the development of 
a new digital forensics paradigm in use in N.H. 

Prior to working at the University of New Hampshire, he was a 
Research Associate for Project Management within the Technical 
Analysis Group in the Institute for Security Technology Studies at 
Dartmouth College. He was a member of the research team and 
substantive author of three critical national reports to document and 
present the most pressing impediments facing the law-enforcement 
community when investigating and responding to cyber attacks: Law 
Enforcement Tools and Technologies for Investigating Cyber Attacks: A 
National Needs Assessment, Gap Analysis, and the Research and 
Development Agenda. 

Kevin wrote Chapter 3, "Seizure of Digital Information." This chapter 
was taken from Cyber Crime Investigations: Bridging the Gaps between, 
Security Professionals, Law Enforcement, and Prosecutors (Syngress 
Publishing, ISBN: 1597491330). 

A m b e r  Schroader  has been involved in the field of computer 
forensics for the past 17 years. Amber has developed and taught 
numerous training courses for the computer forensic arena, special- 
izing in the field of wireless forensics as well as mobile technologies. 
Amber is the CEO of Paraben Corporation and continues to act as 
the driving force behind some of the most innovative forensic tech- 
nologies. As a pioneer in the field, Amber has been key in devel- 
oping new technology to help investigators with the extraction of 
digital evidence from hard drives, e-mail, and handheld and mobile 
devices. Amber has extensive experience in dealing with a wide 
array of forensic investigators ranging from federal, state, local, and 
foreign government as well as corporate investigators. With an 
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aggressive development schedule, Amber continues to bring new 
and exciting technology to the computer forensic community 
worldwide and is dedicated to supporting the investigator through 
new technologies and training services that are being provided 
through Paraben Corporation. Amber is involved in many different 
computer investigation organizations, including The Institute of 
Computer Forensic Professionals (ICFP) as the chairman of the 
board, HTCIA, CFTT, and FLETC. 

Amber currently resides in Utah and Virginia with her two chil- 
dren, Azure and McCoy. 

Amber wrote Chapter 4, "Handheld Forensics." 

Raymond Todd Blackwood is an IT Manager for a private uni- 
versity in Tempe, AZ, with over 12 years of experience in managing 
technology projects, teams, and systems. He currently oversees the 
development of technology projects at the university and provides 
lectures and training on leadership principles for technology geeks. 
Raymond teaches several courses that focus on thinking and brain 
performance, as well as managing technology, systems, and change. 

Raymond started his career in digital film making, which took 
him from his southern roots to the Southwest, where he did his 
undergraduate studies and received his BA in Multimedia and 
Digital Animation and Production. Producing independent digital 
films led him into technology management as he began to design 
and implement technology for animation and multimedia applica- 
tions. A series of events catalyzed by a passion for learning and 
working in all kinds of technology projects led Raymond to 
become a Manager of Information Technology in 2000 for the uni- 
versity. Soon thereafter Raymond began his graduate work and 
received his Master's of Business Administration and Technology 
Management in 2006. 

Raymond is the comoderator of the Phoenix Future Salon 
through the Accelerated Studies Foundation. He also serves on the 
board of directors for the Greater Arizona eLearning Association 
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and the Arizona Telecommunications and Information Council, and 
he is the faculty sponsor for DC480, the university's hacking club. 

Raymond wrote Chapter 7, "Wireless Awareness: Increasing the 
Sophistication of Wireless Users." 

�9 " 0 reword C o n t r i b u t o r  

Donald P. Withers is the CEO and cofounder of TheTrainingCo., 
which produces the Annual International Techno Security & Techno 
Forensic Conferences each year. Don has an extensive background 
in Information Security and was a member of the management 
team at Ernst &Young's Information Security Services practice for 
the mid-Atlantic region. He also served as the Director of 
Information Security for Bell Atlantic, where he championed the 
development of a corporate incident response team and imple- 
mented their war room facility used for managing investigations, 
vulnerability testing, and forensic analysis. 

He also served as a voting member of the American National 
Standards Institute Committee T1 for nine years developing and 
representing Bell Atlantic's positions on computer and network 
security. He was the Sub-working Group Secretary and Technical 
Editor for the committee that was instrumental in developing sev- 
eral of the first telecommunications standards in North America 
relating to network security. 

Don was the cofounder and two-term president of the 
Maryland Chapter of InfraGard and is a member of the Secret 
Service's Electronic Crimes Task Force. He was the cofounder and 
two-term President of the mid-Atlantic Chapter of the High 
Technology Crime Investigation Association, and he has served as 
secretary for its National Board of Directors. He is a member of the 
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American Society for Industrial Security, the Association of Former 
Intelligence Officers, and the Academy of Security Educators and 
Trainers, where he earned the academy's designation of Certified 
Security Trainer. Don is also a member of the Nine Lives Associates 
and has earned its designation of Personal Protection Specialist from 
the Executive Protection Institute. He has attended the Federal Law 
Enforcement Training Center in Glenco, GA, and has a Bachelor's 
degree in Criminal Justice from the University of Maryland. 
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