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In March 2003 one of our secure operations centers received a phishing e-mail
that started a chain of events that ends with this page you are reading now.
Phishing was almost unknown at the time; in fact, before that time it was gen-
erally used only in reference to stealing AOL users’ credentials.Tracing that e-
mail back to the source machine led us to the discovery that the recently
released Sobig virus was facilitating the anonymity of the phishing e-mail we
received; a proxy server made it impossible for us to trace the e-mail back any
further and find the culprit.These proxy servers made it possible for spammers
and phishers to begin a deluge of mail that hasn’t stopped increasing to this day.

At the time, no one had made the connection between viruses and spam;
viruses were just a nuisance propagated primarily by attention-seeking, smart,
antisocial kids.We hoped that publishing a paper on how Sobig was connected
to spam (and the phishing e-mail we received) would inspire law enforcement
officials to track down the responsible party and introduce the person to some
jail time. Instead, Sobig paved the way for what was to come: a plethora of
criminal operations that has created an amazing amount of “background noise”
on the Internet in terms of time and bandwidth wasted. Moreover, the author
of Sobig is still at large, and as far as we know, is still running a spamming oper-
ation, even though the flood of Sobig variants stopped in late 2003.What’s
worse, however, is with each malicious creation, the noise level grows.The
problem becomes worse, and other would-be criminals learn from those opera-
tions that went before them, adapting and then improving their methods.

xvii
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Over the past two years, phishing has skyrocketed to staggering proportions.
Each technical defensive measure deployed by the network security community
and the financial organizations has been met with only an escalation in the
complexity and cleverness of the phisher’s methods. Even though phishing is
nearly a household word these days, most of the general net population doesn’t
understand exactly how phishers ply their trade so successfully with hardly any
risk of being caught.And if complexity weren’t bad enough, the different
phishing groups display a diverse range of techniques they use.Therefore,
learning the specialized tactics of one phishing group isn’t necessarily going to
bring you any closer to understanding the next one.What is needed is a com-
prehensive study of the ways phishers operate—that is what I believe we now
have with this book.

I’ve dealt with law enforcement officials working on the phishing problem,
as well as individuals in the private industry, and I can say unequivocally that I
have never met anyone so “clued” on the problem as Lance James. I can’t think
of a better qualified person to write this book, and I’m happy that Syngress also
saw the need for such a tome. People who are tasked with handling the
phishing problem either in their institutions or in terms of law enforcement
should have a copy of this book on their shelves and should read it religiously.

Phishing isn’t going to be solved by technical measures alone—at some point
it has to become too risky for all but the most hardened criminals to operate in
this space.And the only way that realistically will happen is when there are arrests
occurring regularly all around the globe. I’ve often said that fighting Internet
crime effectively requires a global task force of highly clued people who have a
deep understanding of the technical issues involved as well as the authority to
kick in doors and seize servers when necessary. Law enforcement is coming up to
speed, but it is a slow, painful process to watch, especially as we see the Internet
sink further and further into a quagmire of crime committed by those who
would make a quick buck at the expense of everyone else. Hopefully, this book
will help speed up the process of providing a “clue” to those people who need it
and help stop the epidemic of phishing and identity theft that threatens to under-
mine the trust the public has left in doing business online.

—Joe Stewart
Senior Security Researcher, LURHQ Corporation

www.syngress.com
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Introduction
During 2004, close to 2 million U.S. citizens had their checking accounts raided
by cyber-criminals. With the average reported loss per incident estimated at
$1200, total losses were close to $2 billion.The incidence of phishing e-mails—
e-mails that attempt to steal a consumer’s user name and password by imitating
e-mail from a legitimate financial institution—has risen 4,000 percent over the
past six months.The term phishing comes from the fact that cyber-attackers are
fishing for data; the ph is derived from the sophisticated techniques they employ,
to distinguish their activities from the more simplistic fishing.

Over the last few years, online banking, including online bill paying, has
become very popular as more financial institutions begin to offer free online ser-
vices. With the increase in online fraud and identity theft, financial crimes have
changed from direct attacks to indirect attacks—in other words, rather than rob-
bing a bank at gunpoint, the criminals target the bank’s customers.This type of
indirect attack significantly impacts the financial institutions themselves because
their inability to adequately protect their customer assets tarnishes their reputa-
tions and overall trust.

Originally termed carding and carried out by carders, phishing e-mails are just
another form of spam. Universally regarded as an intrusive side effect of our elec-
tronic age, spam continues to proliferate at an unbelievable rate each month.
According to antispam technology vendor Symantec (Symantec Internet Threat
Report, Volume VII, March 2005), 63 percent of the 2.93 billion e-mails filtered
by the company’s Brightmail AntiSpam software were spam. In mid-July 2004,
Brightmail AntiSpam filters blocked 9 million phishing attempts per week,
increasing to over 33 million blocked messages per week in December 2004.

Postini, an antispam service provider that provides real-time, online spam
statistics, reports that during a 24-hour period in March 2005, 10 out of 12 e-
mails were officially classified as spam, and 1 out of 82 messages were infected
with a virus.

Since we universally agree that spam is bad, you may ask why it is still one of
the fastest-growing industries? The answer is, as long as 1 in 100,000 recipients
actually responds to the “Click here” come-on in spammers’ e-mails, spammers
will find sufficient financial incentive to send out another 5 million spamming
messages.

www.syngress.com
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Litigation against spammers has been hampered by several factors: tracking the
source, identifying the source, and interpreting international laws in attempts to
prosecute. Many industry experts believe that the majority of the phishing and
spam e-mails originate outside the United States. However, antivirus software
provider Sophos has reported that 60 percent of the spam received by its
SophosLabs worldwide spam research center in 2004 originated in the United
States.According to SophosLabs, over 1200 new viruses were reported during the
first two months of 2005—a significant increase over 2004 stats.The Controlling
the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act of
2003 could be used to prosecute spammers, but over 60 percent of the spam sent
from the United States was sent from computers infected with spam-relay Trojans
and worms.These evil tools allow spammers from anywhere in the world to relay
their messages through thousands of infected systems without the owners even
knowing about it.

Spam Classification 
Through the use of classification techniques and forensic data gathering, we can
identify specific spam groups. In some cases the identification can include a spe-
cific individual; in other cases, groups of e-mails can be positively linked to the
same unspecified group. Forensic tools and techniques can allow the identifica-
tion of group attributes, such as nationality, left- or right-handedness, operating
system preferences, and operational habits.

The identification techniques described in this book were developed for
spam in general. However, these methods have shown an exceptional ability to
identify some subsets of spam, including phishing, the focus of this book.

Spam Organization
There are two key items for identifying individual spammers or specific spam
groups: the bulk mailing tool and the spammer’s operational habits. People who
send spam generally send millions of e-mails at a time.To maintain the high
volume of e-mail generation, spammers use bulk-mailing tools.These tools gen-
erate unique e-mail headers and e-mail attributes that can be used to distinguish
e-mail generated by different mailing tools.Although some bulk-mailing tools do
permit randomized header values, field ordering, and the like, the set of items
that can be randomized and the random value set are still limited to specific 
data subsets.
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