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Chapter 1 * ISA 2004 Network Concepts and Preparing the Network Infrastructure

In this chapter, we will discuss a disparate group of issues that relate to the ISA firewall’s
Networking capabilities. We’ll start with a detailed discussion of how we see the ISA firewall
and its proper place on corporate networks. Then, we’ll cover the network layout we use for
all the scenarios discussed in this book. Included in this discussion will be a detailed descrip-
tion on how you can configure VMware to replicate the configurations in this book.

Next, we’ll dig into the deep details on how the ISA firewall “sees” Networks, and how
you configure the firewall to communicate on local and non-local networks. We’ll also dis-
cuss some topics that don’t fit neatly into any category, but seem to fit best into this
“Network Concepts” chapter. We’ll finish up with a discussion of the supporting Network
Services that you will need to consider when setting up an ISA firewall. This is a critical dis-
cussion because the ISA firewall benefits from the services and support of a wide variety of
network services.

In some of the discussions in this chapter, we’ll cover concepts and procedures that will
be discussed in much more detail in other chapters of this book. We understand if you find
yourself frustrated with some terms or concepts in this chapter that haven’t yet been defined.
Be patient and look up those terms or concepts in other chapters in this book.You're also
welcome to post a question on the www.isaserver.org message boards. Just write BOOK at
the beginning of the title in your post and reference that page number of the book that
you’re having problems with, then send me an e-mail message at tshinder@jisaserver.org with
the link to your post.

How ISA Firewall’s Define
Networks and Network Relationships

One of the primary limitations of the ISA Server 2000 firewall was its simplistic view of the
network. The ISA Server 2000 firewall recognized only two types of networks: trusted and
untrusted. Trusted networks were included in the ISA Server 2000 firewall’s Local Address
Table (LAT). Any network that wasn’t in the LAT was considered untrusted. ISA firewall
policy was applied to all communications between LAT and non-LAT hosts.
Communications between LAT hosts were routed through the ISA Server 2000 firewall
without being subjected to the ISA Server 2000 firewall’s stateful filtering and application-
layer inspection mechanisms.

This was problematic for ISA Server 2000 firewall administrators who wanted to create
DMZ segments that were directly connected to the ISA Server 2000 firewall. For example,
an ISA Server 2000 firewall might be configured with three network interfaces. This config-
uration could include an internal interface connecting to the internal network, a DMZ
interface connected to a public access DMZ segment, and an external interface, which con-
nects the firewall to the Internet.

In ISA Server 2000, this trihomed DMZ configuration highlights most of the limitations
of the ISA Server 2000 networking model.

B All communications between LAT and non-NAT hosts had to be NATed. This
meant that all connections between the internal network and the Internet, and the
internal network and the DMZ segment, were NATed.

B The ISA Server 2000 firewall did not apply stateful application-layer inspection to
connections between Internet hosts and machines on the DMZ segment. These
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connections were routed by the ISA Server 2000 firewall from the Internet to the
DMZ segment and only stateful filtering was done on the connections, similar to
what you see with a typical hardware firewall.

B Communications between DMZ hosts and hosts on the internal network had to
be accomplished via Server and Web Publishing Rules because the Internal net-
work saw the DMZ segment as just another untrusted network.

B Outbound connections from the internal network to the DMZ segment were sub-
ject to the same Access Policy as those between the internal network and the
Internet. For example, if you allowed outbound FTP access from the Internal net-
work, FTP access was allowed to all non-LAT networks. If you allowed outbound
access to a particular protocol, internal network users had access to that protocol at
all sites.

B With the ISA Server 2000 firewall, it was possible to substitute private addresses for
public address in the DMZ segment. However, the ISA Server 2000 firewall did not
recognize this segment as a DMZ, and the DMZ segment had to be placed on the
LAT. Because the ISA Server 2000 firewall only applied firewall policy on commu-
nications between LAT and non-LAT hosts, no firewall filtering was done between
the internal network and the private address DMZ segment. While you could use
RRAS packet filters to create a “poor man’s” DMZ segment, the RRAS packet fil-
ters provided even less flexibility and security than a hardware firewall’s stateful
packet-filtering mechanisms.

Microsoft recognized these limitations in the ISA Server 2000 firewall and corrected
them. The ISA firewall no longer uses the LAT. The LAT is no longer required because the
ISA firewall does not implicitly trust any network. In ISA Server 2000, the LAT determined
which networks were trusted and which were not. Because the networking model of the
new ISA firewall does not trust any networks by default, the LAT is not part of the ISA fire-
walls configuration. All communications moving through the ISA firewall are subject to the
ISA firewall’s stateful filtering and stateful application-layer inspection mechanisms.

Another major improvement to the ISA firewall’s networking model is that you now
have control over the routing relationship between the any two networks. For example, if
you wanted to replicate the trihomed DMZ setup where you have an external interface,
internal interface and DMZ interface, you can use public or private addresses on the DMZ
segment and create a route or NAT relationship between the internal network and the
DMZ segment.You can even choose between a route or NAT relationship between the
internal network and the Internet. This is especially helpful if you have public addresses on
your internal network and you want to continue using them without NATing outbound
connections to the Internet.

Table 1.1 shows what’s new and improved in the ISA firewall’s networking model versus
the ISA Server 2000.
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Table 1.1 New and Improved Features in the ISA Firewall’s Networking Model

Feature

Description

All Access Rules include a
source and destination
network element

All communications moving
through the ISA firewall are
subjected to stateful
filtering and stateful
application-layer inspection

Communications between
any two networks can be
routed or NATed

Firewall client and Web
Proxy client configurations
can be created on a per
network basis

The ISA firewall is defined
as a unique network

Access Rules control what communications move
through the firewall. Two of the key components

of an Access Rule are the source of the connection
request and the destination requested. That allows
you fined-tuned control over protocol access through
the firewall. You can allow users IRC access, but only
when the request comes from a specific internal net-
work and the destination is another network on the
corporate LAN. IRC requests to any other network,
including the Internet, are denied.

All connections made through the ISA firewall are
subjected to the ISA firewall’s Access Policies. There
are no trusted networks in the ISA 2004 net-
working scheme. While you can choose to route all
communications from one network to another via an
Access Rule, there is never a requirement to do so.

You can choose to route or to NAT connections
between any two networks. You can choose a NAT
relationship if you need to hide addresses on one net-
work from another network, or you can route packets
from one network to another network if you need to
use protocols that do not function across NATed con-
nections. The ability to choose the routing relation-
ship between any two networks provides a great deal
more flexibility than the ISA Server 2000 method of
always NATing between LAT and non-NAT networking
and always routing between LAT networks.

You can create multiple Internal networks and

control access between these internal networks

using Access Rules. Each network can have its own
customized Web Proxy and Firewall client configura-
tion and support. You may want one network to have
Web Proxy client access but not Firewall client access,
while at the same time, you want another internal
network to have Firewall client access but not Web
Proxy client access. You couldn’t do this with the ISA
Server 2000 firewall.

One of the most important jobs for a firewall is the
ability to protect itself. One major limitation to the
ISA Server 2000 firewall is that the packet-filtering
mechanism only applied to non-LAT interfaces. This
left LAT interfaces completely open to connections
from any LAT host. The ISA firewall defines all its own
interfaces as part of a Local Host network, and
explicit Access Rules must be created to allow con-
nections to any interface on the ISA firewall.

Continued



