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Foreword

“Always do right. This will gratify some of the people and
astonish the rest.”—Mark Twain

“Always firewall. That will inconvenience some of the attackers
and impede the rest.”—Charles Riley (apologies to Mr. Twain)

You hold in your hand a book that was given life to aid our fellow security
professionals, our brothers and sisters in the trenches of information warfare
engaged in protecting the information and networks in their charge. But you
are not alone; the tools in the endless war between protectors of the informa-
tion and the attackers who would own that information have advanced and
improved greatly. Witness the overhaul of the PIX operating system in version
7.0, the main subject of this book.

Version 7.0 makes many improvements to the code, including adding long-
desired features. Version 7.0 also gives the “Old Yeller” treatment to commands
that are no longer relevant or can no longer do the job. For example, the con-
duit command with its awkward syntax is no more. Cisco has made the com-
mands more like its mainstream 1OS; although there are a few holdouts that
mark version 7.0 as a PIX operating system. These commands are among many
detailed in this book.

Each chapter has been carefully organized and developed to provide max-
imum coverage of version 7.0. In assembling this book, the mission of our team
was to provide you, our reader, with a font of information that will allow you
to master 7.0 and use it for your own purposes. The result is the 12 chapters
that make up this book:

Chapter 1 Introduction to Security and Firewalls
Chapter 2 Introduction to PIX Firewalls
Chapter 3 PIX Firewall Operations

Chapter 4 Adaptive Security Device Manager
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XXVi

Foreword

Chapter 5 Application Inspection

Chapter 6 Filtering, Intrusion Detection, and Attack Management

Chapter 7 Services

Chapter 8 Configuring Authentication, Authorization, and Accounting

Chapter 9 PIX Firewall Management

Chapter 10 Configuring Virtual Private Networking

Chapter 11 Configuring Failover

Chapter 12 Troubleshooting and Performance Monitoring

Version 7.0 introduces contexts, something that might be new to many readers.
PIX firewalls running 7.0 can run either in routed mode (where they are aware
of and participate in IP routing) or in transparent mode where the firewall
silently performs its function, but is not seen as a hop in the path to a destina-
tion. Contexts are just one of the many changes that Cisco made to version
7.0. For more, read on—and thank you for being part of the vanguard of infor-
mation security. When it comes to protecting your networks and data,
Shakespeare put it best in Henry V:

From this day to the ending of the world,

But we in it shall be remember'd;

We few, we happy few, we band of brothers;

For he to-day that sheds his blood with me

Shall be my brother; be he ne’er so vile,

This day shall gentle his condition:

And gentlemen in England now a-bed

Shall think themselves accursed they were not here,
And hold their manhoods cheap whiles any speaks

—Charles Riley
HoH Consultants LLC

www.syngress.com
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Chapter 1 ¢ Introduction to Security and Firewalls

Introduction

In an age where our society relies so heavily on electronic communication, the need for
information security is continuously increasing. Given the value and confidential nature of
the information that exists on today’s networks, CIOs are investing very heavily in security.
Without security, a company can suffer from theft or alteration of data, legal ramifications,
and other issues that all result in monetary losses. Consequently, corporations are realizing
the need to create and enforce an information security policy. Furthermore, companies are
now experiencing significant pressure from external regulators and governance rules such as
Sarbanes-Oxley.

In this chapter, you will learn about why information security is necessary. We also look
at how and why security policies are created and how security needs to be handled as a pro-
cess. We look at firewalls in general, explore the difterent types of firewalls available in the
market, and learn basic concepts about how firewalls work. Finally, we discuss the three rele-
vant security certifications that Cisco offers in the context of PIX firewalls: the Cisco
Firewall Specialist, the Cisco Certified Security Professional (CCSP), and the Cisco Certified
Internet Expert (CCIE) Security.

The Importance of Security

Opver the last couple of decades, many companies began to realize that their most valuable
assets were not only their buildings or factories, but also the intellectual property and other
information that flowed internally within the company, as well as outwardly to suppliers and
customers. Company managers, used to dealing with risk in their business activities, started
to think about what might happen if their key business information fell into the wrong
hands, perhaps a competitor’s. For a while, this risk was not too large, due to how and where
that information was stored. Closed systems was the operative phrase. Key business informa-
tion, for the most part, was stored on servers accessed via dumb terminals or terminal emula-
tors and had few interconnections with other systems. Any interconnections tended to be
over private leased lines to a select few locations, either internal to the company or to a
trusted business partner.

However, over the last 10 years or so, the Internet has changed how businesses operate,
and there has been an amazing acceleration in the interconnectedness of organizations, sys-
tems, and networks. Entire corporate networks have access to the Internet, often at multiple
points. This proliferation has created risks to sensitive information and business-critical sys-
tems where they had never existed before. The importance of information security in the
business environment has now been underscored, as has the need for skilled, dedicated prac-
titioners of this specialty.

What Is Information Security?

‘We have traditionally thought of security as consisting of people, sometimes with guns,
watching over and guarding tangible assets such as a stack of money or a research lab. Maybe
they sat at a desk and watched via closed-circuit cameras installed around the property. These



