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Watches provide us with a
mechanism where we can
interact with the actual
data that is stored in our
programs at runtime. They
allow us to see the values
of variables and the values
of properties on objects.
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1. System.Security
.Cryptography The
most important one;
resembles the
CryptoAPI
functionalities.

2. System.Security
.Cryptography .X509
certificates Relates
only to the X509 v3
certificate used with
Authenticode.

3. System.Security
.Cryptography.Xml For
exclusive use within
the .NET Framework
security system.

Chapter 12 Security

Introduction
Security Concepts
Permissions
Principal
Authentication
Authorization
Security Policy
Type Safety
Code Access Security
NET Code Access Security Model
Stack Walking
Code Identity
Code Groups

Declarative and Imperative Security

Requesting Permissions
Demanding Permissions
Overriding Security Checks
Custom Permissions
Role-Based Security
Principals
WindowsPrincipal
GenericPrincipal
Manipulating Identity
Role-Based Security Checks
Security Policies
Creating a New Permission Set
Modifying the Code Group Structure
Remoting Security
Cryptography
Security Tools
Summary
Solutions Fast Track
Frequently Asked Questions

553
554
555
555
556
557
557
558
558
558
559
559
561
562
564
565
570
572
576
578
578
579
580
581
583
585
588
593
600
600
603
606
607
611



Contents XXVii

Chapter 13 Application Deployment 615
WARNING Introduction 616
You should under no Packaging Code 617
circumstance edit the Configuring the .NET Framework 622
Security.config and Creating Configuration Files 622
Enterprise.config files Machine/Administrator Configuration Files 623
directly. It is very Application Configuration Files 625
easy to compromise Security Configuration Files 626
the integrity of these Deploying the Application 629
files. Always use the .
Code Access Security Cqmmon Language Runtime 629
Policy utility Windows Installer 630
(caspol.exe) or the CAB Files 631
.NET Configuration Internet Explorer 5.5 632
tool; these will guard Resource Files 633
the integrity of the Deploying Controls 637
files and will also Summary 639
make a backup Solutions Fast Track 640
copy of the last Frequently Asked Questions 642

saved version.

Chapter 14 Upgrading Visual Basic

Applications to .NET 647
Introduction 648
Considerations Before Upgrading 648

Early Binding of Variables 649
Avoiding Null Propagation 650
Using ADO 651
Using Date Data Type 652
Using Constants 652
Considering Architecture Before Migration 653
Intranet/Internet Applications 653
Internet Information Server (IIS)

Applications 654
DHTML Applications 655
ActiveX Documents 655

Client/Server and Multi-Tier Applications 655
Single-Tier Applications 656

Data Access Applications 656



xxviii  Contents

Avoiding Null
Propagation
_ =

Null propagation means
that if Null is used in an
expression, the resulting
expression is always Null.
In previous versions of
Visual Basic, the Null value
disseminated throughout
the expression.

Data Types
Variants
Integers
Dates
Boolean
Arrays
Fixed-Length Strings
Windows API Data Types
Converting VB Forms to Windows Forms
Control Anchoring
Keyword Changes
Goto
GoSub
Option Base
AND/OR
Lset
VarPtr
StrPtr
Def
Programming Differences
Method Implementation
Optional Parameters
Static Modifier
Return Statement
Procedure Calls
External Procedure Declaration
Passing Parameters
ParamArray
Overloading
References to Unmanaged Libraries
Metadata
Runtime Callable Wrapper
COM Callable Wrapper
Properties
Working with Property Procedures
Control Property Name Changes
Detault Property

657
657
658
658
659
659
660
661
662
664
665
666
666
666
666
666
667
667
667
668
668
668
669
669
670
671
672
672
674
677
679
681
682
684
684
685
687



Contents XXix

Null Usage 690
Understanding Error Handling 690
Exercise 14.1: Using Error Handling 692

Data Access Changes in Visual Basic .NET 693
Dataset and Recordset 694
Application Interoperability 694
Cursor Location 695
Disconnected Access 695
Data Navigation 695
Lock Implementation 696
Upgrading Interfaces 696
Upgrading Interfaces from Visual Basic 6.0 699
Using the Upgrade Tool 703
Exercise 14.2 Using the Upgrade Wizard 703
Summary 708
Solutions Fast Track 709
Frequently Asked Questions 712

Index 713






From the Series Editor

2001 marks the 10th anniversary of Microsoft Visual Basic (VB). In May 1991,
Microsoft introduced Visual Basic 1.0. Microsoft’s plan was to use VB as a strategic
tool to encourage developers to write Windows applications.

With VB, Windows application development was no longer restricted to a privi-
leged few. Anybody with moderate programming capabilities was able to develop a
Windows application by dragging and dropping controls onto a form. In contrast to
the more prevalent C and C++ programmers who wrote obscure code, VB program-
mers concentrated on writing applications that were meant to be prototypes. It 1s
perhaps this ease of use and simplicity of language that gave VB the name of “toy”
language. This is not the case anymore.

VB has come a long way. Since version 1.0, it has evolved from a toy language to
a full-fledged Object-Oriented programming language. Today, with VB you are able
to do almost everything possible with other programming languages. VB i1s finally a
true-blue Object-Oriented language.

Visual Basic, Today and Tomorrow—VB.NET

With the announcement of the Microsoft .NET Framework in 2000, Microsoft has
firmly re-iterated its commitment to the Visual Basic language. With language fea-
tures such as inheritance, structured exception handling, and parameterized construc-
tors, Visual Basic programming has become more elegant, simplified, and
maintainable.

With Microsoft’s vision of a programmable Web and its announcement of the
.NET Framework and Visual Studio.NET,VB.NET is poised to become the most
widely used language for developing Windows and Web applications.

XXXi



XXXii From the Series Editor

The Syngress .NET Developer Series

IVB.NET Developer’s Guide, part of the Syngress .INET Developer Series, is written
for Visual Basic programmers looking to harness the power of VB.NET’s new features
and functionality. Developers will appreciate the in-depth explanations of key con-
cepts and extensive code examples. This practical, hands-on book will make you a
productive VB.NET developer straight away!
I hope you will enjoy reading the book as much as the authors have enjoyed
writing it.
—IWei Meng Lee
Series Editor, Syngress .NE'T Developer Series

www.syngress.com
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Chapter 1 * New Features in Visual Basic .NET

Introduction

Before we dig into the details of Visual Basic .NET, let’s take a look at an
overview of all the changes and new features. This new release is a significant
change from the previous version. It will take some effort to get used to, but I am
sure you will feel that the new features will make it worthwhile. Visual Basic
NET is more than just an upgrade from Visual Basic 6.0. As you would expect,
the Integrated Development Environment (IDE) has been enhanced with some
new features. All of the Visual Studio development tools will now share the same
environment. For example, you will no longer need to learn a difterent IDE
when switching between Visual Basic and Visual C++. Some nice features have
been added that many of us have been asking for to ease development.

Visual Studio .NET is now built on top of the .NET Framework. This will
be a significant change from Visual Basic 6.0. The .NET Framework takes appli-
cation development to viewing the Internet as your new operating system. Your
applications will no longer recognize hardware as a boundary limitation. This is
an evolution of the Windows DNA model. This new framework is built on open
Internet protocols for a standardized interoperability between platforms and pro-
gramming languages. The .NET Framework will also allow the creation of new
types of applications. Applications will now run using the Common Language
Runtime (CLR). All .NET applications will use this same runtime environment,
which allows your Visual Basic applications to run on equal ground with other
languages. The CLR allows Visual Basic to provide inheritance and free
threading, whose absence created two glaring limitations to Visual Basic
Applications. Visual Basic .NET is object-oriented. Everything is now an object,
and every object 1s inherited from a standard base class. Another benefit of the
CLR is a common type system, which means that all programming languages
share the same types. This greatly increases interoperability between languages.

The Internet has entered a new phase. First, it was used to display static Web
pages. Businesses soon found that this did not help them significantly. Next, the
Internet evolved to dynamic content and allowing electronic commerce. The
next step is to move towards complete applications running on the Internet.
Visual Basic .NET promotes these new Web applications. Web services allow
objects to be located anywhere on the Internet and to be called from any appli-
cation across the Internet (no more trying to get DCOM configured). Of course,
extending applications across the Internet will increase security risks. The .NET
Framework has many security features built-in to it to protect your applications.

www.syngress.com
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Type safety is now enforced. This prevents code from accessing memory loca-
tions that it does not have authorization to access. This allows you to define how
your objects are accessed. Before code is run, it is verified to be type-safe. If it is
not type-safe, it will only run if your security policies allow for it.

Visual Basic has many new changes. This chapter gives you a high-level look
at the overall architectural changes. This will help you dig into the details in the
following chapters with an eye on the big picture.

Examining the New IDE

Whether you are a developer or a manager, you probably care more about how
difficult the transition to this new environment will be than about every new fea-
ture. Microsoft shares your concerns. As you explore what VB.NET can offer, you
will continually observe an intelligent blending of earlier versions of VB with fea-
tures adapted from other languages. Nowhere is this clearer than in the IDE.
Microsoft has added significant new functionality to make developers work more
effectively, without requiring them to learn entirely new ways of doing their jobs.

If you have seen earlier versions of Visual Basic, the IDE for VB.NET will
look very familiar. But if you have also worked with InterDev in the past, even
more of the new interface will be old hat. That is because the new IDE used for
VB.NET has integrated the best ideas from both environments to provide a more
effective way of getting work done.

Of course, nothing comes without a cost. Some of the issues involved with
this upgrade of VB are discussed later in this chapter and in the chapters to come,
and these challenges must certainly be weighed when choosing a development
tool. But first, we take a look at some of the specific new features in the IDE and
the benefits they provide.

Cosmetic Improvements

Although numerous changes have been made to the IDE, the ones you will
probably notice first are the cosmetic changes to existing functionality. Previous
versions of Visual Basic have attempted to strike a balance between conserving
screen real estate and providing one-click access to as much functionality as pos-
sible. Table 1.1 describes some of the ways that these tradeoffs have been
addressed in VB.NET.

www.syngress.com
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Table 1.1 Cosmetic Improvements

Feature

Description

Benefit

Multimonitor
support

Tabbed forms

Toolbox

Expandable
code

Help

Developers can use more
than one monitor for display
at the same time.

A tabbed layout is used to
display the child MDI forms
within the development envi-
ronment. The code windows,
Help screens, form layout
windows, and home page all
can be dragged on top of
each other and displayed in
the same pane.

Instead of displaying the con-
trols in a grid, the controls
are presented vertically, with
a description next to each.

Using an interface similar to
Outline mode in Microsoft
Word, you can now break
your code into sections and
conceal or expand each with
a single click.

Instead of having to press F1,
the .NET IDE now observes
what you are doing and pre-
sents context-sensitive help in
its own window.

By executing their code in
one window and debugging
in another, developers can
more accurately simulate the
experiences of the end user.

Though you can’t see as
much information at once,
you have the benefit of
taking up less screen real
estate.

In previous versions of Visual
Basic, you had to hover over
the control to display the
name of the control. (This
was especially frustrating
when you developed your
own custom controls,
because frequently they
would all default to the same
icon.)

Developers now can keep a
higher-level view on their
code, allowing them to
migrate through their appli-
cation more efficiently.

Accurate guidance is now
continuously available to
your developers in real time.
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Development Accelerators

Of course, not all of the new IDE features are simply cosmetic. The developers of

VB.NET have also provided new interfaces to more efficiently use existing func-
tionality. The features discussed in Table 1.2 all have clear predecessors in VB 6.0,
but they now allow developers to more efficiently generate their applications.

Table 1.2 Development Accelerators

Feature Description Benefit
Menu Editor Using the in-place Menu Previously, you had to choose
Editor, you now can edit the Menu Editor item from
menus directly on the the Tools menu This change
associated form. speeds up development and
reduces errors associated
with using the wrong form.
Solution Unlike the Project Explorer You can now manage com-
Explorer provided in previous versions, ponents that did not origi-

Server Explorer

Home Page

the Solution Explorer pro-
vides a repository to view
and maintain heterogeneous
development resources.

Now you can see the servers
available in a client/server or
Internet app and directly
incorporate their resources
into your code.

The opening screen that
appears when you launch VB
is now created using DHTML.

nate in VB. (The ability to
make VB work better with
other languages is one of the
driving forces behind the
.NET initiative.)

What was formerly done
manually now can be done
using drag-and-drop. For
example, if you have a stored
procedure on a server in SQL,
you can browse directly to
the stored procedure and
make the update on the page
directly.

You can now do more pro-
gramming visually, reducing
potential for error. For
example, if you have a stored
procedure in SQL Server, you
could browse directly to that
stored procedure and drag it
onto the needed pane. VB
does the rest of the coding
automatically.
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.NET Framework

The best way to understand what .NET offers is to observe some of the limita-
tions of its predecessors. In this section, we take a very brief and simplified look
at the history of Microsoft component interaction and then a short look at the
architecture.

A Very Brief and Simplified History

When Windows 3.0 was introduced, the initial method used for communicating
across applications was Dynamic Data Exchange, or DDE. DDE was resource-
intensive, inflexible, and prone to cause system crashes. Nonetheless, it worked
acceptably on single machines, and for many years, many applications continued
to use this approach to send messages between applications.

Over the years, Microsoft discouraged the use of DDE, and encouraged the
use of the Common Object Model (COM) and Distributed COM (DCOM).
COM was used for communication among Microsoft applications on a single
machine, whereas DCOM was used to communicate with remote hosts.

Meanwhile, a consortium of allied vendors (including IBM, Sun, and Apple)
were proposing an alternative approach to interhost communication called
CORBA. Unlike COM, CORBA was much better at passing messages across
different operating systems. Unfortunately, the protocol was resource-intensive
and difticult to program, and its use never lived up to its promise.

During this time, Microsoft was improving its technology, and they intro-
duced COM++, Microsoft Transaction Server (MTS), and Distributed Network
Architecture (DNA). These technologies allowed more sophisticated interactions
among components, such as object pooling, events, and transactions.
Unfortunately, these technologies required that each of the applications know a
great deal about the other applications, and so they didn’t work very well when
the operating platforms were heterogeneous (for example, Windows apps com-
municating with Linux).

This brings us to the year 2001 and the .NET initiative, which combines the
power of COM with the flexibility of CORBA. Although this technology is pri-
marily associated with Microsoft, its flexibility and scalability means that theoreti-
cally it could be usable on other platforms in the future. (Although the .NET
Framework runs on all Windows operating systems from Windows 95 on up,
another version called the .NET Compact Framework is intended to run on
Windows CE.)
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.NET Architecture

The .NET Framework consists of three parts: the Common Language Runtime,
the Framework classes, and ASPNET, which are covered in the following sec-
tions. The components of .NET tend to cause some confusion. Figure 1.1 pro-
vides an illustration of the .NET architecture.

Figure 1.1 .NET Architecture
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| |
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One major headache that Visual Basic developers have had in the past is trying to
reconcile the differences between compiled VB applications and applications built
in the lightweight interpreted subset of VB known as VBScript. Unfortunately,
when Active Server Pages were introduced, the language supported for server-
side scripting was VBScript, not VB. (Technically, other languages could be used
for server side scripting, but VBScript has been the most commonly used.)

Now, with ASPNET, developers have a choice. Files with the ASP extension
are now supported for backwards compatibility, but ASPX files have been intro-
duced as well. ASPX files are compiled when first run, and they use the same
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