JAY BEALE'S OPEN SOURCE SECURITY SERIES
= e

R

)< MRS

SYN'&RESS®

SECOND EDITION OF THE INTERNATIONAL BESTSELLER!

Snort 2.1

[ntrusion Detection g5s2o

Featuring Jay Beale
and the Snort
Development Team
Andrew R. Baker
Brian Caswell
Mike Poor

Foreword by Stephen Northcutt,
Director of Training & Certification, The SANS Institute

Raven Alder ¢ Jacob Babbin * Adam Doxtater
James C. Foster * Toby Kohlenberg * Michael Rash




About the First Edition of
Snort Intrusion Detection

Overall, | found "Snort 2.0" enlightening. The authors have a powerful
understanding of the workings of Snort, and apply it in novel ways.
—Richard Bejtlich, Top 500 Amazon Reviewer

Would | recommend this book to someone already running Snort?
Yes! Would | recommend this book to someone considering
deploying an IDS? Heck yes! If you attempt to deploy Snort on a pro-
duction network without reading this book you should be instantly
teleported out of your organization and into the "welcome to
Walmart" greeter position at the nearest bigbox store of the world's
largest corporation.

—Stephen Northcutt, Director, SANs Institute

First, Brian Caswell knows more about Snort than anyone on the
planet and it shows here. Secondly, the book is over 500 pages long,
and is full of configuration examples. It is the ONE Snort book you
need if you're actually running a corporate IDS. This pig flies. Highly
recommended.

—A Reader from Austin, TX

This book has proven to be a breath of fresh air. It provides detailed
product specifics and is a reliable roadmap to actually rolling out an
IDS. And | really appreciate the CD with Snort and the other IDS
utilities. The author team is well connected with Snort.org and they
obviously had cart blanche in writing this book.

—A Reader from Chestnut Hill, MA

"An awesome book by Snort gurus! This is an incredible book by the
guys from snort.org and Sourcefire—this book is just great and
covers everything | could ever have thought to ask about Snort 2.0.
—A Syngress customer
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printed book.
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About the CD

The CD-ROM accompanying this book is an archive of many open-source
security tools including Snort, Nmap, Nessus, Ethereal, Tcpdump, Ettercap,
Nikto, Psad, Iptables, Ebtables, ACID, Barnyard, libnet, and libpcap. Most files
are included as a gzip-compressed tar archive, but in some cases .zip compressed
files for use on Windows systems are included. Although the latest version of
each piece of software at the time of this writing was placed on the CD-ROM,
it should be noted that many of the open source projects contained therein
have active development cycles and so newer software versions may have been
released since publication. An excellent place to find links to the latest releases
of each piece of software is by checking on www.freshmeat.net.

Chapter 3 contains the Snort-2.1.2 intrusion detection system, along with
an archive of the latest Snort rules. Chapter 5 contains a smorgasbord of tools
for offense (Nmap, Nikto, and Nessus), and packet analysis (Ethereal and
Tcpdump). Chapter 6 is an archive of the latest release of Ettercap, which defi-
nitely falls into the offense category with its capability of performing “man in
the middle” attacks on a LAN. Chapters 7 and 8 provide copies of ACID
(Analysis Console for Intrusion Databases), Barnyard, and swatch. Chapters 9
and 10 contain copies of the IDS testing/evasion tools Stick and Snot. Chapter
12 1s an archive of three active response systems, Snortsam, Fwsnort, and
Snort_inline, which automate the process of responding to attacks in real time.
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Foreword

Snort, Information Security Magazine’s pick for Open Source Product of the
year 2003, is one of the best examples of the IT community working together
to build a capability. Please notice I did not say a tool, but rather, a capability.
Snort’s extensible architecture and open source distribution has long made it an
ideal choice for intrusion detection. Snort is amazingly flexible with its plug-in
architecture and all its supporting tools such as: ACID, barnyard, and swatch.
Snort runs on a large number of hardware platforms and OS configurations,
and is one of the most widely ported pieces of security software in the world.
Analysts with expensive commercial intrusion detection systems still turn to
Snort to fill in the gaps.

The creator of Snort, Marty Roesch, originally envisioned Snort as a
lightweight intrusion detection system, and it was initially designed as a net-
work packet snifter. You can run Snort without specifying a ruleset and view all
of the traffic traversing a network on the same network segment. As Snort has
continually grown, with enhancements from Marty, as well as with a lot of
community-contributed code, it has become a full-featured, real-time IP traffic
analysis and packet logging system. And though this is a book about Snort, not
about intrusion detection per se, you will learn about all the parts of Snort
from how to write a rule to becoming familiar with the numerous auxiliary
tools used. For example, Barnyard, Andrew Baker’s contribution to Snort, solves
one of the hardest problems in intrusion detection: You want the data the IDS
collects to end up in a database to facilitate advanced analysis, but databases are
slow. If you are running Snort on a busy network a slow database will eventu-
ally lead to dropping packets and that is a bad thing, but Barnyard addresses this
problem. In short, you will benefit from this book whether you are already
running Snort or if you are a beginner.

The years of support for the Snort rule set are an incredible gift to the
community. The ruleset and processor bring Snort to life. The Snort rule lan-
guage 1s easy to learn and flexible, while the powerful rules and supports enable
an advanced analysis capability of all network traffic. You will learn to write
rules to determine how to handle any packet you are interested in; you can
ignore packets, record them, cause Snort to send an alert, you can do whatever
needs to be done. The rule set allows you to specify a number of logging or
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alerting methods, Syslog, plain text or XML files are common, but there are a
number of additional options. As a new exploit begins to make its way around
the Internet, you can be sure that in a matter of hours a new rule specific to
the exploit will be published. In fact, the authoring team is a veritable who’s
who of the intrusion detection community. Brian Caswell, and also James C.
Foster have contributed countless hours to making the rule set the lingua franca
for intrusion detection. A number of commercial IDS systems can either use
Snort rules directly or have a translation function and the Tiny personal firewall
uses them as well. Perhaps you have heard of the infamous Gartner Inc. report
claming “Intrusion Detection is Dead” and suggesting we all switch to intrusion
prevention devices. Amazingly, several of the IPSes I have examined run a
subset of the Snort rule set. IDS is not dead: the Snort community is very
much alive, kicking and producing.

These folks and the rest of the writing and edit team including: Raven
Alder, Jake Babbin, Jay Beale, Adam Doxtater, Toby Kohlenberg, Mike Poor
and Michael Rash bring extraordinary capability to the community which is
reflected in the book.The authors of this Snort 2.1 Intrusion Detection, Second
Edition have produced a book with a simple focus, to teach you how to use
Snort, from the basics of getting started to advanced rule configuration, they
cover all aspects of using Snort, including basic installation, preprocessor config-
uration, and optimization of your Snort system. I hope you can begin to see
why I say Snort is one of the best examples of the I'T community working
together to build a capability. I am very thankful to have a front row seat to
watch the enormously talented security analysts of the Snort community con-
tinue to refine and improve the capability of the tools we use. While you are
reading though the book, I would encourage you to keep an eye out for the
little nuggets that can only come from in-the-trenches experience. My hope is
that you will do far more than simply read a book. I would challenge you to
make this a step and become an active participant in the defensive information
community. Master the material in this book, get your Snort tuned up and run-
ning, write a filter and share it, participate in the Snort mailing list, SANS
Incidents list, or Security Focus IDS list. I will be looking for you to be part of
the author team for Snort 3.0.

— Stephen Northcutt

Director of Training and Certification,
The SANS Institute

www.syngress.com
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Chapter 1 ¢ Intrusion Detection Systems

Introducing Intrusion Detection Systems

It’s three o’clock in the morning, and Andy Attacker is hard at work. With the
results from the latest round of portscans at hand, Andy targets the servers that
appear vulnerable. Service by service, Andy fires oft exploits, attempting to over-
flow buffers and overwrite pointers, aiming at taking over other peoples’ servers.
Some of these attempts are successful. Encouraged, Andy quickly installs rootkits
on the compromised machines, opening backdoor access mechanisms, securing
the machines enough to lock other attackers out, and consolidating control.
Once that is accomplished, Andy begins the next round of scan-and-exploit,
from the newly compromised machines.

It’s three o’clock in the morning, and a shrill insistent beeping rouses Jennifer
Sysadmin from her bed. Blearily, she finds her pager on the nightstand and stares
at the message it displays. A customized message alerts her to a Secure Shell over-
flow attempt... outbound from one of her servers. She is startled into wakeful-
ness. Throwing back the covers and grumbling about the tendency of network
malefactors to attack during prime sleeping hours, she grabs her cell phone and
heads purposefully for the nearest computer.

It’s three o’clock in the morning, and across town, Bob Sysadmin is sleeping
peacefully. No pager or cell phone disturbs his rest.

Is Bob’s security that much better than Jennifer’s, so that he can sleep soundly
while she cusses and does damage control? Or has he also been compromised
and just doesn’t know it yet? With only this information, we don’t know. And if
he doesn’t have an Intrusion Detection System (IDS), neither does Bob. IDSs are
a weapon in the arsenal of system administrators, network administrators, and
security professionals, allowing real-time reporting of suspicious and malicious
system and network activity. While they are not perfect and will not show you
every possible attack, IDSs can provide much-needed intelligence about what’s
really going on on your hosts and your network.

What Is an Intrusion?

To understand what “intrusion detection” does, it is first necessary to understand
what an intrusion is. Webster’s dictionary defines an intrusion as “the act of
thrusting in, or of entering into a place or state without invitation, right, or wel-
come.” For our purposes, an intrusion is simply unauthorized system or network
activity on one of your computers or networks. This can take the form of a legit-
imate user of a system trying to escalate his privileges and gain greater access to
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the system than he has been allowed, a remote and unauthenticated user trying
to compromise a running service in order to create an account on a system, a
virus running rampant through your e-mail system, or many other similar sce-
narios. Intrusions can come from the deliberately malicious Andy Attackers of the
world, or from the terribly clueless Archibald Endusers of the world, who will
click on every e-mail attachment sent to them, despite repeated admonitions not
to do so. Intrusions can come from a total stranger three continents away, from a
disgruntled ex-employee across town, or from your own trusted staft.

OINK!

Detecting malicious activity when it comes from your own employees or
users is one of the most important purposes for IDSs in many environ-
ments. In fact, a properly implemented IDS that is watched by someone
besides your system administrators may be one of the few methods that
can actually catch a system administrator when she is doing something
malicious. This is one of the main reasons why you should have network
security personnel analyzing IDS events and system administrators man-
aging systems.

Legal Definitions

Legally, there are not clear and universal standards for what constitutes an intru-
sion. There are federal laws about computer crime in many countries, such as the
United States and Australia, but none in others. There are various state laws, and
regional statutes in place, but not everywhere. Jurisdiction for computer crime
cases can be unclear, especially when the laws of the attacker’s location are vastly
different from the laws in place in the compromised machine’s region. To add to
this confusion even if an intrusion is clearly within the legal definitions, many
law enforcement agencies will not spend time working on it unless there is a
clear dollar cost that is greater than some fixed amount. Some agencies use
US$10,000 for their guideline, while others use US$100,000—this number varies
from place to place.

Another legal concern when using IDSs is privacy. Technically, an IDS is a
full content wiretap. In the United States, full content wiretaps are regulated by
tederal laws, including Title III of the Omnibus Crime Control and Safe Streets
Act of 1968 (Title III), 18 U.S.C. §§ 2510-2522 and the Electronic
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Communications Privacy Act of 1986. They are also subject to less stringent laws
governing Pen Registers or Trap and Trace situations, such as the Pen Register,
Trap and Trace Statue “Provider Exception,” 18 U.S.C. § 2511(2)(h). These gen-
erally involve tapping the characteristics and patterns of traftic without exam-
ining the data payload. Under these laws, intercepting network data may be
illegal, particularly if it 1s not done by the network operator in the pursuit of his
normal duties or in direct support of an ongoing criminal investigation of a
computer trespasser. We strongly advise that you consult your legal department
about your particular jurisdiction’s laws and the ramifications of deploying an
IDS on your network.

Some enterprises rely on the status of their data as “protected trade secrets”
under local common uniform trade secrets statutes. Such laws usually require the
data to not be known to the public at large, and for some efforts to have been
made to secure the data. Therefore, if youre relying on such laws to save you
when your data is stolen, you may be in for a nasty shock if the court deems
your security measures insufficient. However, the U.S. Economic Espionage Act
of 1996 (viewable at www.cybercrime.gov/eea.html) can make such activity a
tederal crime.

The type and scope of the activity can affect this as well. In computer secu-
rity forums, there are often arguments about whether portscanning is legal. The
answer depends on your jurisdiction. In 1998, Norway ruled that portscanning
was not illegal. Michigan law, however, states that unauthorized use or access of a
computer is illegal unless you have reason to think the system is designed for
public access. Lawyers are still arguing about whether portscanning is “unautho-
rized use.” In some jurisdictions, login banners explicitly prohibiting access are
required to prove that a given use of the system was unauthorized. Privacy
expectations can play into the equation, too—if the user has an expectation that
her system activity may be private, logging and prosecuting her for that activity
may be difficult even if it is obviously malicious.

The best practices solution to this legal morass is usually to secure your sys-
tems as much as possible, clearly label all accessible services with login banners
stating the terms of use, and know your local and federal computer crime laws, if
there are any. That will help you protect your systems and identify what is con-
sidered an intrusion in your jurisdiction.
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Scanning vs. Compromise

When watching network activity, one of the first things that usually jumps out is
scanning activity; specifically, lots of scanning activity. Whether it’s scanning for par-
ticular vulnerabilities or just scanning for open ports, this type of activity is very
common on the unfiltered Internet, and on many private networks. Many IDSs are
configured to flag scanning activity, and it’s not uncommon to see the bulk of your
alerts be caused by some form of scanning. While scanning is not necessarily mali-
cious activity in and of itself, and may have legitimate causes (a local system admin-
istrator checking his own network for vulnerabilities prior to patching, for
example, or a third-party company hired to perform a security audit of your sys-
tems), very often scanning is the prelude to an attempted attack. As such, many
administrators want to be alerted when they are being scanned. Tracking scanning
activity can also be useful for correlation in case of later attack.

Many popular network scanning tools are free, and freely available. A quick
Google search will turn up everything from the ping and File Transfer Protocol
(FTP) “Grim’s Ping” to the full-featured portscanner Nmap, from the commer-
cially available SolarWinds scanner to the vulnerability scanner Nessus. Since
scanning tools are so easily accessible, it’s not that surprising that they are so
widely used.

However, it is important to realize that scanning is not an attempted compro-
mise in and of itself, and should not be treated with the same level of escalated
response that an actual attempted attack would merit. There are people who just
scan systems out of curiosity and do not intend to attack them. A fellow that we
met at a security conference once confided that before he engages in online
financial transactions with any business, he scans all the company’s machines that
he can find. That’s his way of determining whether he feels he trusts their secu-
rity enough to trust them with his money.

[t’s also important to note that scanning activity is nearly constant. On the
Wild West of the modern Internet, all sorts of automated programs are scanning
large ranges of addresses, all the time. Some of them might be yours. Network
monitoring tools, worms and viruses, automated optimization applications, script
kiddies, and more are constantly probing your machines and your network. If
you don’t make a deliberate effort to filter it out, seeing this traffic on the
Internet is a fact of life.
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OInk!

While it is important to know when your network is being scanned, you
don’t want to make the mistake of spending your valuable time tracking
down every fool who appears to be scanning your network. One of the
best things you can do with information about scans is to track the
source IPs that are scanning you and then use them to correlate against
alerts for higher priority events or look for repeat scanners. We talk
about correlation methods and data analysis in depth in Chapter 8,
“Dealing with the Data.”

Viruses and Worms—SQL Slammer

Now that we’ve discussed scanning activity, let’s get into a little more detail about
some of the actual attempted compromises out there. Another very common
type of traftic that you'll see triggering your IDSs is automated worms. Worms
and viruses are often good candidates for IDSs, because they have repeatable and
consistently identifiable behavior. Even polymorphic worms and viruses that
attempt many attack vectors will have some network behavior in common, some
traffic pattern that can be matched and detected by your IDS. As an example, let’s
look at the SQL Slammer worm.

On January 25, 2003, the SQL Slammer worm was released into the wild.
Also known as Sapphire, the worm exploits a weakness in the Microsoft
Structured Query Language (SQL) server. It sends a 376-byte User Datagram
Protocol (UDP) packet to port 1434, overflows a buffer on the SQL server, and
gains SYSTEM privileges, the highest possible level of compromise on a
Windows operating system. Once it has successfully compromised a host, it starts
scanning other IP addresses to further spread.

OINK!

Worms that use multiple attack paths are an excellent example of the
value of correlation. The individual alerts from CodeRed or Nimda are
common enough, but when they are seen together (as they would be
from CodeRed or Nimda), they are a very distinct fingerprint for that
worm. As mentioned before, we discuss correlation more in Chapter 8.
It is also worth noting that SQL Slammer is a perfect example of a
situation where an “active response” IDS would not be able to prevent
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infection, but an inline IDS would. The pluses and minuses of “active
response” vs. inline IDS are discussed in Chapter 12, “Active Response.”

From the moment of its release, it is estimated that the worm spread world-
wide in approximately 10 minutes. Massive amounts of network bandwidth were
chewed up by the worm’s scanning and propagation attempts. Many systems
were compromised. Five of the 13 root Domain Name servers that provide name
service to the Internet were knocked down by the worm.You can read the
Microsoft advisory about the worm at www.microsoft.com/technet/treeview/
default.asp?url=/technet/security/alerts/slammer.asp, and the Computer
Emergency Response Team Coordination Center’s (CERT-CC) advisory about
the worm at www.cert.org/advisories/ CA-2003-04.html.

OINK!

The CERT/CC is a center of Internet security expertise located at the
Software Engineering Institute, a federally funded research and develop-
ment center operated by Carnegie-Mellon University.

So, what’s a good candidate rule for catching this with an IDS? Obviously,
this 1s just the type of activity that you want to detect on your network. One
thing common among every Slammer-infected host is the exploit payload it
sends out. And indeed, that’s exactly what the Snort IDS signature for the rule
matches against. Here’s the Snort signature that matches this activity:
alert udp $EXTERNAL_NET any -> $HOVE_NET 1434 (nsg:"M5-SQL Worm propagation
attenpt"; content:"|04|"; depth:1; content:"|81 F1 03 01 04 9B 81 F1 01|";
content:"sock"; content:"send"; reference: bugtraq, 5310; cl asstype: m sc-

attack; reference: bugtraq, 5311;
reference:url,vil.nai.convil/content/v_99992. htm sid:2003; rev:?2;)

We’ll get into much greater detail about Snort rules and their construction in
Chapter 5, “Playing by the Rules,” but you can see that the alert is labeled as an
attempt at worm propagation, and that it matches UDP traffic headed to our
network $HOME_NET on port 1434 with a specific payload. Using this signa-
ture, we can detect and enumerate how many attack attempts we saw, and what
hosts on our network they were attempting to reach. Massive automated attacks
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