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book so you can follow the chapter demonstrations step-by-step on your own systems.

Each file on the CD is discussed in detail and referenced throughout the book
with the CD icon below. When a specific file or program is required, it directs you to
the accompanying CD.The book also directs you to the Web site where you can
download the most current version, and find additional resources relating to that pro-
gram. For instance, you can download Free Secure Wide Area Network (FreeS/WAN)
at www.freeswan.org, or use the version located on the CD. It is recommended that
you use the version included on the CD because this will increase the chances that
the book demonstrations will be successful, as some of the programs may have
changed since this book was printed.

The book is written to Red Hat Linux 7.x. Therefore, most of the CD files are
Red Hat Package Manager (.rpm) files. There are also many Tape Archive (.tar) files
and GNU Zip (.gzip) files. Instructions for unpacking and installing these files are
included in their respective locations throughout the book. To mount the CD onto
your Linux system, you would issue the following command (for Red Hat systems):

mount -t is09660 /dev/cdrom /mt/cdrom

And to unmount:

unmount /mt/cdrom

It is recommended that you copy the CD files to your hard drive before working
with them. If you use other versions of Linux, you may need to modify the demon-
strations, or download a portable version of the open source programs to work with
your version of Linux.

i * Look for this CD icon when obtaining files used
.| in the book demonstrations.
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The GNU General Public
License (GPL) is the basis
of the open source
movement. This license is
provided by the Gnu is
Not Unix (GNU)
organization, which
develops various software
packages. The most
important element of this
license is that instead of
protecting a particular
person or company, it
protects the software code
that creates the
application.
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the ketremove option.

For example, if you
wanted to remove the
principal for the user
named james, you
would do the
following:
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kadmi n: quit
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Firelogd (Firewall Log
Daemon) is a relatively
simple program that can
either be run as an
application or (you might
have guessed) as a
daemon. It does two
things:

= [t reads the kernel log
entries and passes
them into a "first in,
first out" (FIFO) pipe,
which Firelogd can
then process.

= Once its buffer is full, it
e-mails a report of
suspicious traffic to an
account of your
choosing. You can have
it mailed to a local
account, or to a
remote system of your
choice.
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Preface

Hack Proofing Linux: A Guide to Open Source Security 1s designed to help you deploy a
Linux system on the Internet in a variety of security roles. This book provides prac-
tical instructions and pointers concerning the open source security tools that we use
every day.

First, we show you how to obtain the software; and then, how to use the Bastille
application to “harden” your Linux operating system so that it can function securely as
it fulfills a specific role of your choice (e.g., as a Web server, as an E-mail server, and so
forth).You will also learn how to use your Linux system as an auditing tool to scan
systems for vulnerabilities as well as create an Intrusion Detection System (IDS),
which enables your Linux system to log and respond to suspicious activity: From virus
protection to encrypting transmissions using Gnu Privacy Guard and FreeSWAN, you
will be able to configure your system to secure local data as well as data that will be
passed along the network. After reading this book, you will be able to identify open
source and “for-fee” tools that can help you further secure your Linux system.

We have also included chapters concerning ways to sniff and troubleshoot net-
work connections and how to implement strong authentication using One Time
Passwords (OTP) and Kerberos. Tools such as Squid proxy server and Ipchains/Iptables
will help you use your Linux system so that it can act as a firewall. With the tools on
the accompanying CD as well as the advice and instructions given in this book, you
will be able to deploy your Linux system 1in various roles with confidence.

We decided to focus on profiling the most commonly used security tools found
on the Linux platform. We also decided to emphasize the real-world implementation
of these tools, as opposed to just providing conceptual overviews. Finally, we decided
to describe the steps you should take when things go wrong. As a result, we have
created a book that is a valuable resource that helps you use your Linux system as
efficiently as possible.
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xxviii  Preface

One of the most exciting things about this book is that it provides hands-on
instructions for implementing security applications. From Gnu Privacy Guard (GPG)
and Bastille to FreeSWAN, Kerberos, and firewall troubleshooting utilities, this book
shows you how to use your Linux skills to provide the most important security ser-
vices such as encryption, authentication, access control, and logging.

While writing the book, we had the following three-part structure in mind:

= Locking Down the Network (Chapters 1 through 4)
» Securing Data Passing Across the Network (Chapters 5 through 8)
» Protecting the Network Perimeter with Firewalls (Chapters 9 through 11)

Each of these sections is designed to help you find the best solution for your par-
ticular situation. Although the book itself isn’t explicitly divided into sections, as you
are reading remember this rough division because it will help you to implement
security measures in your own environment.

Chapter 1 discusses open source concepts, including the GNU General Public
License, as presented by the www.gnu.org people (the Free Software Foundation),
and then moves on to showing how you can use GPG and Pretty Good Privacy
(PGP) to encrypt transmissions and also to check the signatures of files that you
download from the Web. It also provides information concerning the steps to take
when auditing a network.

Chapter 2 shows you how to lock down your operating system so that it provides
only those Internet services that you desire. Chapter 3 shows you how to use applica-
tions such as AntiVir, Gnome ServiceScan, Nmap, Rnmap, and Nessus to scan for
vulnerabilities. In Chapter 4, you will learn about host and network-based IDS applica-
tions such as Snort, Tripwire, and PortSentry. Chapter 5 explains how to use network
sniffers such as Tcpdump, Ethereal, and EtherApe to their full advantage. With this
knowledge, auditing a network and truly understanding what is going on “beneath the
hood” will make you a much more effective network security administrator.

By the time you finish Chapter 6, you will know how to deploy One Time
Passwords and Kerberos, and in Chapter 7, you will understand how to avoid sniffing
attacks, and in Chapter 8, you will enable IPSec by deploying FreeSWAN. Chapter 9
empowers you to create personal firewalls as well as packet filtering firewalls using
either Ipchains or Iptables. Chapter 10 shows you how to implement Squid so that
you can more carefully monitor and process packets. Finally, Chapter 11 provides you
with tools that test your firewall implementation.
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Preface XXix

The open source community has fulfilled the need for a powerful, free system
that allows you to conduct audits, serve up Web pages, provide e-mail services, or any
other Internet service you wish to provide. Once you are able to take advantage of
the security software provided by the open source community, you will receive the
benefit of having a huge pool of developers working for you.You will gain more
freedom because you will be able to choose widely tested security tools provided by
a variety of skilled developers.You can even choose (at your own risk) to use rather
obscure tools that have been recently created. It is up to you.

Open source operating systems and security tools are both a blessing and a curse:
You are blessed with (usually) free software, but you are then cursed with having to
spend time working with the software’s idiosyncrasies. By reading this book and
implementing the tools and practices we’ve described, you should be able to mini-
mize the “curse.” It is also our hope that as you read this book you will also become
further involved in the open source software movement, which has begun to fulfill its
promise of creating powerful, useful software.

—James Stanger, Ph.D., MCSE, MCT
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Chapter 1 ¢ Introduction to Open Source Security

Introduction

In spite of the ups and downs of the dot-com industry, open source software has
become a viable alternative to commercial companies such as Microsoft, Sun, and
IBM. Although open source software has its quirks and its problems, the open
source movement has made its niche in the networking market. As a networking
professional, it is in your best interest to understand some of the more important
security applications and services that are available.

This book is designed to provide experienced systems administrators with
open source security tools. Although we have made every effort to include as
many people and as many skill sets as possible, this book assumes a fundamental
knowledge of Linux. This book focuses on open source Linux applications, dae-
mons, and system fixes. In the book’s first chapters, you will learn how to lock
down your network. Chapter 2 discusses ways to secure and monitor the oper-
ating system, and ways to scan local and remote networks for weaknesses. You will
receive detailed information on how to ensure that your system’s services and the
root account are as secure as possible.

In Chapter 3, you will learn how to deploy antivirus and scanning programs
for your local system. By using these scanning programs, you will be able to miti-
gate risk and learn more about the nature of services on your network. Scanners
such as nmap and nessus will help you learn about the open ports on your net-
work, and how these open ports might pose a threat to your system. Chapter 3
gives you detailed information about practical ways to implement intrusion
detection on your local system and on your network. Using applications such as
Tripwire, Portsentry, and Snort, you will be able to precisely identify system
anomalies and detect inappropriate logins. Chapter 5 shows how you can use
open source tools such as tcpdump, Ethereal, EtherApe, and Ntop to inspect and
gauge traftic on the network.

The second part of the book focuses on ways to enhance authentication using
open source software. In Chapter 6, you will learn about One Time Passwords
(OTP) and Kerberos as ways to ensure that malicious users won't be able to obtain
your passwords as they cross the network. Chapter 7 discusses ways to use Secure
Shell (SSH) and Secure Sockets Layer (SSL), which are ways to enable on-the-fly
encryption to protect data. In Chapter 8, you will learn about how to enable
[PSec on a Linux system so that you can implement a virtual private network
(VPN). As you learn more about the primary VPN product called Free Secure
Wide Area Network (FreeS/WAN), you will see how it is possible to protect net-
work traftic as it passes through your own network, and over the Internet.
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The final part of the book focuses on ways to create an eftective network
perimeter. Chapter 9, shows how to install and configure Ipchains and Iptables on
a Linux system. Kernels earlier than 2.3 can use Ipchains, whereas kernel versions
2.3 and later use Iptables. Regardless of the way you do it, you will learn to filter
traftic with these two packet filtering tools.

In Chapter 10, you will learn how a proxy server can further enhance your
control over your network perimeter. Specifically, you will use the Squid proxy
server to control client access to the Internet. You will also learn how to con-
figure Linux clients to access the proxy server. Finally, Chapter 11, shows how to
troubleshoot and counteract problems with your network perimeter. You will
learn how to maintain, test, and log the firewall so that you have a functional bar-
rier between you and the outside world.

It is our intention to create a book that gives you practical information and
advice about the most common open source security tools.

The Tools Used in This Book

This book was written using version 7.0 of the Red Hat Linux operating system.
Although it may not be the “best” Linux distribution (there are at least 100 ver-
sions in the world), it is the most popular. We have tried to ensure that the skills
and tools you obtain in this book will be portable to other Linux versions, and
even other open source operating systems such as FreeBSD (www.freebsd.org).
However, each Linux flavor has its own quirks, and you may find it necessary to
deviate from some of the instructions in this book.

Using the GNU General Public License

The GNU General Public License (GPL) is the basis of the open source move-
ment. This license 1s provided by the Gnu is Not Unix (GNU) organization,
which develops various software packages. Begun in 1984 by Richard Stallman,
GNU has worked to create a license designed to ensure that the open source
movement continues to thrive. You can learn more about GNU at the
www.gnu.org Web site, shown in Figure 1.1.

The most important element of this license is that instead of protecting a par-
ticular person or company, it protects the software code that creates the applica-
tion. Traditionally, copyrights have enabled individuals to lay claim to a particular
piece of software and then sell it for profit. In addition, the copyright enables that
individual to then take action against anyone else who uses that code to create
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Chapter 1 ¢ Introduction to Open Source Security

similar functionality. For better or for worse, Richard Stallman, Eric Raymond,
and others helped found and popularize the concept of an open software license
called the Gnu General Public License (often referred to as the GPL).You can
read the GPL at www.gnu.org/copyleft/gpl.html.

Figure 1.1 The GNU Web Site
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This license is part of the “copyleft” movement, which considers itself an
alternative to traditional copyright laws. The GPL essentially allows anyone who
develops code to ensure that the code remains open, meaning that GPL-licensed
code can be taken and improved upon by anyone, as long as the improved code is
given to the original writer and the software writing community. Consequently, a
piece of code protected by the GPL will, by law, always remain accessible by
anyone who wants to read or modify it. Without the GPL license, another person
can take the code that you invent, and make it closed and proprietary.

The GNU GPL is not the only free software license in existence. Figure 1.2
shows the GNU page dedicated to understanding additional licenses. If you
wish, you can read about additional licenses that are similar to the GPL at
www.gnu.org/philosophy/license-list. html.

For more information about the open source movement, one of the more

revealing books 1s Erik Raymond’s The Cathedral and the Bazaar (O’Reilly &
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Associates, 2001). Although somewhat overly enthusiastic, it is a very helpful book
in understanding the mindset of many open source code writers.

Figure 1.2 Viewing GNU'’s Licenses Comment Section
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Fee-Based GPL Software

Contrary to what you might think, open source code protected by the GPL is not
necessarily free. Under the terms of the GPL, any person or corporation can take
GPL software, modify it, and then package it for sale. However, this person or cor-
poration must make this software freely available for anyone to read or modity.

Can | Use GPL Software in My Company?

The GNU GPL does not ask companies to supply licensing agreements or other-
wise register the programs. However, other licenses, which you can read at
GNU’s comparative forum, may invoke restrictions that you may have to consider
as you implement the software. The software covered in this book is, in one way
or another, open software, which means it can be used by any organization.
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