“Whether you are managing an exisfing NAVCE 7.6 configuration or implementing SAVCE
version 8.x, this book will help you get the most out of your software installation. .."
—David Banes, Symantec Security Response, Asia Pacific Regional Manager
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Foreword

We have all become accustomed to using computers for e-mail, writing, financial
modeling, and data storage, as well as retrieving many types of data both at home and
at work. These computers are typically connected to company networks and the
Internet, normally 24 hours a day, 365 days a year. These same computers and net-
works, though designed to be accessible, were not necessarily designed to be secure—
in other words, data security was not a primary focus during their development.

Unfortunately, the security of online computing resources has been an issue since
the early days of computer networks. It didn’t take long before the first computer
worm appeared, and from that day forward, computers, and the networks they run,
have needed protection against viruses, Trojan horses, and worms, whether automated
or driven by unscrupulous users.

This struggle between companies/users and malicious coders raises many
concerns, such as:

®  Who is using your computer?
m  How secure is your data?

®m  Are your corporate marketing plans or customers’ credit card numbers being
copied across an unsecured network by a computer worm, or via a backdoor
Trojan while you work?

m [s Greyware (such as Spyware or Adware) infiltrating your corporate users’
computers via spam and causing the leakage of information by way of
surfing and purchasing habits?

Many of these threats can be delivered by malicious code via corporate e-mail
systems, public networks, Web sites, or shared corporate network resources. They can
use either known or unpublished software vulnerabilities to exploit badly designed

XXXi
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software, all for the purpose of gaining control of a user’s computer. However, with
all of the advancements in user education, antivirus software, and information secu-
rity in general, we are still a long way from the trusted and secure computing services
currently on the drawing board.

The aforementioned problems are just some of the privacy and data security
issues malicious code 1is connected with. A sound security policy encompassing soft-
ware solutions, security policies, and employee work practices is essential in eftec-
tively combating these types of threats. But, as you likely know, relying on individual
computer users to protect their own computers simply does not work.

Antivirus software has been helping users protect themselves against malicious
code since the first worms and viruses appeared on desktop computers in the late 80s
and early 90s. Many vendors in the antivirus software industry have come and gone
in the fight against viruses. Over the years, the Symantec Corporation has acquired
several smaller antivirus and data security vendors for their unique technologies, cul-
minating in the acquisition of IBM and Intel’s antivirus business in the latter part of
the 1990s. Both of these acquisitions were to have a significant impact on Symantec’s
approach to its enterprise software solutions; resulting in the birth of Norton
AntiVirus Corporate Edition (NAVCE).

NAVCE breathed new life into Norton AntiVirus, and the consumer and enter-
prise editions headed in different directions to satisfy two distinct needs: those of the
average home user, and those of the corporate network administrator. The technolo-
gies acquired from Intel and IBM—enterprise antivirus software management and
automated virus handling, respectively—were the keystones of this divergence. There
are, however, several common components shared by the home and enterprise prod-
ucts, including the core virus scanning engine and the interfaces to the Digital
Immune System (DIS), where new viruses are processed and updated virus defini-
tions are created and distributed.

These key components, along with comprehensive network management fea-
tures, are the backbone of an effective enterprise antivirus software solution, and dif-
terentiate NAVCE in a highly competitive marketplace. NAVCE 7.6 gives network
administrators control over the client side of the antivirus scanning product, enabling
planned and controlled rollouts of product upgrades and virus definition updates.

Clients can be locked down so users cannot turn oft the antivirus protection or
alter the settings of the antivirus software. PC administrators can run regularly sched-
uled virus scans to supplement on-access scanning, and view virus activity on their
client base using centralized reporting and quarantine tools.
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NAVCE continues to evolve with Symantec AntiVirus Corporate Edition
(SAVCE) versions 8, 8.1, and 8.5, offering additional functionality that provides com-
prehensive virus protection for workstations and network servers enterprise wide

Version 8.5 not only improves the speed of virus scanning as well as the delivery
speed of virus definitions to workstations, but also reduces the size of these updates,
and adds digital signatures to them. All this with an enhanced protection of configu-
ration settings which ofters such valuable features as the ability to re-enable real-time
virus protection. It also provides improved manageability and deployment while
simultaneously requiring fewer servers.

These are all improvements on the tried and tested NAVCE 7.6, which
Configuring Symantec AntiVirus Enterprise Edition teaches you how to implement,
upgrade, and configure in a diverse network environment. The authors of Configuring
Symantec AntiVirus Enterprise Edition have experience implementing and managing
NAVCE installations in enterprises that range from 50 to 5000 users with multiple
servers, and have hands-on experience with the day-to-day operation of NAVCE,
from installation to troubleshooting to infection recovery.

Whether you are managing an existing NAVCE 7.6 configuration or imple-
menting SAVCE version 8.x, this book will help you get the most out of your soft-
ware installation, allowing you to maximize your virus protection while minimizing

both the cost of ownership and your own workload.
—David Banes

Symantec Security Response
Asia Pacific Regional Manager
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Chapter 1 ¢ Introduction to Norton AntiVirus Corporate Edition (NAVCE)

Introduction

At some time in the last 15 years many of us blinked, and upon opening our eyes
we found the world on the verge of becoming one large network. Public and
private networks were interconnected both far and near, and now in your corner
of this interconnected puzzle, virus protection for the network has become

your responsibility.

With numerous unforeseeable viruses attempting to infiltrate your network,
providing reliable and secure virus protection should be one of your top con-
cerns. Norton AntiVirus Corporate Edition 7.6 (NAVCE) propels the terms
“reliable” and “secure” to an exceedingly higher level. NAVCE can help protect
your network, both servers and clients alike, with the most up-to-date protection
in a completely automated environment.

With a well-designed and implemented deployment of NAVCE, worrying
about virus protection for your network will be history. NAVCE provides a truly
proactive approach to your virus protection needs that won'’t leave you scram-
bling for answers when a virus threat arises.

Understanding computer viruses, and what they are capable of, can provide
you with a clearer understanding of why a product such as NAVCE should be
introduced into your network structure.

NoTE

This book is intended to introduce you to the NAVCE 7.x AntiVirus soft-
ware. It will provide you with the finer particulars to help you utilize the
software to proactively and reactively guard your network from virus
threats. Additionally, this book provides information necessary for you to
pass the Symantec Product Specialist certification Exam 250-011.

A Brief History of Computer Viruses

As computers became more popular in the home and workplace, viruses followed
them in through the door. Viruses are nothing more than moderately small pro-
grams designed to disrupt and alter the functionality of a computer.

The word malicious i1s defined by Merriam-Webster’s Collegiate Dictionary as:
given to, marked by, or arising from malice. Additionally, malice 1s defined as: The desire

www.syngress.com



Introduction to Norton AntiVirus Corporate Edition (NAVCE) * Chapter 1

to cause pain, injury, or distress to another—or—the intent to commit an unlawful act or
cause harm without legal justification or excuse. There are thousands of viruses floating
around the networks of the world, and a great percentage of them fall into this
definition.

However, not all viruses are malicious, some are just disruptive. Others, how-
ever, are not only disruptive, but destructive at heart, designed to destroy the
recipient’s system.

Malware

Malware comes from the phrase “malicious software” The term is functional in
covering an entire scope of aggressive software such as Trojan horses and worms.
Though malware’s definition may vary, it basically describes any software or code
that 1s specifically designed to damage and/or disrupt a system. The overall
problem with this generic definition boils down to a simple issue: how one
receives the malware, and whether the sender’s intensions were malicious.

Hypothetically, in order to better understand malware, let’s say we have con-
structed a secure networked lab environment so we can write, test, and study
such programs. In our excitement of breaking a code we have been studying and
reinventing a specific malware program, we send our findings along with the pro-
gram itself to all of our co-authors, and forget to add an appropriate subject line to the
e-mail warning the recipients of the e-mail’s content. Surely, our intent was to share our
tindings with our peers, and not to cause any destruction to their systems.
However, upon opening the e-mail and watching their entire system being for-
matted before their eyes, others might not perceive the issue in the same manner
as we did. The program itself was purely malicious, but our intent was not. Does
that make it malware? What if we had clearly warned the recipients of the e-
mail’s attachment and they chose to open it in an unsecured environment? Is it
then considered malware? This is a very tricky question, with no clear-cut answer.

No matter how you perceive the generic definition offered in the previous
paragraph, it is fair to say that most viruses—worms, Trojan horses, and macro
viruses alike—are malware.

Viruses

For viruses to efficiently perform the devious functions their creators intend, they
somehow need to be executed. Once executed, most viruses will attempt to
replicate themselves throughout the computer and ultimately (if interconnected
to other computers) onto the network. Viruses are activated when an infected
program is loaded into memory and executed either by its own code or by the
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