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Introduction

A Brief History of Citrix

More than five years ago, Citrix had a product on the market that could
do what no other product on the market could do. Citrix WinView
allowed a single DOS or Windows 3.1 application to be simultaneously
shared from a single computer to multiple computers over phone lines
or network links. This meant that companies that had installed hun-
dreds of computers with individual phone lines and remote control soft-
ware could then reduce their remote services costs and administrative
hassles.

Back then, a single WinView server could host an average of 14
remote dial-in users simultaneously. As a result, an application only
needed to be installed one time as opposed to the administrator per-
forming 13 separate installations. Users received a major benefit too,
in the fast response that an application loaded and ran compared to
other remote control software or remote node software packages.

Citrix WinView worked wonders for many, until Microsoft released
Windows 95.

Citrix Moves to 32-bit Applications with
WinFrame

When Microsoft produced Windows 95, Citrix found that there was a
problem that WinView couldn’t solve. Windows 95 could not share out a
32-bit application because it was based on IBM’s OS/2 using 16-bit
Windows emulation.

As a result, Citrix went to work with Microsoft, licensed the
Windows NT 3.5x operating system, and built Citrix WinFrame. The

xXiii



XXiV Introduction

new WinFrame had the Windows 3.1 Graphical User Interface (GUI)
because that's the GUI that Windows NT 3.5x also had. Even so, the
new WinFrame product enabled the sharing of 32-bit applications, in
addition to supporting high-end server hardware with Symmetrical
Multiprocessors (SMP), so that fewer servers could support more users.
Citrix built the WinFrame software with two components:

= MultiWin kernel

= Independent Computing Architecture (ICA) protocol

Actually, ICA stood for Intelligent Console Architecture back then.
They changed it after Windows NT 4.0 came out and after they worked
out an agreement with Microsoft. The new agreement gave Microsoft
the license to MultiWin kernel, enabling Microsoft to introduce
Windows NT 4.0 Terminal Server Edition many months after the release
of Windows NT 4.0.

Citrix changed the ICA acronym to stand for Independent Computing
Architecture, becaue ICA provided terminal sessions on any platform,
whereas Microsoft's terminal sessions were limited to Microsoft 32-bit
clients (or Windows 3.11 for Workgroups using 32-bit TCP/IP). At the
time that Terminal Server Edition was released, Citrix released a new
product called Citrix MetaFrame for Windows NT 4.0 Terminal Server
Edition. MetaFrame enabled Terminal Server to share out sessions via
ICA. A MetaFrame server could utilize the other products that Citrix
creates—such as Application Load Balancing—that are not available for
plain Terminal Server.

The difference between WinFrame and MetaFrame is this: WinFrame
has a completely rewritten kernel from Windows NT 3.5x. When you
install WinFrame, you are installing an entire operating system and do
not need to have Windows NT 3.5x already installed. MetaFrame, on
the other hand, is the ICA component combined with administrative
interfaces to assist in managing the applications. It requires an under-
lying Windows NT 4.0 (or now, Windows 2000) server operating system
be installed, and it must have Terminal Services enabled.

So when all is said and done, Microsoft provides Multiwin and
Citrix provides ICA plus more options.

www.syngress.com
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Why Use a Thin-Client Application Server

One of the major benefits of using either plain old Terminal Services

on Windows 2000 or the enhanced Citrix MetaFrame version is that
you can conserve significant bandwidth that would otherwise have been
consumed by fat clients. A fat client is typically a client/server applica-
tion that spends time consuming bandwidth by loading up data into
the client application from the server and adding chatty overhead
traffic. Both Terminal Services and MetaFrame provide thin clients,
which have minimal bandwidth requirements.

Fat clients take forever to connect and load up their data. It is so
bad sometimes that someone from Citrix compared it to sucking peanut
butter through a straw. (I think that is the most appropriate analogy
I've ever heard considering how long some applications can take when
they load over a 56 Kbps phone connection.)

One fat client is bad enough. When you compound the problem
with hundreds of fat clients accessing the same application over links
that range from phone lines to T3 leased lines, you have poor perfor-
mance and dissatisfied users.

Current Shifts and Trends in the Industry

In recent years there has been a dramatic increase in corporate
mergers, acquisitions, and migrations. These changes have created
increasingly complex and far-reaching internetworks with a huge
number of remote users and virtual associates. The new name for this
type of company is the virtual organization. Becoming a virtual organi-
zation is not an easy thing to do. People tend to feel disconnected and
turnover may increase. Communication and fast response is a key to
the virtual organization’s success. To help manage this for the virtual
associates, companies are providing laptops, VPN service, online voice
mail, teleconferencing, distance learning, browser-based desktops, and
wireless devices. All of these items are facilitated by the Internet.

In addition to revolutionizing corporate communications, data pro-
cessing, and applications deployment, the Internet has spawned a new
business paradigm: e-business. E-business can be divided into two types
of transactions:
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= Business to Business (B2B) transactions are conducted
between a business and its vendors.

=  Business to Customer (B2C) transactions are conducted
between a business and its customers.

Both virtual organizations and e-businesses require that applica-
tions be provided to end users through an Internet connection.
Because there are so many different types of Internet connections, you
may never know how fast someone can access your site. One thing you
can be sure of—your Internet users will never experience the same
speed of access or the reliability that you have when you are hooked
directly into that network.

Speed, or rather performance, is the most important thing that you
can provide to your Internet users. A customer will not tolerate a lag-
ging download of an application that an employee onsite might tolerate.
The customer is not paid to use your application and is, in fact, paying
to receive a product or service from you. Indeed, if your Internet appli-
cations are not screaming along, your competition will begin to look like
a better option. Vendors, too, will look to other partners if your applica-
tion does not perform well.

But applications are not built on the Internet. They are built by a
programming team in a software development firm, where every pro-
grammer has a 10MB or better connection to the server on which the
application resides. It's a controlled environment, with controlled band-
width and accessibility. It must be in order to maintain the proprietary
software code. When the application is tested, it is ported to the
Internet in a compiled format and executed from a remote site.

One of the benefits of using the ICA protocol from Citrix to provide
applications is that almost all of the latest browsers support ICA
natively. Your customers and vendors don’t need to install anything in
order to access an application that you publish on the Web with Citrix.
Microsoft released its own Internet client in June, 2000 for publishing
applications. | personally prefer the Citrix client for the Internet
because it is simpler, has some client utilities, and is proven. You
should check out Microsoft’s version before making your own decision.

Wireless devices provide an even greater challenge. Some, like Palm
Pilots, do not understand straight HyperText Markup Language (HTML),
and rightly so. Can you imagine an entire Web page from Microsoft
loading onto the three-inch screen of a Palm Pilot? You'd need a magni-
fying glass and some migraine medication to read through it. The point
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is, you don’'t want to supply an entire desktop to a wireless device, you
want to limit it to a client application interface. Besides, wireless
devices are somewhat unreliable and suffer from a high level of latency,
which won'’t allow for an application to load quickly. In fact, for wireless
devices to interact on your network, you'd want to use a thin client.
That's where MetaFrame and Terminal Services come in. Citrix
MetaFrame provides wireless device thin clients. Microsoft Terminal
Services on Windows 2000 supports the Windows CE thin client.

Corporations have implemented thin clients for a variety of business
reasons, including equipment cost reduction and centralized adminis-
tion. Some expanded their services to end users. Plenty reduced their
bandwidth consumption. Now, many are exploring e-business and wire-
less device usage in their virtual organizations without rewriting appli-
cations to native HTML.

The authors on this book describe all the ways that you can use
both Microsoft Windows 2000 Terminal Services and Citrix MetaFrame
in your environment. They cover:

= Designing the infrastructure

= Implementing the plan

= Troubleshooting the deployment

= Configuring servers and clients

= Deploying applications over the Internet
= Monitoring end users

= Securing applications and data

Most importantly, they tell you how to improve your applications’ per-
formance with thin clients so that users don't feel like their application
is sucking peanut butter through a straw!
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