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Foreword

Technology is a strange thing. On the grand scale of time, it wasn’t so long ago
that people knew everything about things they interacted with in their daily
lives. If you wanted to cook something, you started a fire. If you wanted to
pound something, you used a hammer or a rock. If you wanted something to
grow, you watered it. It wasn’t long after technology began to creep into the
average person’s daily life that they knew how to use it to accomplish their
objectives, but not much more. A car is a perfect example of this: Most people
can drive, but ask someone to change their own oil or adjust their timing belt
and they are lost. Something very dangerous happened as a divide began to
grow from the people who knew the intricacies of the technology and those
who didn’t. Unscrupulous people recognized this knowledge gap and began to
exploit it. How many times have you gone to a mechanic and wondered just
what a hydroflanger is and why you have to replace it so often? Of course, if
you were to go to one of your friends who is knowledgeable about cars and
tell them you just paid $400 to have your hydroflanger replaced, you would be
greeted with a look of equal parts amusement, shock, horror, surprise and
bewilderment. This is often the look I give to people when they tell me about
winning the Nigerian lottery, or that they have installed a security update that
got mailed to them, or they won a free iPod by punching a monkey on the
Internet. Often it’s just a look because I really am speechless and do not know
what to say.

The IT industry and computers in general have developed this divide
problem between the informed and the uninformed. Most people’s interaction
with their computer is checking e-mail, Web surfing, video gaming and other
such tasks. Most modern computer users know how to carry out whatever task
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they want, but once something goes wrong, their tech savvy friends, family or
the kid down the street gets the call to help lead them out of the technical
quagmire they have wandered into. The problem is not confined to just com-
puters anymore, and it now includes: mobile phones, PDAs, and Voice over IP
(VoIP. Just like in the case of the mechanic (not that all mechanics are waiting
to take advantage of you), a person can be taken advantage of, suffer finical
losses and a host of other bad things due to the lack of familiarity with how
these new technologies actually work. Because technology is so pervasive, the
average consumer can never be expected to fully understand how it all works
or how to thwart hackers, but they must all be educated about how they are at
risk and what they can do to protect themselves without in-depth technical
expertise.

This book covers examples of the growing digital divide from many of
Syngress’s best authors and books. It does this from the position that there really
are bad people that are out to get you and they will try to take advantage of
your lack of in-depth knowledge of technology. Examples of this can include
VoIP phishing, malware and spyware spreading through mediums like IM, and
even the often overlooked close proximity types of attacks like wifi/Bluetooth
and RFID.

[ am not trying to scare you into staying away from technology altogether; I
am just saying your best defense these days is developing a healthy suspicion of
everything. An unsolicited e-mail probably 1sn’t a good thing. A strange
Bluetooth request in an airport probably isn’t legitimate. If someone who rep-
resents themselves as customer service from your bank on the phone, you
should probably hang up and call them back using the established phone num-
bers of your bank. Little things like this can help but the only way to truly be
safe 1s to close the gap between the informed and the uninformed.

[ wish you a very safe and happy future.

—David Maynor
Senior Researcher, SecureWorks
Atlanta GA, 2006

www.syngress.com






