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INTRODUCTION

In the years since the first edition of this book, there has been an explosion
of interest in digital evidence. This growth has sparked heated debates about
tools, terminology, definitions, standards, ethics, and many other fundamen-
tal aspects of this developing field. It should come as no surprise that this
book reflects my positions in these debates. Most notably, this text reflects my
firm belief that this field must become more scientific in its approach. The
primary aim of this work is to help the reader tackle the challenging process
of seeking scientific truth through objective and thorough analysis of digital
evidence. A desired outcome of this work is to encourage the reader to
advance this field as a forensic science discipline.

AREAS OF SPECIALIZATION

Currently, there is little clarity in this field regarding areas of specialization
and who should receive what training. For instance, there is no clear distinc-
tion between digital crime scene technicians (a.k.a. first responders) and
digital evidence examiners, despite the fact that data recovery requires more
knowledge than basic evidence documentation, collection, and preservation.
The investigative process detailed in Chapter 4 suggests three distinct groups
with different levels of knowledge and training.

8 Digital Crime Scene Technicians: Individuals responsible for gathering data at a crime

scene should have basic training in evidence handling and documentation as well

as in basic crime reconstruction to help them locate all available sources of

evidence on a network.

Digital Evidence Examiners: Individuals responsible for processing particular kinds
of digital evidence require specialized training and certification in their area.

" Digital Investigators: Individuals responsible for the overall investigation should
receive a general training but do not need very specialized training or certification.
Investigators are also responsible for reconstructing the actions relating to a crime
using information from first responders and forensic examiners to create a more

complete picture for investigators and attorneys.

Training and certification programs in this field should take into account
these different areas of expertise.

INTRODUCTION

For the purposes of this
text, the more general
term “digital investigator”
is used to refer to
individuals who play a key
role in digital
investigations, including
computer security
professionals, attorneys,
law enforcement officers
and forensic examiners.
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RELIABILITY OF DIGITAL EVIDENCE

Digital investigators do not currently have a systematic method for stating the
certainty they are placing in the digital evidence they are using to reach their
conclusions. This lack of formalization makes it more difficult for courts and
other decision makers to assess the reliability of digital evidence and the
strength of digital investigators’ conclusions. The Certainty Scale presented in
Chapter 7 provides a consistent method of referring to the relative certainty
of different types of digital evidence. The immediate aim of the Certainty
Scale is to improve our ability to assess the reliability of digital evidence.
Ultimately, it is hoped that this Certainty Scale will point to areas that require
additional attention in digital evidence research. Debate over C-values in specific
cases may reveal that certain types of evidence are less reliable than was initially
assumed. For some types of digital evidence, it may be possible to identify the
main sources of error or uncertainty and develop analysis techniques for evalu-
ating or reducing these influences. For other types of digital evidence, it may be
possible to identify all potential sources of error or uncertainty and develop a
more formal model for calculating the level of certainty for this type of evidence.

THE NEED FOR STANDARDIZATION

Digital evidence is just another form of “latent” evidence that must be handed with
scientific principles and legal boundaries. There is an investigative component for
electronic crimes and a laboratory component for the digital evidence associated
with those crimes. (Carrie Whitcomb, 2001, “A Forensic Science Perspective on Digital

FEvidence Training, Education, and Certification,” National Center of Forensic Science)

In 1994, the O.]. Simpson trial exposed many of the weaknesses of criminal
investigation and forensic science. The investigation was hampered from the
start with incomplete evidence collection, documentation and preservation at
the crime scenes. Arguably, as a result of these initial errors, experienced
forensic scientists were confused by and incorrectly interpreted important
exhibits, introducing sufficient doubt for the jurors. The controversy sur-
rounding this case made it clear that investigators and forensic scientists were
not as reliable as was previously believed, undermining not just their credibil-
ity but also that of their profession. This crisis motivated many crime labora-
tories and investigative agencies to revise their procedures, improve training,
and make other changes to avoid similar problems in the future. More
recently flaws have been found in the fingerprint and DNA analysis per-
formed by some crime laboratories, calling many convictions into questions
and creating doubts about the analytical techniques themselves.

A similar crisis is looming in the area of digital evidence. The lack of
generally required standards of practice and training allows weaknesses to



persist, resulting in incomplete evidence collection, documentation and
preservation as well as errors in analysis and interpretation of digital
evidence. Innocent individuals may be in jail as a result of improper digital
evidence handling and interpretation allowing the guilty to remain free.
Failures to collect digital evidence have undermined investigations, prevent-
ing the apprehension or prosecution of offenders and wasting valuable
resources on cases abandoned due to faulty evidence. If this situation is not
corrected, the field will not develop to its full potential, justice will not
be served, and we risk a crisis that could discredit the field. The only reason
we have not already encountered such as crisis is that our mistakes have been
masked by obscurity. As more cases become reliant on digital evidence and
more attention is focused on it, we must take steps to establish standards of
practice and compel practitioners to conform to them.

There have been several noteworthy developments toward standardization
in this field. The International Organization of Computer Evidence
(www.ioce.org) was established in the mid-1990s “to ensure the harmonization
of methods and practices among nations and guarantee the ability to use digi-
tal evidence collected by one state in the courts of another state.” In 1998, the
Scientific Working Group on Digital Evidence (www.swgde.org) was established
to “promulgate accepted forensic guidelines and definitions for the handling of
digital evidence.” In 2001, the first Digital Forensics Research Work Shop
(www.dfrws.org) was held, bringing together knowledgeable individuals from
academia, military and the private sector to discuss the main challenges and
research needs in the field. This workshop also gave new life to an idea pro-
posed several years earlier — a peerreviewed journal — leading to the creation of
the International Journal of Digital Evidence (www.ijde.org). In 2003, the American
Society of Crime Laboratory Directors/Laboratory Accreditation Board
(ASCLD/LAB) updated its accreditation manual to include standards and cri-
teria for digital evidence examiners in US crime laboratories. In 2004 the UK
Forensic Science Service plans to develop a registry of qualified experts, and
several European organizations, including the European Network of Forensic
Science Institutes (ENFSI) will publish examination and report writing guide-
lines for digital investigators. Also, Elsevier will begin publishing Digital
Investigation: The International Journal of Digital Forensics and Incident
Response (http://www.compseconline.com/digitalinvestigation/).

Historically, Forensic Science disciplines have used certification to oversee
standards of practice and training. Certification provides a standard that
individuals need to reach to qualify in a profession and provides an incentive
to reach a certain level of knowledge. Without certification, the target and
rewards of extra effort are unclear. This is not to say that everyone who
handles digital evidence requires the same level of skill or training. A strong

certification program needs to have tiered levels of certification facilitating
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progression upwards, setting basic requirements for crime scene technicians,
and setting higher standards for specialists in a laboratory and for investiga-
tors who are responsible for analyzing evidence.

Although there are a growing number of certification programs for digital
investigators, many are only available to law enforcement personnel and none
are internationally accepted. In 2004, representatives from around the world
convened to discuss the feasibility of an internationally accepted certification
for digital investigators. The outcome is not decided and there are obstacles to
such a certification. Some feel that proposed training requirements are too
high while others fear that certification will enable anyone to enter the field and
obtain specialized knowledge, even individuals who work for the defense on
criminal cases. There is also the fear that setting standards and placing addi-
tional requirements on practitioners will make it more difficult to get digital evi-
dence admitted in court.

Paradoxically, some of those concerned that training requirements will
exclude them also want to exclude individuals who perform criminal defense
work. In addition to being unethical, any attempt to withhold knowledge
from criminal defense attorneys and experts stifles improvement and
progress in the field by allowing misunderstandings and poor practices to per-
sist. If we cannot work together despite our differences to improve the field,
the only winners will be the criminals and the losers will be the innocents. The
aim of everyone in this field should be to ensure the best reasonable stan-
dards and quality. In the long run, digital evidence processed properly by cer-
tified professionals is less likely to be impeached or cause an injustice.

The investigation into the Starnet Internet gambling company provides
a good example of the successes of proper training and preparation. The
August 1999 raid of Starnet’s offices in Vancouver, BC, was the culmination
of more then a year’s worth of investigative effort and preparation by the
Royal Canadian Mounted Police. Over 100 personnel from all over Canada
were brought together to search and seize Starnet’s systems. Search teams
were trained to implement standard operating procedures to ensure consis-
tency and were given sufficient equipment to store the large amounts of data
that were anticipated. As a result of this planning, Starnet’s office building
and the network it contained were secured in a few minutes. Although it took
several days, digital evidence from more than 80 computers was preserved.
In 2001, Starnet pled guilty to violating Section 202 (1) b of the Canadian
criminal code by having a machine in Canada for gambling or betting.

Although professionalization may not be desirable for some, it is necessary
for all. Without generally accepted standards, there is no basis to judge work.
Without certification, there is no basis upon which to assess qualifications.
Our community has a duty to agree upon standards of practice and training,

and to require practitioners to meet these standards through certification.



This duty exists because in the forensic disciplines our opinions and interpretations
are allowed to impact whether people are deprived of their liberties, and potentially
whether they live or die. (Turvey, B., 2000, “The Professionalization of Criminal Profiling”

in Criminal Profiling, Academic Press)

ROADMAP TO THE BOOK

This book draws from four fields: Law, Computer Science, Forensic Science,
and Behavioral Evidence Analysis. The Law provides the framework within
which all of the concepts of this book fit. Computer Science provides the
technical details that are necessary to understand specific aspects of digital
evidence. Forensic Science provides a general approach to analyzing any form
of digital evidence. Behavioral Evidence Analysis provides a systematized
method of synthesizing the specific technical knowledge and general scientific
methods to gain a better understanding of criminal behavior and motivation.

This book is divided into five parts, beginning with a presentation of
relevant legal issues and investigative methods in Part 1 (Chapters 1-7).
Chapter 1 provides an overview. Chapter 2 (History and Terminology) pro-
vides relevant background, history, and terminology. Chapter 3 (Technology
and Law) discusses legal issues that arise in computer related investigations,
comparing US and European law. Chapter 4 (Investigative Process) discusses
a systematic approach to investigating a crime based on the scientific
method, providing a context for the remainder of this book. Chapter 5
(Investigative Reconstruction) describes how to use digital evidence to
reconstruct events and learn more about the victim and the offender in a
crime. Chapter 6 (Technology, MO, and Motive) is a discussion of the rela-
tionship between technology and the people who use it to commit crime.
Understanding criminal motivation and behavior is key to assessing risks (will
criminal activity escalate?), developing and interviewing suspects (who to
look for and what to say to them), and focusing investigations (where to look
and what to look for). Chapter 7 (Digital Evidence in Court) provides an
overview of issues that arise in court relating to digital evidence.

Part 2 of this book (Chapters 8-13) begins by introducing basic Forensic
Science concepts in the context of a single computer. Learning how to deal
with individual computers is crucial because even when networks are
involved, it is usually necessary to collect digital evidence stored on
computers. Case examples and guidelines are provided to help apply the
knowledge in this text to investigations. The remainder of Part 2 deals
with specific kinds of computers and ends with a discussion of overcoming
password protection and encryption on these systems.

Part 3 (Chapters 14-18) covers computer networks, focusing specifically
on the Internet. A bottom-up approach is used to describe computer networks,

INTRODUCTION 5
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starting with the raw data transmitted on networks and progressively building up
to the types of data that can be found on networked systems and the Internet.
The “top” of a computer network is comprised of the software that people use,
like e-mail and the Web. This upper region hides the underlying complexity of
computer networks and it is, therefore, necessary to examine and understand
the underlying complexity of computer networks to appreciate fully the infor-
mation found at the top of the network. Understanding the “bottom” of net-
works — the physical media (e.g. copper and fiber optic cables) that carry data
between computers is also necessary to collect and analyze raw network traffic.

Part 4 of this book (Chapters 19-22) focuses on specific types of investigations
starting with Computer Intrusions in Chapter 19. Tools and techniques specific
to this type of investigation are presented and detailed case examples are used
to demonstrate key points. Chapter 20 covers investigations of Cyberstalking.
Chapter 21 details Sexual Predators on the Internet and Chapter 22 discusses
computers as alibi.

Part 5 is a short segment that provides guidelines for handling and
processing digital evidence. This text does not cover forensic image, video
and audio analysis. For information about image/video/audio enhancement
and other aspects of this kind of analysis, see Electronic Evidence by Gruber
(Gruber 1995).

The Forensic Science concepts described early on in relation to a single
computer are carried through to each layer of the Internet. Seeing concepts
from Forensic Science applied in a variety of contexts will help the reader
generalize the systematic approach to processing and analyzing digital
evidence. Once generalized, this systematic approach can be applied to situa-
tions not specifically discussed in this text. In place of the CD-ROM in the
first edition of this book, an interactive Web site (www.disclosedigital.com)
provides practical exercises based on actual cases to demonstrate key aspects
of investigating computer related crimes and to help the reader apply the
concepts in this book to his/her own investigations. This Web site epitomizes
a general educational model that others can replicate or borrow from to
create inexpensive, educational resources to assist investigators.

DISCLAIMER

Tools are mentioned in this book to illustrate concepts and techniques, not
to indicate that a particular tool is best suited to a particular purpose. Digital
investigators must take responsibility to select and evaluate their tools.

Any legal issues covered in this text are provided to improve understanding
only, and are not intended as legal advice. Competent legal advice should be
sought to address the specifics of a case and to ensure that nuances of the law

are considered.
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DIGITAL EVIDENCE AND
COMPUTER CRIME

Within the past few years a new class of crime scenes has become more prevalent, that is,
crimes committed within electronic or digital domains, particularly within cyberspace.
Criminal justice agencies throughout the world are being confronted with an increased
need to investigate crimes perpetrated partially or entively over the Internet or other
electronic media. Resources and procedures are needed to effectively search for, locate,
and preserve all types of electronic evidence. This evidence ranges from images of child
pornography to encrypted data used to further a variety of criminal activities. Even

in investigations that are not primarily electronic in nature, at some point in the

investigation compuler files or data may be discovered and further analysis required.

(Lee et al. 2001).

Increasingly, criminals are using technology to facilitate their offenses and
avoid apprehension, creating new challenges for attorneys, judges, law
enforcement agents, forensic examiners, and corporate security professionals.
Organized criminals around the globe are using technology to maintain
records, communicate, and commit crimes. Offenders have obtained com-
puter information about a police officer and his family to intimidate and
discourage him from confronting them. As a result of the large amounts of
drugs, child pornography, and other illegal materials being trafficked on the
Internet, the US Customs Cybersmuggling Center has come to view every
computer on the Internet in the United States as a port of entry. Felons have
even broken into court systems to change their records and monitor internal
communications.

CASE EXAMPLE (CALIFORNIA 2003):

William Grace and 22-year-old Brandon Wilson were sentenced to 9 years in

jail after pleading guilty to breaking into court systems in Riverside, California,
to alter records. Wilson altered court records relating to previous charges filed
against him (illegal drugs, weapons, and driving under the influence of alcohol)
to indicate that the charges had been dismissed. Wilson also altered court

Digital Evidence and Computer Crime Second Edition Copyright © 2004 Elsevier Ltd
ISBN: 0-12-163104-4 All rights of reproduction in any form reserved
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documents relating to several friends and family members. The network intrusion
began when Grace obtained a system password while working as an outside
consultant to a local police department. By the time they were apprehended, they
had gained unauthorized access to thousands of computers and had the ability to
recall warrants, change court records, dismiss cases, and read e-mail of all county
employees in most departments, including the Board of Supervisors, Sheriff, and
Superior Court judges. Investigators estimate that they seized and examined a total
of 400 Gbytes of digital evidence (Sullivan 2003).

As more medical machinery, office equipment, home computers and appli-
ances, and handheld devices are networked, there is greater exposure to abuse
that could disrupt health care, office, and home life work. Network-based
attacks targeting critical infrastructure such as power, health, communications,
financial, and emergency response services are becoming a greater concern as

terrorists become more technologically proficient.

CASE EXAMPLE (COWEN 2003):

Michael McKevitt was charged with directing terrorist activities. In addition to
being accused of involvement in a bombing in Northern Ireland, McKevitt allegedly
contacted an FBI informant on behalf of the Real IRA to obtain laptops for bomb
detonation, encryption software, and personal digital assistants. McKevitt
apparently saw cyberterrorism — the use of the networks to cause panic and loss of
life — as the future over bombing and was taking steps to expand his terrorist
organization’s capabilities in this area. The evidence in the case includes laptops,
e-mail messages, and mobile telephone records.

There is a positive aspect to the increasing use of technology by criminals —
the involvement of computers in crime has resulted in an abundance of
digital evidence that can be used to apprehend and prosecute offenders. For
instance, computers played a role in the planning and subsequent investiga-
tions of both World Trade Center bombings. Ramsey Yousef’s laptop
contained plans for the first bombing and, during the investigation into
Zacarias Moussaoui’s role in the second attack, over 100 hard drives were
examined (United States v. Moussaoui; United States v. Salameh et al.; United
States v. Ramsey Yousef). Realizing the increasing use of high technology by
terrorists compelled the United States to enact the USA Patriot Act and moti-
vated the European Union to recommend related measures. E-mail ransom
notes sent by Islamists who kidnapped and murdered journalist Daniel Pearl
were instrumental in identifying the responsible individuals in Pakistan. In
this case, the “threat to life and limb” provision in the USA Patriot Act
enabled Internet Service Providers (ISPs) to provide law enforcement with
information quickly, without waiting for search warrants.

While paper documents relating to Enron’s misdeeds were shredded,
digital records persisted that helped investigators build a case. Subsequent
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investigations of financial firms and stock analysts have utilized e-mail and
other digital evidence to build a case. Realizing the value of digital evidence
in such investigations, the Securities and Exchange Commission set an exam-
ple in December 2002 by fining five brokerage houses a total of $8.25 million
for failing to retain e-mail and other data as required by the Securities and
Exchange Act of 1934 (SEC 2002).

Digital evidence can be useful in a wide range of criminal investigations
including homicides, sex offenses, missing persons, child abuse, drug
dealing, and harassment. Also, civil cases can hinge on digital evidence, and
digital discovery is becoming a routine part of civil disputes. Computerized
records can help establish when events occurred, where victims and suspects
were, whom they communicated with, and may even show their intent to
commit a crime. Robert Durall’s Web browser history showed that he
accident + deaths,” and

” «

had searched for terms such as “kill + spouse,
“smothering” and “murder” prior to killing his wife (Johnson 2000). These
searches were used to demonstrate premeditation and increase the charge
to first-degree murder. Sometimes information stored on a computer is the
only clue in an investigation. In one case, e-mail messages were the only

investigative link between a murderer and his victim.

CASE EXAMPLE (MARYLAND 1996):

A Maryland woman named Sharon Lopatka told her husband that she was leaving
to visit friends. However, she left a chilling note that caused her husband to inform
police that she was missing. During their investigation, the police found hundreds of
e-mail messages between Lopatka and a man named Robert Glass about their
torture and death fantasies. The contents of the e-mail led investigators to Glass’s
trailer in North Carolina and they found Lopatka’s shallow grave nearby. Her hands
and feet had been tied and she had been strangled. Glass pled guilty, claiming that
he killed Lopatka accidentally during sex.

Digital data are all around us and should be collected in any investigation
routinely. More likely than not, someone involved in the crime used a com-
puter, personal digital assistant, mobile telephone, or accessed the Internet.
Therefore, every corporate investigation should consider relevant informa-
tion stored on computer systems used by their employees both at work and
home. Every search warrant should include digital evidence to avoid the
need for a second warrant and the associated lost time and evidence. Even if
digital data do not provide a link between a crime and its victim or a crime
and its perpetrator, they can be useful in an investigation. Digital evidence
can reveal how a crime was committed, provide investigative leads, disprove
or support witness statements, and identify likely suspects.

This book provides the knowledge necessary to handle digital evidence
in its many forms, to use this evidence to build a case, and to deal with

11



Digital evidence has been
previously defined as any
data that can establish
that a crime has been
committed or can provide
a link between a crime and
its victim or a crime and its
perpetrator (Casey 2000).
The definition proposed by
the Standard Working
Group on Digital Evidence
(SWGDE) is any
information of probative
value that is either stored
or transmitted in a digital
form. Another definition
proposed by the
International Organization
of Computer Evidence
(IOCE) is information
stored or transmitted in
binary form that may be
relied upon in court.
However, these definitions
focus too heavily on proof
and neglect data that
simply further an
investigation. Additionally,
the term binary in the
later definition is inexact,
describing just one of
many common
representations of
computerized data.

12 DIGITAL EVIDENCE AND COMPUTER CRIME

the challenges associated with this type of evidence. This text presents
approaches to handling digital evidence stored and transmitted using
networks in a way that is most likely to be accepted in court. However, what
is illegal, how evidence is handled, received, rejected, and how searches are
authorized and conducted varies from country to country. Therefore, it is
important to seek legal advice from a competent attorney, particularly since

the law is changing to adapt to rapid technological developments.

1.1 DIGITAL EVIDENCE

For the purposes of this text, digital evidence is defined as any data stored or
transmitted using a computer that support or refute a theory of how an offense
occurred or that address critical elements of the offense such as intent or alibi (adapted
from Chisum 1999).

The data referred to in this definition are essentially a combination of
numbers that represent information of various kinds, including text, images,
audio, and video. Take a moment to consider the types of digital data that
exist and how they might be useful in an investigation. Computers are
ubiquitous and digital data are being transmitted through the air around us
and through wires in the ground beneath our feet.

The terms digital evidence and electronic evidence are sometimes used
interchangeably. However, an effort should be made to distinguish between
electronic devices such as mobile telephones and the digital data that they
contain. Although this text necessarily covers certain aspects of electronic
devices, the focus is on the digital evidence they contain. When considering
the many sources of digital evidence, it is useful to categorize computer
systems into three groups (Henseler 2000).

Open computer systems: Open computer systems are what most people think of as
computers — systems comprised of hard drives, keyboards, and monitors such as
laptops, desktops, and servers that obey standards. These systems, with their ever
increasing amounts of storage space, can be rich sources of digital evidence.

A simple file can contain incriminating information and can have associated
properties that are useful in an investigation. For example, details such as when
a file was created, who created it, or that it was created on another computer can

all be important.

Communication systems: Traditional telephone systems, wireless telecommunication
systems, the Internet, and networks in general can be a source of digital evidence.
For instance, the Internet carries e-mail messages around the world. The time a
message was sent, who sent it, or what the message contained can all be important in
an investigation. To verify when a message was sent, it may be necessary to examine
log files from intermediate servers and routers that handled a given message.

To verify the contents of a message, it may be necessary to eavesdrop on the

communication as it occurs.
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Embedded computer systems: Mobile telephones, personal digital assistants, smart cards,
and many other systems with embedded computers may contain digital evidence. For
example, navigation systems can be used to determine where a vehicle has been

and Sensing and Diagnostic Modules in many vehicles hold data that can be useful
for understanding accidents, including the vehicle speed, brake status, and throttle
position during the last five seconds before impact. Microwave ovens are now
available with embedded computers that can download information from the
Internet and some home appliances allow users to program them remotely via a
wireless network or the Internet. In an arson investigation, data recovered from

a microwave can indicate that it was programmed to trigger a fire at a specific time.

Given the ubiquity of digital evidence it is the rare crime that does not
have some associated data stored and transmitted using computer systems.
A trained eye can use these data to glean a great deal about an individual,
providing such insight that it is like looking through a stained glass window
into the individual’s personal life and thoughts. An individual’s personal
computer and their use of network services are effectively behavioral
archives, potentially retaining more information about an individual’s activ-
ities and desires than even his/her family and closest friends. E-commerce
sites use some of this information for direct marketing and a skilled digital
investigator can delve into these behavioral archives and gain deep insight
into a victim or offender (Casey 2002).

Despite its prevalence, few people are well versed in the evidentiary,
technical, and legal issues related to digital evidence and as a result, digital
evidence is often overlooked, collected incorrectly, or analyzed ineffectively.
The goal of this text is to equip the reader with the necessary knowledge and
skills effectively to use digital evidence in any kind of investigation. This text
illuminates the technical, investigative, and legal facets of handling and uti-
lizing digital evidence.

1.2 INCREASING AWARENESS OF DIGITAL
EVIDENCE

By now it is well known that attorneys and police are encountering progres-
sively more digital evidence in their work. Less obviously, computer security
professionals and military decision makers are concerned with digital
evidence. An increasing number of organizations are faced with the necessity
of collecting evidence on their networks in response to incidents such as
computer intrusions, fraud, intellectual property theft, child pornography,
stalking, sexual harassment, and even violent crimes.

More organizations are considering legal remedies when criminals target

them and are giving more attention to handling digital evidence in a way that
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System administrators who
find child pornography on
computers in their
workplace are in a perilous
position. Simply deleting
the contraband material
and not reporting the
problem may be viewed as
criminally negligent.

A system administrator
who did not muster his
employer’s support before
calling the police to report
child pornography placed
on a server by another
employee was disavowed
by his employer, had to
hire his own lawyer, testify
in his own time, and
ultimately find a new job.
Well meaning attempts to
investigate child
pornography complaints
have resulted in the system
administrator being
prosecuted for
downloading and
possessing illegal materials
themselves. Therefore, in
addition to being
technically prepared for
such incidents, it is
important for
organizations and system
administrators to have
clear policies and
procedures for responding
to these problems.
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will hold up in court. Also, by processing digital evidence properly, organi-
zations are protecting themselves against liabilities such as invasion of privacy
and unfair dismissal claims. As a result, there are rising expectations that
computer security professionals have training and knowledge related to
digital evidence handling.

In addition to handling evidence properly, corporations and military
operations need to respond to and recover from incidents rapidly to minimize
the losses caused by an incident. Many computer security professionals deal
with hundreds of petty crimes each month and there is not enough time or
resources to open a full investigation for each incident. Therefore, computer
security professionals attempt to limit the damage and close each investigation
as quickly as possible. There are three significant drawbacks to this approach.
First, each unreported incident robs attorneys and law enforcement personnel
of an opportunity to learn about the basics of computerrelated crime. Instead,
they are only involved when the stakes are high and the cases are complicated.
Second, computer security professionals develop loose evidence processing
habits that can make it more difficult for law enforcement personnel and
attorneys to prosecute an offender. Third, this approach results in under-
reporting of criminal activity, deflating statistics that are used to allocate
corporate and government spending on combating computer-related crime.

Balancing thoroughness with haste is a demanding challenge. Tools that
are designed for detecting malicious activity on computer networks are rarely
designed with evidence collection in mind. Some organizations are attempting
to address this disparity by retrofitting their existing systems to address
authentication issues that arise in court. Other organizations are implementing
additional systems specifically designed to secure digital evidence, popularly
called Network Forensic Analysis Tools (NFATs). Both approaches have short-
comings that will be addressed gradually as software designers become more
familiar with issues relating to digital evidence.

Government agencies are also interested in using digital evidence to
detect terrorist activities and prevent future attacks. As a result, data mining
technologies that were previously used to detect and investigate criminal
activity that occurred in the past are now being adapted to identify suspi-
cious, but not necessarily criminal, activities. Understandably, the possibility
of the government freely sifting through every citizen’s personal data for
anything that looks suspicious is a privacy advocate’s worst nightmare. There
is certainly a risk that these pre-crime systems will do more harm than the
problems they aim to address.

Ultimately, these systems will not achieve their intended goal because
of inadequate training data sets, inaccurate data, high numbers of false
positives, and information overload. With detailed knowledge of only several
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thousand known terrorists and ignoring the fact that terrorists regularly
change their behavior to evade detection, it is statistically impossible to
develop data mining methods that can reliably distinguish between normal
and suspicious activity. The resulting inaccurate data mining methods would
result in false positives that could ruin the lives of thousands, perhaps
millions, of innocent individuals. Considering the amount of junk mail that
is incorrectly addressed to Mr Eogliam Casey, Mr Bogan Caseui, and Ms Eileen
Casey, it is likely that erroneous data in the underlying databases will increase
the number of false positives in data mining. Even if data mining stumbled
upon one actual terrorist, this lead would probably be lost among the false
positives and bureaucracy created by the data mining process. Let us just
hope that careless efforts to utilize these powerful data mining technologies
do not cause too much damage and inhibit our ability to use them to inves-
tigate crimes.

Keep in mind that criminals are also concerned with digital evidence and
will attempt to manipulate computer systems to avoid apprehension.
Therefore, digital investigators cannot simply rely on what is written in this
book to process digital evidence and must extend the lessons to new situa-
tions. With this in mind, in addition to presenting specific techniques and
examples, this text provides general concepts and methodologies that can be
applied to new situations with some thought and research on the part of the

reader.

1.3 CHALLENGING ASPECTS OF DIGITAL
EVIDENCE

Digital evidence as a form of physical evidence creates several challenges for
forensic examiners. First, it is a messy, slippery form of evidence that can be
very difficult to handle. For instance, a hard drive platter contains a messy
amalgam of data — pieces of information mixed together and layered on top
of each other over time. Only a small portion of this amalgam might be rel-
evant to a case, making it necessary to extract useful pieces, fit them

together, and translate them into a form that can be interpreted.

Data fragment

— Reconstituted
'ﬁ Y2 A E-mail header:
Data fragment W ) ‘_’ W
@ Hi John. Meet
us on the dock
Data fragments at 3 p.m. today.

combined into e-mail

Data fragment

Figure 1.1

Conceptual depiction of data
Jragments being extracted from a
hard drive platter, combined, and

translated into an e-mail message.
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Similarly, radio waves and microwaves traveling through the air contain a
tangle of data, making it necessary to find the desired signal amongst the
noise and translate it into the data that can be understood (Figure 1.1). This
is conceptually similar to DNA analysis — the relevant information must be
extracted from human fluid/tissue, processed, and translated into a form
that we understand.

Second, digital evidence is generally an abstraction of some event or digital
object. When a person instructs a computer to perform a task such as send-
ing an e-mail, the resulting activities generate data remnants that give only a
partial view of what occurred (Venema, Farmer 2000). Unless someone has
installed surveillance equipment, individual mouse clicks, keystrokes, internal
system commands, and other minutiae are not retained. Only certain results
of the activity such as the e-mail message and server logs remain to give us a
partial view of what occurred. Even when such minutiae are recorded, the
electrical impulses of our mouse button clicks and keyboard depressions must
be translated into data before they have any meaning. Similarly, an e-mail mes-
sage and server log stored on a disk are the result of several layers of abstrac-
tion from magnetic fields on the disk to the letters and numbers that we see
on the screen. Therefore, we never see the actual data but only a representa-
tion, and each layer of abstraction can introduce errors (Carrier 2003).

This situation is similar to that of the traditional crime scene investigation.
In a homicide case, there may be clues that can be used to reconstruct events
like putting a puzzle together. However, all of the puzzle pieces are never
available, making it impossible to create a complete reconstruction of the
crime. This book describes various sources of digital evidence and how these
multiple, independent sources of corroborating information can be used to
develop a more complete picture of the associated crime.

Third, the fact that digital evidence can be manipulated so easily raises
new challenges for digital investigators. Digital evidence can be altered either
maliciously by offenders or accidentally during collection without leaving any
obvious signs of distortion. Fortunately, digital evidence has several features
that mitigate this problem.

= Digital evidence can be duplicated exactly and a copy can be examined as if it
were the original. It is common practice when dealing with digital evidence to

examine a copy, thus avoiding the risk of damaging the original.

= With the right tools it is very easy to determine if digital evidence has been
modified or tampered with by comparing it with an original copy.

= Digital evidence is difficult to destroy. Even when a file is “deleted” or a hard
drive is formatted, digital evidence can be recovered.

® When criminals attempt to destroy digital evidence, copies and associated

remnants can remain in places that they were not aware of.
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CASE EXAMPLE (BLANTON 1995):

When Colonel Oliver North was under investigation during the Iran Contra affair in
1986, he was careful to shred documents and delete incriminating e-mails from his
computer. However, unbeknown to him, electronic messages sent using the IBM
Professional Office System (PROFS) were being regularly backed up and were later
retrieved from backup tapes.

Fourth, digital evidence is usually circumstantial making it difficult to
attribute computer activity to an individual. Therefore, digital evidence can
only be one component of a solid investigation. If a case hinges upon a single
form or source of digital evidence such as date-time stamps on computer
files, then the case is unacceptably weak. Without additional information, it
could be reasonably argued that someone else used the computer at the time.
For instance, authentication mechanisms on more secure computers can be
bypassed and many computers do not require a password, allowing anyone to
use them. Similarly, if a defendant argues that some exonerating digital
evidence was not collected from one system, this would only impact a weak
case that does not have supporting evidence of guilt from other sources.

CASE EXAMPLE (UNITED STATES v. GRANT 2000):

In an investigation into the notorious online Wonderland Club, Grant argued that
all evidence found in his home should be suppressed because investigators had
failed to prove that he was the person associated with the illegal online activities
in question. However, the prosecution presented enough corroborating evidence to
prove their case.

1.4 FOLLOWING THE CYBERTRAIL

Many people think of the Internet as separate from the physical world. This
is simply not the case — crime on the Internet mirrors crime in the physical
world. There are several reasons for this cautionary note. First, a crime on
the Internet usually reflects a crime in the physical world, with human
perpetrators and victims and should be treated with the same gravity. To
neglect the very real and direct link between people and the online activities
that involve them limits one’s ability to investigate and understand crimes
with an online component. Auction fraud provides a simple demonstration
of how a combination of evidence from the virtual and physical worlds is
used to apprehend a criminal.

CASE EXAMPLE (AUCTION FRAUD 2000):

A buyer on E-bay complained to police that he sent a cashier’s check to that

seller but received no merchandise. Over a period of weeks, several dozen similar
reports were made to the Internet Fraud Complaint Center against the same seller.
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To hide his identity, the seller used a Hotmail account for online communications
and several mail drops to receive checks. Logs obtained from Hotmail revealed that
the seller was accessing the Internet through a subsidiary of Uunet. When served
with a subpoena, Uunet disclosed the suspect’s MSN account and associated
address, credit card and telephone numbers. Investigators also obtained
information from the suspect’s bank with a subpoena to determine that the
cashier’s checks from the buyers had been deposited into the suspect’s bank
account. A subpoena to E-bay for auction history and complaints and supporting
evidence from each of the buyers helped corroborate the connections between the
suspect and the fraudulent activities. Employees at each mail drop recognized a
photograph of the suspect obtained from the Department of Motor Vehicles. A
subpoena to the credit card company revealed the suspect’s Social Security Number
and a search of real estate property in the suspect’s name turned up an alternate
residence where he conducted most of his fraud.

Second, while criminals feel safe on the Internet, they are observable
and thus vulnerable. We can take this opportunity to uncover crimes in the
physical world that would not be visible without the Internet. Murders have
been identified as a result of their online actions, child pornography
discovered on the Internet has exposed child abusers in the physical world,
and local drug deals are being made online. By observing the online activities
of offenders in our neighborhoods, jurisdictions, and companies, we can
learn more about the criminal activities that exist around us in the physical
world. Third, when a crime is committed in the physical world, the Internet
often contains related digital evidence and should be considered as an exten-
sion of the crime scene. For instance, a program like Chat Monitor can be
used to find individuals from a specific geographical region who are using
Internet Relay Chat (IRC) networks to exchange child pornography.

The crimes of today and the future require us to become skilled at finding
connections between crimes on the Internet and in the physical world, fol-
lowing the cybertrail if you will. By following the cybertrail, investigators of
physical world crime can find related evidence on the Internet and investi-
gators of crime on the Internet find related evidence in the physical world.
The cybertrail should be considered even when there is no obvious sign of
Internet activity. Criminals are learning to conceal their Internet activities
and even the most obvious indication that a computer is used to access the
Internet is disappearing: a cable connecting the computer to a jack in the
wall. With the rise in wireless networks fewer computers have network cables.

The Internet may contain evidence of the crime even when it was not
directly involved. There are a growing number of sensors on the Internet
such as cameras showing live highway traffic on the Web as shown in
Figure 1.2. These sensors may inadvertently capture evidence relating to a
crime. In one investigation of reckless driving that resulted in a fatal crash,
the position of the victim’s car and average speed was determined using



