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FOREWORD

More people have taken the SANS Security Essentials course
than any other information security course in the world, and the
numbers are growing rapidly. Today, our job in security is so

complex that each of us must realize we have significant gaps in
our understanding. Security Essentials fills the gaps. A few peo-
ple have played notable roles in developing the courseware,
though it is the product of several hundred security practitioners
in the defensive community working together, and it continues
to evolve to meet the needs of the students.

Security Essentials was born at the SANS 1999 annual confer-
ence in Baltimore, Maryland. Alan Paller, Director of Research
for SANS, had been trying to develop a program to cover only
those elements you need to know about information security
and nothing else; however, it had been slow and painful.
Everyone who worked on the project ended up giving up after a
couple of weeks. I was very busy at the time, but Alan would
tell me what he had attempted and why it didn’t work. I would
nod and express my condolences being careful not to volunteer
my opinions or help. I wanted to help, but it sounded like a
tremendous amount of effort involving potentially thousands of
hours. However, I too was frustrated. I was a manager for the
Department of Defense, and it was hard to hire people with the
skills to do the jobs we needed done. At best, potential employ-
ees understood the theory of security, and they understood that
those theories tended to originate from a mainframe era. [
thought if I could just hire people who met a minimum stan-
dard, my life would be ten times easier. Prior to departing for
Baltimore, I knew that for better or worse, I was going to take
the lead for the Security Essentials project. It was too important
a project, and I wanted to help Alan get it off the ground.

On the third day of the conference, I had a day off, one of the
few days when I wasn't teaching, so Alan and I got in a harbor
taxi boat to get away from the noise and excitement of the con-
ference. We had a set of index cards with us, and as soon as we
go on the boat, we started brainstorming on those cards. We

knew we had to figure out what people needed to know, or
what was critical versus what wasn’t critical. We asked ourselves,
“What are the essentials of information security for the practi-
tioner?”

When we got back to the conference speaker room, Fred Kerby,
an information security manager for the U.S. Navy, took the
cards and started to create a list from what we had written.
Michele Guel, Hal Pomeranz, and other instructors debated the
list and added their unique perspectives. Dr. Eugene Schultz,
founder of CIAC and an instructor, contributed to an hour-long
conference call expressing his concerns and giving us his sugges-
tions. We arrived at version .21 of the course. The fact that we
were not yet at a full-numbered version tells you how far we felt
we needed to go. We then had objectives and domains of
knowledge reviewed by the CIO Institute to get feedback from
senior management and from as many system, network, and
security administrators in the trenches as we could find.

Finally, we began development of the first course modules by
starting with what we thought were the absolutely necessary
courses, such as cryptography, malicious code, how IP works,
and threat and risk assessment. At the time, we were hoping to
partner with ISC2, the company that produces the CISSP We
shared the design, objectives, and courseware developed at the
time, and we asked for guidance on what they thought might be
missing, or what needed to be covered differently. Eventually,
after 99 revisions, we reached version 1.0 of Security Essentials.
Before anyone outside of the development team ever saw the
courseware, over a hundred security experts from 15 different
countries had invested in the creation of Security Essentials.

The goal of this project from the beginning was for it to repre-
sent a consensus of the global community. Special thanks should
be offered to Philip Boyle, an IT worker from New Zealand; Guy
Bruneau who worked in the DnD Cirt from Canada; Andrew
Sturman, a consultant from the United Kingdom; and Dean
White, an intrusion detection analyst from Australia. We also felt
that the only way to distribute this product globally was to offer

xi
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an online version of the course. Jennifer Kolde, Director of the
GIAC Certification, was instrumental in formatting the early
courseware. Dave Turley, a lead programmer for SANS, wrote the
software delivery system for both the courses and exams, which
he built on the work that Rob Kolstad started. John Green, the
second leader of the “Shadow team” and co-founder of
Incidents.org, created the powerful database that tracks registra-
tion and accounting for both the live and online training. Doug
Austin, a consultant, developed the system we use for digital
audio. Karen Ellrick, a musician and missionary in Japan,
helped us make a huge breakthrough when she suggested we
convert from audio tapes as our sound source to mini-disks. The
higher-quality source material resulted in better sounding files,
one of the biggest problems we had to overcome and did,
thanks to Karen.

Eric Cole, the lead author of this workbook, was involved with
the project since the early days, and he is a top-notch instructor
of the courseware. When we realized that we were going to have
to expand the program from three to six days to cover the mate-
rial properly, Eric took the lead role in the conversion.

The course is being taught somewhere in the world almost
weekly, in conferences, in private onsite sessions, or in the form
of a local, mentoring project. We've seen the course taught just
about everywhere, from Atlanta, Georgia, to Honolulu, Hawaii
to Dubai.

I am thankful to have had the best seat in the house from which
I could watch this course grow. I have met a lot of wonderful
people, and I know that together we are making a difference. 1
thank God for giving me the courage to work on this project. It
is by far the most challenging project I have ever worked on. I
missed out on a lot of sleep and many swims off the beaches of
Kauai with my wife and son, but I feel it was, and is, worth the
sacrifice. The day is coming when it will be impossible to be
considered a credible information security practitioner without
holding a GIAC Security Essentials Certification.

This book is a very positive step forward in the evolution of the
program. I want to thank Eric Cole, Matt Newfield, John
Millican, and the review team for their tremendous efforts. It
takes tools to get work done, and this workbook will help prac-
titioners acquire and use the tools that will help accomplish the
essential work of security. Take your time, master the tools, and
take notes (there is space to do this in the book) while building
a toolbox that works for you. We care deeply about your experi-
ences, what works for you, and what doesn’t work for you. We
want to know the things you know or don't know, so don't be a
stranger.

Stephen Northcutt
The SANS Institute
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Introduction

The SANS (System Administration, Networking, and Security)
Institute is a cooperative research and education organization
through which more than 96,000 system administrators, securi-
ty professionals, and network administrators share the lessons
they are learning and find solutions to the challenges they face.
SANS was founded in 1989.

The core of the institute consists of security practitioners in gov-
ernment agencies, corporations, and universities around the
world who invest hundreds of hours each year in research and
teaching to help the entire SANS community. During 2000 and
2001, this core group grew rapidly as the Global Information
Assurance Certification program developed mentors to help new
security practitioners master the basics.

The SANS community creates four types of products:

e System and security alerts and news updates
* Special research projects and publications

* In-depth education

¢ Certification

Several SANS resources, such as news digests, research sum-
maries, security alerts, and award-winning papers, are free.
Income from printed publications funds university-based
research programs. The Global Information Assurance
Certification program and special research projects are funded
by income from SANS educational programs.

SANS’ GIAC (Global Information Assurance Certification) is
one of the fastest growing areas among the institute’s educational
offerings. GIAC online training caters to the needs of security
professionals, from those who are just getting started with the
Information Security KickStart module, to the advanced GIAC
Security Engineer honors program. Over 1,000 students have
achieved GIAC certification, and many more are currently in the
process of achieving it.

For more information, see http://www.sans.org or
http://www.giac.org.

WHO SHOULD READ THIS BOOK

This book is beneficial to those who are interested in security or
those who are new to security. It covers the essential tools and
concepts that you need to understand in order to be a produc-

tive security professional. If you have been working in the secu-
rity field, you will still find value in the material presented in
this book. You might be familiar with some of the tools, but sev-
eral of the tools will be new to you, or you might discover new
ways of using a tool. In summary, this book is meant to provide
a hands-on style of learning that compliments the SANS Security
Essentials course. This book was written to provide value as an
independent text. We wrote this book under the general princi-
ple that if we could teach you about the tools, you would be
prepared to conquer any security task.
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WHAT’S IN THIS BOOK

This book is about the tools. There is so much work to be done
in security. Manual methods are just too time-consuming. If we
use the most valuable tools, and we understand the benefits of
them, we will be more productive with our time. With this
premise in mind, this book covers tools across all areas of secu-

rity, as noted in this list:

e Security Overview

e Security Concepts

* Network Security

* Secure Communications
* Windows Security

* Unix Security

Each section of the book is broken up into chapters that cover a
number of tools.

CONVENTIONS USED IN THIS BOOK

Each chapter is composed of a set of exercises, each of which

features a specific tool. The idea is for you to learn how to
install and use the tools so that you can apply your knowledge
to secure your company’s network and computer systems. To
make the tools and exercises easy to understand, the following
format is used to describe each exercise:

* Description The Description section provides an
overview of the tool being discussed in the exercise and
where it fits in the overall security scheme. Background
information and other relevant data are also described in
this section.

* Objective Every tool is designed for a specific purpose or
domain of use. The Objective section describes the purpose
of the tool and what skills you should gain by completing
the exercise and running the tool.

* Requirements Whatever is required in order to run the
exercise and utilize the tool is described in this section.

Subsections of the Requirements section include the
following:
Permission Keep in mind that some of the tools dis-
cussed can compromise systems or perform actions that
could be deemed illegal in some countries or states.
Thus, this section explains when you need to gain per-
missions.
Hardware Various programs require hardware or com-
ponents to run. Hardware requirements are listed in this
section.
Software Various programs run on different operating
systems and require other programs to be loaded.
Software that is needed in order to run a tool or com-
plete an exercise is listed in this section.

Challenge Procedure The Challenge Procedure sections
provide an overview of the steps that you perform to com-
plete the exercises.

Challenge Procedure Step-by-Step This section provides
a detailed step-by-step instruction of the steps required to
install, configure, and run the tool that is discussed in the
Description section and Challenge Procedure section. Screen
shots are provided to make this section as straightforward
and easy as possible to follow.

Challenge Questions Throughout the step-by-step proce-
dures, questions are periodically inserted that challenge you
to think about other ways the tools can be used to help
expand your knowledge and understanding of the concepts
that are being described.

Additional Reading Additional reference materials are
recommended for several of the exercises. These include
articles, papers, or books. They are listed in this section.
Summary The Summary section ties together what you
have learned in each section. The summaries also serve to
summarize the bigger picture helping you to resolve the
puzzles of network security. Any other features or functions
of the system are also described in this section.
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¢ Commands, Screen Captures, Menus, Keys, and Buttons Remember, the best way to learn is to experiment and test each
For your convenience, we highlighted in bold commands of these tools. Download them, install and run them on your
and items that are “selected” or “clicked.” We also highlight- system, and learn the value they can offer your security strate-
ed in bold the names of screens, menus, keys, and buttons. gies. Above all else, have fun as you take steps toward securing
We used this convention to make your work easier and to your organization.

make the exercises easier to follow.

* Notes Periodically, we inserted notes to supplement your
understanding of specific topics. In addition, we provided
you space to take your own notes. Use this space to jot
down tips or instructions that you want to take back to
your organization. Or, use it to jot down questions you
might want to pursue when you research some of the
“Additional Reading” references.




NOTES




Chapter 1

Security Overview

INTRODUCTION TO SECURITY TOOLS

Security is a complex field. Manually testing and securing your
systems can be a daunting task at best and impossible at worst.
Thankfully, there are numerous tools available that can help
secure your site with minimal effort. With these tools, you will
still have to analyze the results, but at least a bulk of the work is
done for you.

The purpose of this book is to provide you with the exact steps
for installing, configuring, and running the most popular securi-
ty software tools on your systems. To teach you in the most effi-
cient manner, we've developed a workbook-style approach. This
book also concentrates on shareware and freeware tools empha-
sizing the fact that you do not need to spend a lot of money in
order to have a secure network.

The following table shows you the tools that will be discussed in
this book.
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Shareware and Freeware Security Tools

Application

Description

Available At

BlackWidow

Cisco ConfigMaker v2.5.1

Crack
Dumpel

DumpSec
Ethereal

Forensic Toolkit

Fport

Fragrouter

Ghost Corporate Edition

HENETCHCK

Hping2

11S Lockdown

John the Ripper
Jphs

Jsteg
LeakTest

Legion
Logcheck v1.1.1
LOpht Crack 3.0

Nessus

An offline Web site browser and
information tool

Cisco network configuration tool

A password cracker

Dumps the contents of the Windows NT

and Windows 2000 event logs
Windows security auditing program
Network sniffing and packet analysis
tool

File properties analyzer

Reports all open TCP and UDP ports

and maps them to the running application

A tool to fragment packets sent from
a host to a target
DOS-based disk cloning

A tool developed by Microsoft to
help administrators stay current

with system patches

An advanced tool that expands on
ICMP functionality

A tool to assist in the hardening of
an IIS installation

A password cracker

A Windows-based steganography tool
A Windows-based steganography tool
Tests personal firewalls to determine
if they warn when outbound
connections are made

A Windows-based share scanner
Unix log monitoring system

A password cracker

A Linux-based vulnerability scanner

http://www.softbytelabs.com/files/BlackWidow.exe

http://www.cisco.com/univercd/cc/td/doc/clckstrt/
cfgmkr/download.htm
http://www.users.dircon.co.uk/~crypto/download/c50-faq.html
http://www.microsoft.com/windows2000/techinfo/reskit/tools/
existing/dumpel-o.asp
http://www.somarsoft.com/somarsoft_main.htm
http://www.ethereal.com/distribution/win32/
ethereal-setup-0.9.0-1.exe
http://www.foundstone.com/rdlabs/tools.php?category=Forensic
http://www.foundstone.com/rdlabs/termsofuse.php?
filename=FportNG.zip

http://www.packetstormsecurity.com

http://www.enterprisesecurity.symantec.com/content/
productlink.cfm?
http://www.microsoft.com/downloads/

release.asp?releaseid=31154

http://www.hping.org/hping2.0.0-rci.tar.gz

http://www.microsoft.com/Downloads/
Release.asp?ReleaseID=32362
http://www.packetstormsecurity.com
http://www.linux@1.gwdg.de/~alatham/stego.html
http://www.tiac.net/users/korejwa/jsteg.htm

http://www.grc.com/1t/leaktest.htm

http://www.nmrc.org/files/snt
http://www.psionic.com/abacus/logcheck
http://www.atstake.com/research/1c3/

http://www.nessus.org
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Shareware and Freeware Security Tools Continued

Application Description Available At

Netbus 1.7 Remote control trojan software http://www.packetstorm.decepticons.org/trojans/
NetBus170.zip

nmap A Linux-based port scanning utility http://www.insecure.org/nmap/nmap_download.html

pep Encryption software for files and email http://www.pgpi.org/products/pgp/versions/freeware/

Ping War A Windows-based tool to quickly ping http://www.simtel.net/autodownload.html?mirror=

Psionic PortSentry 1.1
Purge-It!

PWDump3

S-tools

Snort
Socket 80

Startup Cop

SubSeven

Sudo v1.6.3p7
SuperScan

Swatch 3.0.4
Tepdump

TCP Wrappers 7.6

TFN2K
Tiny
Firewall v2.0

Tripwire

Webslueth
Whisker
Wildpackets’s

a large range of IP addresses
Unix port monitoring tool

Trojan removal helper application
A password cracker

A Windows-based steganography tool

A freeware IDS and packet sniffer
A GUI-based application that runs
Unicode attacks against IIS servers
A tool to create startup profiles in

Windows

Remote control trojan software

Grants limited access to Unix privileges
A Windows-based port scanner

Unix syslog monitoring tool

A packet sniffer for Linux

Inetd wrapper program that monitors,
logs, and controls access to network
services

A DDoS tool

Personal firewall

for Windows-based systems
Host-based intrusiondetection system
that uses MD5 hashes of files to detect
changes

A Web site analysis tool

A CGI scanner

Windows IP

5&product=17874&key=00dbb38ca3570c3050b1
http://www.psionic.com/tools/portsentry-1.1.tar.gz
http://www.purge-it.com
http://www.ebiz-tech.com/pwdump3
http://www.members.tripod.com/steganography/stego/
software.html
http://www.snort.org/downloads.html#1.19
http://www.astalavista.com/tools/auditing/network/
http-server/
http://www.pcmag.com/article/0,2997,s=4008a=8066,00.
asp?download_url=http://common.ziffdavisinternet.com/
download/0/1098/startcop.zip
http://www.securityfocus.com/tools/1403
http://www.rge.com/pub/admin/sudo/
http://www.packetstormsecurity.com
ftp://ftp.stanford.edu/general/security-tools/swatch/
http://www.tcpdump.org
ftp://ftp.porcupine.org/pub/security/tcp_wrappers_7.6.tar.gz

http://www.packetstormsecurity.com
http://www.tinysoftware.com/
tiny/files/apps/pf2.exe

http://www.tripwire.org/downloads/index.php

http://www.download.com
http://www.wiretrip.net

http://www.wildpackets.com/
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Shareware and Freeware Security Tools Continued

Application Description Available At

IP Subnet Calculator Subnet calculator products/ipsubnetcalculator

Windump A packet sniffer for Windows http://www.netgroup-serv.polito.it/windump/install/
Default.htm

Winnuke A tool that causes Windows NT 4.0 http://www.astalavista.com

servers SP 3 or earlier to perform
a Blue Screen of Death

WinZip 8.1 A Windows-based file archiving and
compression tool

Xinetd 2.3.3 Inetd replacement that combines inetd
and TCP wrappers

ZoneAlarm Personal Firewall — Personal firewall for Windows-based

systems

http://www.winzip.com

http://www.synack.net/xinetd/

http://www.zonealarm.com/za_download_1.htm

In order to make the most out of this book and the tools on
your network, you need to be running both Microsoft Windows
2000 and RedHat Linux. The easiest way to do this is to config-
ure your system to dual-boot two different operating systems.
The following section walks you through the steps needed to
configure your system.
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EXERCISE 1: CONFIGURING YOUR SYSTEM

Description

Throughout this book you will perform several exercises that
use either Windows 2000 or Linux. To successfully perform
these exercises, it is necessary to have access to systems running
either Windows 2000 or Linux, or both. To minimize the invest-
ment required to set up your test lab, we will show you how to
create a single system that can run either operating system.

This technique does not allow you to operate both operating
systems simultaneously. To do that, you will need a product,
such as Vmware, that creates virtual machines to operate con-
currently. Now that used systems are fairly cheap, ideally you
could set up at least two computers to dual-boot. Then, you can
boot either system into either operating system for maximum
flexibility.

Both Windows 2000 and Linux are dynamic operating systems,
and security patches are constantly published as new vulnerabil-
ities are discovered. This is normally a good thing, but it can
work against your ability to run this book’s exercises successful-
ly. A security patch might correct a problem that we are trying to
demonstrate. For this reason, we strongly recommend that you
set up a system as defined in this exercise. This ensures that you
achieve the maximum value the activities in this book offer. Also
even if an exercise doesn’t work properly, you can still learn
about the tools demonstrated. Thus, even if you have an existing
system that has been patched, it is worth your time to run
through each exercise.

Similarly, we emphasize that this is not how you should set up a
production system. Lab systems are set up for learning. We are
deliberately leaving vulnerabilities installed and unnecessary
services running. Excellent references are available to assist with
the setup of secure production systems. The SANS Institute has

several references to aid you, including the following guides:
Windows 2000 Security: Step-By-Step and Securing Linux:
Step-By-Step.

We also strongly recommend that you not connect the lab sys-
tems you set up for this book to a production network. You will
be installing software that can be dangerous or that can reveal
sensitive information. You should not risk exposing your valu-
able systems to these tools.

Finally, unless you are the owner of the system you will be set-
ting up for these labs, you should get written permission from
the system owner to install the software and perform the exercis-
es in this book. Failure to do so could subject you to discipli-
nary action. Anyone who works in the field of network security
should have a small, personal lab set up at home, where new
exploits and tools can be tested without risking repercussions
from an employer.

Requirements
* Permission

The exercises in this book entail the installation of malware
that can provide complete control over a targeted system. If
you are not the legal owner of the systems used for the
exercises in this book, you should obtain authorization from
the legal owner and/or your management team prior to con-
ducting this or any other exercise. Do not proceed without
receiving the necessary permissions.

e Hardware

An Intel-based PC that meets the requirements of Windows
2000 as documented by Microsoft at
http://www.microsoft.com/windows2000/server/
howtobuy/upgrading/compat/default.asp and Red Hat
Linux 7.2 as documented by Red Hat at http: //www.
hardware.redhat.com/hcl/genpage2.cgi?pagename=hcl
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4GB minimum hard disk drive

128MB RAM memory (256MB or greater is recommended)
Ethernet adapter

Software

Windows 2000 Professional

Red Hat Linux 7.2 Professional

Challenge Procedure

The following are the general steps that you are going to

perform:

1.
2.
3.

Install Windows 2000 Professional.
Install Red Hat Linux 7.2 Professional.

Test boot into each operating system.

Challenge Procedure Step-by-Step

The following are the exact steps you are going to perform to

configure your system for dual-boot operating systems:

1.

First, install Windows 2000 Professional. To do this, power
on the PC and insert the Windows 2000 Professional instal-
lation CD. The system should boot off of the CD. If it does,
proceed to step 3. If your system does not boot from the
CD, check the PC BIOS settings to verify that it is set up to
do so. It is a good security procedure to disable this feature,
and it may have been disabled on your PC. If your PC does
not support booting from the CD, you will need to perform
step 2 to create boot disks.

Label four blank, formatted, 3.5-inch, 1.44MB floppy disks:
Setup Disk One, Setup Disk Two, Setup Disk Three, and
Setup Disk Four.

Insert Setup Disk One into the floppy disk drive of any
Windows or DOS system.

. Insert the Windows 2000 CD-ROM into the CD-ROM

drive.

. Click Start, and then click Run. In the Open box, type the

following:
d:\bootdisk\makeboot a:

d: is the drive letter assigned to your CD-ROM drive.
Click OK.

. Follow the screen prompts. Then, insert Setup Disk One in

the floppy disk drive of the lab PC and power the PC on.

. After processing for a while, the following screen should

appear. Press Enter to install Windows 2000.

Windows 2888 Professional Setup

Welcome to Setup.

This portion of the Setup progranm prepares Microsoft{R>
Windows 28BB(TM> to wun on your computer.

= To zet up Windows 2888 novw, preszz ENTER.
= To repair a Windows 2888 installation. press R.

= To guit Setup without installing Windows 2808, press F3.
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8. Press C to continue with the installation.

10. Press C to create a partition in the unpartitioned disk space.

Mindows 20808 Professional Setup

Setup has determined that vour computer's startup hard disk is new
or haz been erased, or that your computer is running an operating
system that is dncompatible with Windows 20088.

I1f the hard disk iz new or has been erased, or if wou want to discard
its current contents, you can choose to continue Setup.

If your computer is running an operating systen that is dinconmpatible
with Windows 28B@, continuing Setup may damage o destroy the existing
operating system.

To continue Setup, presc C.
CAUTION: Any data currently on your computer’s startup hard disk
will he lost.

= To quit Sctup. press FI,

Windows 2000 Professional Setup

The following list shouws the existing partitions and
unpartitioned space on thiez computer.

Uze the UP and DOUN ARROW keys to select an item in the list.
= To set up Windows 2088 on the selected item. press ENTER.
= To create a partition in the unpartitioned space, press C.

= To delete the selected partition. press D.

4895 MB Disk @ at Id @ on bus @ on atapi

9. Review the license agreement and press F8 to accept it.

:k=Install C=Create Partition FI=Quit

11. Create a partition that is at least 2,000MB (2GB).

Windows 20BA Licensing Agreencnt

Microsoft Windows 2888 Professional Licensed Copies:z 1

END-USER LICENSE AGREEMENT

THPORTAMT-READ CAREFULLY: This End-User License Agreement
¢YEULA") iz a legal agresment botusen you <mither an
individual or a single entity) and Hicrosoft CUrpnratlnn For
the Hicrocoft softuvare product identified above, hic
includes computer software and may include associated nudla.
printed naterials. and “online" or electronic docunmentation
“Product">. fin anendnent or addendun to this EULA may
acconpany the Product. ¥0U AGREE TO BE BOUND
B £ EI HETALLING

H;
PRODUCT; YOU HAY RETURH IT TO YOUR PLACE OF
FURCHASE FOR A FULL REFUND.

i. GRANT OF LICENSE. Hicrosoft grants you the Fnlluuulg
vights provided that you conply w?ch all terns and
conditionsz of this EULA:

# Installation and usze. You may install., use., access.

_PAGE DOWN=Hext Page i

Windows 2088 Professional Setup

You asked Setup to create a new partition on
4895 MB Disk @ at Id @ on bus B on atapi.

= To create the new partition, enter a size below and
press ENTER.

= To go back to the previous screen without creating
the partition. press ESC.

The nininun size for the neu partition is 8 megabytes CHE).
The maxinum size for the new partition is 4887 megabytes (HBY.
Create partition of size C(in MB): HIETIN
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12. You are taken back to the main partition selection screen.

Select the C: partition and press Enter.

14. A progress bar displays.

Windows 20808 Professional Setup

Windous 2008 Professional Setup

The Following list shouws the =xis:1nw partitions and
unpartitioned space on this conpute

Uze the UP and DOVH ARROW keys to select an item in the list.
= To set up Windows 2088 on the selected iten. press ENTER.

To create a partition in the unpartitioned space, press C.

To delete the selected partition, press D.

4895 HMB Disk @ at Id @ on bus B on atapi

How CUnformattedd

13. Select Format the Partition Using the FAT File System
and press Enter.

Please wait while Sctup formats the partition

C: Hew {Unformatted> 2847 HB
on 4895 MB Dizk @ at Id B on bus @ on atapi.

Setup iz formatting...
B85

15. After the disk is formatted, the setup routine copies the ini-
tial files to the system.

Windows 2088 Professional Setup

Windows 2088 Professional Setup

The partition you selected is not fFormatted. Setup will now
format the partition.

Ugze the UP and DOUN ARROW keys to select the file systen
you want, and then press ENTER.

If you want to select a different partition for Windows 2888,
press ESG.

Format tho partition using the HIFS file systom

Format the partition using the FAT File susten

Please wait wvhile Setun copies files to the Windows 20888
installation folders.
Thiz nay take several minutes to complete.

Setup is copying Files... i
#
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16. After the initial installation files have been copied to the
new system, press Enter to reboot the system. It automati-
cally reboots after about 15 seconds. If you booted off flop-
pies, be sure to remove them from the disk drive before
rebooting.

18. The Setup Wizard attempts to detect the devices on your
system. Click Next to proceed.

Windows 2000 Professional Setup
Installing Devices .
Setup i detecting and instaling devices on your computer. Q

Windows 2888 Professional Setup

This portion of Setup has completed successfully.
If there is a Floppy disk in drive Az, remove it.

To restart your conputer, press ENTER.
When your conputer restarts. Setup will continue.

Your computer will reboot in 13 seconds...

_A|  Please wait while Setup detects and instals devices such as your keyhoard and
= mouse, This will lake several minutes. During this time, pour screen may ficker
for a few seconds.

—— N

< Hack:

17. When the system reboots, the Windows 2000 Setup Wizard
automatically starts. Click Next to continue.

Windows 2000 Professional Setup

Welcome to the Windows 2000
Setup Wizard

This wizard installs ‘Windows 2000 Professional on your
computer. The wizard needs to gather zame information

about pou and your computes to set up Windows 2000
progerly.

Click Meswt to continue with Setup.

R

19. The installation process defaults to the English (United
States) locale with the US keyboard layout. Click Next to
accept the defaults. The Regional Settings screen appears.

Regional Sellings .
You can customize Windows 2000 for different regions and languages. Q

The system locales and uses locales control how numbess, cunencies, and dates
appear.

The system [ocala is set to English [United States], and the uzer locale is set lo
English [United States) for all users on the computer,

To change spstem o¢ user locala i%tings, chick Customze. | Customize, .. |

The keyboard layout conlrols the characters that appear when you lype,
Each uses will use the US keyboard lapout.

To change the keyboard layout, click Customize. Customize. . |

13
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NOTES

20. Enter an account name and organization to personalize 22. The Computer Name and Administrator Password screen
your software. The Personalize Your Software screen appears. Give it a meaningful name and assign a strong
appears. Click Next. password to the administrator account. Good passwords are

at least eight characters in length and include upper- and

lowercase letters, special characters, and numbers. Click
Personalize Your Software

Setup uses the infomation you provide about yourself to personalize your Windows : Next
2000 software. . ’

| windows 2000 Professional Setup

You must provide a name and an Admini

21. The Your Product Key screen appears. Enter the product
key that came with your Windows 2000 distribution. Click
Next.

23. In the Date and Time Settings box, set the time zone to
correspond to yours and adjust the date and time if neces-
Your Product Key 3
*Your Product Key uniquely identifies your copy of Windows 2000, 5 f Sary Chck Next.

|windows fe up

Date and Time Seltings
Set the comect date and tme for your Windows computer,
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24. The wizard installs the networking software for your
system.

| windows 2000 Professional Setup

Metworking Settings
Installing network software allows you to connect to other computers, networks,
and the Intemet,

25. When prompted, click the Custom Settings radio button,
and then click Next.

| windows 2000 Professional Setup

Metworking Settings
Installing network software allows you to connect to other computers, networks,
and the Intemet,

26. In the Networking Components screen, double-click the

Internet Protocol (TCP/IP).

Metworking Components
o

on heckbox to enal
a compenent, click Install.

1 2 Client for Miciosoit Networks
91 32 File and Printes Shaiing far Miiasolt Netwoiks

Fl

for this device, To add

NOTES
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27. Enter the appropriate IP settings. Click Use the Following
IP Address and Use the Following DNS Server
Addresses. Enter the following values:

IP address: 192.168.0.53

Subnet mask: 255.255.255.0
Default gateway: 192.168.0.4
Preferred DNS server: 192.168.0.2

If you want to hook the system up to a network, use set-
tings appropriate for your network. Click OK after you have
entered the settings.

Internet Protocol (TCP/IP) Properties

28. The system proceeds with the installation.

Installing Components
Setup is installing Windows 2000 components.

The Setup Wizard completes the installation by building the
Start menu, registering installed components, and removing
the temporary files it created.

| wine ol Ip

Perloiming Final Tasks
Setup must complete a final set of tasks,
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29. The basic installation is completed. Remove the installation

CD and click Finish to reboot the system.

Windows 2000 Professional Setup

Completing the Windows 2000
Setup Wizard

You have successhully completed Windows 2000 Setup,

If these is & CD in your dive, remove i. Then, to restan
your computes, click Fnish

& HACk:

31. Click the Users Must Enter a Name and Password to Use

This Computer radio button, and then click Next.

Network Identil

Users of This Computer
‘Who can log on to this computer?

‘You can require all users to enter a user name and password bo bog on, o you can
have Windows assume the same user will gways log on ko this computer,

‘Which option do you prefer?
& Users must enker a user name and password to use this computer,

" Windows always assumes the Following user has logged on to this computer:

IZ-:cl.ri'\',' Essentials -

< Back l Next = I Cancel

30. The Network Identification Wizard automatically starts.

Click Next.

Welcome to the Network
Identification Wizard

This wizard helps you connect your computer ko a
ntwork,

To continue, click Next,

== BT l Next > I Cancel

32. Click Finish to complete the wizard.

Network Identification Wizard

Completing the Network
Identification Wizard

You have successfuly completed the Network IdentFication
Wizard.

To close this wizard, cick Firish,

< Bark Cancel

17
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33. Log in to the system with the password you defined earlier.

"Windows

Built on NT Technology

Username: | Administrator

Passwords | HHERe

o ]

Eante I bptlmsb)l

34. In the Getting Started With Windows 2000 screen,
uncheck the Show This Screen at Startup check box and
then click Exit.

¢ Getting Started wi ws 2000

Register Now &
Getting Started
DiscoyenvE DN Use Intemet Explorer to find and view information from
Connect to the Internet all sources including the Internat.
Use Outlook Express ta send and receive e-mail
messages,
Intermet  Outlook
Explorer Exprass
I Shoe s sovn s

35. Select Start, Settings, Control Panel. Double-click

Add/Remove Programs.

B4 Control Panel =[O x]

| Fle Edt View Favortes Tools Help |
ol - = - @] @earch PFolders sty |5 55 X = |[EE-
nddrusfil Cortrol Panel ﬂ PG

5

]

N

=

Adreirishrative

-

e Accassibili
Control Panel

Options] Installs and remaves programs and Windows components

L

S

Add/Remove Programs
Installs and removes programs and
Windows components DateTime Display  Folder Options Fonts —
Windows 2000 Support % ﬁ @ E

Game Internet Keyboard Mouse

Conkralers Optlons
— S e = :I
[Installs and ramoves programs and Windows components | A5, My Computer s

36. Click the Add/Remove Windows Components button.

nove Programs

Add New
Programs

Components

| stare ||| [ @ S| 5 control panel

Currently installed programs:
There are no programs installed on this computer

Sort b',r:l Name bl

"E}]Addjnme Programs

7141 PM |
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37.

ndows Components Wizard

Windows Components

Click the Internet Information Services (IIS) check box,
and then click Next.

“f'ou can add ar remove componerts af Windows 2000, a

To add o remove a component, click the checkbox. A shaded box means that oply
patt of tha component will be installad To see what's ncluded in a component, click
Details.

Components:

¥ E0Indesing Sesvice
TE Internet Informatior
O ga Management and Manitoring Tools
(] = Message Queving Services

1 249 Nehwnrkinn Servicas

Descriptiore 115 services [Web and FTF suppart] along with support for FrontPage,
iares, ASPs, datab " and iving of posts,

Total ik space tequied: 430M8 Dot
Space avalable on disk: 11262M8

cBack | News | Cancel |

N

38.

Shut Down Windows E3

After the 1IS installation has completed, remove the
Windows CD and insert the Red Hat CD labeled Red Hat
Linux 7.1 Operating System CD 1. Select Start,
Shutdown and select Restart from the drop-down box.
Click OK to restart the system, and you are done installing
Windows 2000.

| Windows 2000

Lg"! ‘What do you want the computer to do?

Ends your session, shuts down Windows, and starts

Windows again,
| oK {' Cancel Help

39. Next, install Red Hat Linux 7.2 Professional. The system
will boot off the Red Hat Linux Installation CD and give
you an installation choice menu. Press the Enter key to
start the Linux installation process. If necessary, use the
boot disk provided with the Red Hat distribution.

Helcome to Hed Hat Linux 7.27

— To install or upgrade Red Hat Linux in graphical mode,
press the <ENTER> key.

- To install or upgrade Ned Hat Linux in text mode, type: text <ENTER>.

— To enable low resolution mode, type: lowres <ENTER>.
Press <72> for more Information about low resclution node.

- To disable framebuffer mode, type: nofb <ENTER:.
Press 2% for more information about disabling framebuffer mode.

— To enable expert mode, typpe: expert <(ENTER>.
Press 2 for more infornation about expert wode.

- To enable rescue mode, type: linux rescue <ENTER>.
Press <7'5» for more information about rescue mode.

= If you have a driver disk, type: linux dd <ENTER>.

— Use the function keys listed below for more information.

boot :

40. When the Language Selection screen appears, click
English, and then click Next.

rOnline Help————— rlanguage Selection
y What language would you like o use during the installalion
¢ process?
Language b
Selection

Czech
Choose the language you Danlish
would like to use during

this Red Hat Linux French

installation. Seten
Icelandic

Italian
Japanese
Korean
MNonwegian
Russian
Slovenian
Spanish
Swadlsh
Ukrainian

¥ Hide He\pl ? Release Notes o Bacl B Next
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41. Accept the default keyboard configuration options and click

43. In the Welcome to Red Hat Linux screen, click Next to

Next. continue.
rOnline Help — rKeyboard Conflg rOnline Help — rWelcome
B {b- 4 Which model keyboard is attached to the computer? B
Keyboard il Welcome to
Configuration Somare 105 ey T FE 4 Red Hat
Choose your exact Generici 4 kay.FC Linux _|
keyboard model ifitis E
: 3 Genius Comfy KB-16M i) Welcome! This
the closest Generic match Layout “;3”’;;“2 detail in the
for example, Generle [a] i it
g_gl_key p% ) _| W Instaliation Guide
i available from Red Hat,
Hint: A 101-key keyboard U.S. English Wi deadk | Inc.. Please read through L]
ilsu:—iene’lci‘ue;_‘::a’d C Us. E:gn:h WS03593-3 5 . ":"g‘; E;“;;:f;m
ey or ey = yoube ation
keyboard is a keyboard Dead Keys process,
designed to work with Disable dead keys HTML and PDF copies of R -
MIS Windows 95 and and PDF cepies o re a
features the manual are available .
Windows-specific keys. ;ﬁn; . redhat com. Lillllx’ 7- 2
Test your selection here: e !
Choose the layout type | | ) Thereis alsoan HTML =] 519952001 Red Hat, ne.
for your keyboard (for =l I 1l ! v |
? Hide Helpl ? Release Nutes] < Back | e Next I ? Hide Helpl ? Release Nutes] < Back | e Next

42. Accept the default mouse configuration and click Next.

-oriine Help

Mouse
Configuration

Choose the correct
mouse type for your
system.

Do youhave a PS/2, Bus
or serial mouse? (Hint: If
the connector your mouse
plugs into is round, itis a
PS5/2 or a Bus mouse; if
rectangular, it is a serial
mouse.)

Try to find an exact
match, If an exact match
cannot be found, choose
one which is compatible
with yours. Otherwise,

rMouse Configuralion

@ Which model mouse is attached to the computer?

ALPS GlidePoint (P5/2)
I ASCH

ATl Bus Mouse
= Generic

2 Butlon Mouse (PSi2)
2 Button Mouse {USB)
2 Button Mouse (serial)

3 Butlon Mouse (USE)
3 Button Mouse (serial)
P Genius
I» Kensington
b Logitech
b MM

| | B

44. Click the Server radio button, and then click the Next but-

ton to do a basic server installation.

rOnline Help | lation Type

Install
Options

choose the appropriate
Generic mn?;i wl:-; =\ [T Emulaie 3 Buftons
? Hide Helpl ? Release Notes < Back | B Next

Choose whether you
would like to perform a
full installation or an
upgrade,

A full installation will
destray any previously
saved information enthe
selected partitions.

Anupgrade will preserve
existing Red Hat Linux
system data.

Ifyouwant to perform a
full installation, you must
choose the class (or type)
of the Installation, Your
optons (Workstation,

Workstation

Server

Laptop

Custom

Upgrade Existing System

P Hide He|p|

P Release Notes

< Back B> Next
L i
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45. Click the Manually Partition with Disk Druid radio but-

ton, and then click the Next button.

One of the largest
obstacles for anew user interfaca
during a Linux installation
is partitioning, Red Hat

Linux makes this process

rOrline Help 1 rDisk Pattitioning Setup
A
Choosing
Your Automatlc Paritioning sels up your partiioning based on your
s . installafion type. You also can customize the resulting parfitions to mest
Pal'tltl()nlng your needs.

St['ategy The manual disk paritioning tool, Disk Druid, allows you to set up your
partitions in an interactive environment. You can set tha filasystem
types, mount points, size and more In this easy to use, powerful

fdisk is the traditional, texi-based partilioning tool offered by Red Hat,
T Although It Is not a5 easy to use, there are cases where fdisk is

tools to assign mount
points, create partitions,
or allocate space for your -

much stmpler by prefared.

Eﬁ:‘;lum:ianﬁg:;?r ) Have the installer automatically partition for you
P = [@ Manually partton with Disk Druld

:&:}:ﬂjﬁﬁ;ﬁ"ﬁ;&zt ¢ Manually partition with fdisk [experts only]

have to use partitioning

47. On the Filesystem Type: list box, select swap. Enter an

appropriate value into the Size (MB) text box. As a rule of

thumb, the swap file should be twice the size of your sys-
tem’s memory. However, for this installation you should
leave at least 1.5GB for the Linux partition. Click Next to

proceed.

9 Hide Help | ? Release Nutssi

< Back

B> Next

46. Click the Free partition, and click Next.

Mount Point:
Filesystem Type:

Allowable Drives:

[7 Check for bad blocks

rOnline Help | (DIsk Setup

Partitions

Drive idev/da {Geom: 522/255/63) (Model; VMware Virtual IDE Hard

Choose where youwould = ==

like Red Hat Linux to be 2047 B |2F::r e

installed,

If you do not know how to
partition your system,

please read the section on
partitioning in the Red Har
Linux Instaliation Guide, —

New Edit | Delete

Reset

Make RAID

If you used automatic

Device | stan] Eno| size ve)[Type

Mount Palnt |For

partitioning, you can EH/devmda
either accept the current
partition settings (click
Next), or medify the setup
using Disk Druid, the
manual partidening tool.

If you just finished
partitioning with fdisk,

voumust define mouns

L

I-!ﬂavm:lm 1 261 2047 vial

“Freg 262 522 2047 Free

Mo

P Hide Helpl ? Release Notes

B Next

=hot Applicable J

-
swap H|

are Yirual IDE Harr

4] I |
Size (MB): 256| :]
Additional Size Opflions
@® Flxed size
C Flll all space up to (MB): 1 2

C Fill to maximum allowable size

[ Force fo be a primary parition

OK * Cancal

21
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48. Click the Free partition, and then click the New button.

using Disk Druid, the
anual partiioning tool

If you just finished

vournust define mogns

Next), or modify the setup

partitioning with fdislk,

50. Click the Use GRUB as the Boot Loader radio button.

Select the DOS partition. In the Boot Label: text box, enter
Windows 2000. If you want, you can set the system to
boot into Windows 2000 by default by checking the
Default Boot Image check box.

rOnline Help — rDisk Setup
Partitions
Choose where youwould il [r);:m fdev/da (Geom: 5221255/63) (M::e[: VMware Virtual IDE Hard
like Red Hat Linuz to be 2047 HE 1783 B
installed,
Ifyou do not know how to
partition your systemn,
please read the section on
partitioning in the Red Har |
i S New Edit | Delele | Reset Make RAID
Ifyouused automatic Device | Slan! Endl Size (MB)|Type Mount Point |For
Bartiioning you can Eme:;hﬂihd il 1 2/ 2047 wiat M
either accept the current BVTER b 0
partition settings (click fdev/mdaZ 262 2 259 swap Yy

-

? Hide He|p| ? Release N:;tesl <J Back | B> Next |

49. In the Mount Point drop-down box, select the root directo-
ry (/). Under the Filesystem Type list box, select ext3.
Click the Fill to Maximum Allowable Size radio button.
Click OK to accept the partition values. Finally, click Next

to proceed.

Mount Point:
Filesystem Type:

Allowable Drives:

Size (MB):
Additional Size Opflions
C Flxed size

[7 Check for bad blocks

C FIll all space up to (MB):

@ Fill to maximum allowable size

[ Force fo be a primary parition

OK Cancal

rOnline Help

Boot Loader
Installation

New to Red Hat Linux
72,GRUB s a software
boct loader that canbe
used to start Red Hat
Linux on your computer,
Itcan also start other
operating systems, such
as Windows 9x. Here,

| -Bool Loader C

o 1

Please select the boot loader that the computer will use. GRUB |s the
default boot loader. Howaver, if you do not wish to overwrita your
current boot loader, select "Do not install a boot loader.”

@ Use GRUB as the boot loader
C Use LILO as the boot loader

' Do not install a boot loader

Install Boot Loader record on:
@ /dewhda Master Boot Record (MBR)

" fdew/hdaZ First sector of boot partition

Kermel Paramstars:

[T Force use of LBA3Z (not normally required)

youllbe asked how (or

‘whether) you want to — .

configure a bootloader Partition: /dew/hdal Type:DOS/Windows

and which one (GRUB or [F2 Defeut boot image

LILO), Boot label: |wmuows 2000

Chaoose whichboot loader Default [Device |Pariition type |Boot label

youwant to install. If you 5 hdal Do oS Windows 2000

would rather use the : . oo
fdevindaz edd Red Hat L

legacybootloader, LI, [ || atosd

make sureitis selected =

F Hide Helpl ? Release Notes < Back B Next
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51. In the GRUB Password screen, click Next to proceed. Online Helg — i Nehamrk Configuration
= | eno
-Online Help —j rBoot Loader P | Config NEtWDl'k [ Configure using DHCP
=1 | A boot loader passward prevents users from passing arbitrary options 8 i [ Activate on boat
1o the kernel. For highest security, we recommeand sefting a password, Cnnflguratlon
GRU-B but this is not necessary for more casual users. & P Address: W
[T Use a GRUB Password? 00SE your network A s FERIRE D
Password card and whether you Netmask:  [255.255.255.0
o wrould like to configure MNetwork: 132.166.0.0
Now that you have it | using DHCE. If you have Broadcast [152.160.0.255
chosen to install GRUB as Confirr I multiple Ethemet devices,
your bootloader, you Please entar passwaord £Bch cevice palnayety i
should create a password P own configuration screen. -
{0 Bratect your syster. You cen switch between Hostname: |L|nux-Lah
Users can pass optons to device screens, (for Gateway: [fszie804
the kemnel which can example ethl] and ethl); : )
compromise your system the information you give Eiany DNS; m
security, will be specific to each Secondary DNS:
screen. If you select Ternary DNS:

To enhance your system Activate on boot, your
security, you should network card will be
select Use @ Grué started when you boot,
Password,

— If you do not have DHCP |
Once selected, enterina | clientaccess orare hd |
password and then
confirm it ) F Hide Helpl 7 Release Nutesl <] Back | B et |

-

P Hide Helpl ? Release Nutesl < Back | B Next

52. In the Network Configuration screen, uncheck the
Configure Using DHCP check box. Enter the following

values:

P address: 192.168.0.54
Netmask: 255.255.255.0
Network: 192.168.0.0
Broadcast: 192.168.0.255
Hostname: Linux-Lab
Gateway: 192.168.0.4
Primary DNS: 192.168.0.2

53. In the Firewall Configuration screen, click the Medium
and Customize radio buttons. Click the ethQ, SSH, Telnet,
WWW (HTTP), Mail (SMTP), and FTP check boxes.

-Online Help

Firewall
Configuration

Red Hat Linux also offers
youfirewall protection for
enhanced system
security, & firewall sits
between your computer
and the network, and
determines which
TESOUrCES on your
computer remote users
on the network are able to
access. A properly
conflgured firewall can
greatly increase the
out-of-the-box security of
your systern.

Choose the appropriate
security level for your

system.

1 rFlrewall C

[+ 0

Please choose your security lavel:
) High & Medium C Mo firewall

' Use default firewall rules

® Customize

Trusted devices:

Allow incoming: [ [C] DHCP
[ ssH
Telnet
A www (HTTR)
[ mall (SMTF)

Other ports: |

P Hide Helpl ? Release Notes <J Back B> Next
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