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Preface

The Internet is now a household term in many countries and has become a part of
life for most of the business world. With millions of people connecting to the World
Wide Web, computer networking has moved to the status of TV sets and microwave
ovens. You can purchase and install a wireless hub with just about an equal amount
of effort. The Internet has unusually high media coverage, with weblogs often
“scooping” traditional media outlets for news stories, while virtual reality environ-
ments such as online games and the rest have developed into the “Internet culture.”

Of course, networking has been around for a long time. Connecting computers to
form local area networks has been common practice, even at small installations, and
so have long-haul links using transmission lines provided by telecommunications
companies. A rapidly growing conglomerate of worldwide networks has, however,
made joining the global village a perfectly reasonable option for nearly everyone with
access to a computer. Setting up a broadband Internet host with fast mail and web
access is becoming more and more affordable.

Talking about computer networks often means talking about Unix. Of course, Unix
is not the only operating system with network capabilities, nor will it remain a
frontrunner forever, but it has been in the networking business for a long time and
will surely continue to be for some time to come. What makes Unix particularly
interesting to private users is that there has been much activity to bring free Unix-like
operating systems to the PC, such as NetBSD, FreeBSD, and Linux.

Linux is a freely distributable Unix clone for personal computers that currently runs
on a variety of machines that includes the Intel family of processors, but also Pow-
erPC architectures such as the Apple Macintosh; it can also run on Sun SPARC and
Ultra-SPARC machines; Compaq Alphas; MIPS; and even a number of video game
consoles, such as the Sony PlayStation 2, the Nintendo Gamecube, and the Microsoft
Xbox. Linux has also been ported to some relatively obscure platforms, such as the
Fujitsu AP-1000 and the IBM System 3/90. Ports to other interesting architectures
are currently in progress in developers’ labs, and the quest to move Linux into the
embedded controller space promises success.



This is the Title of the Book, eMatter Edition
Copyright © 2007 O’Reilly & Associates, Inc. All rights reserved.

x | Preface

Linux was developed by a large team of volunteers across the Internet. The project
was started in 1990 by Linus Torvalds, a Finnish college student, as an operating sys-
tems course project. Since that time, Linux has snowballed into a full-featured Unix
clone capable of running applications as diverse as simulation and modeling pro-
grams, word processors, speech-recognition systems, World Wide Web browsers,
and a horde of other software, including a variety of excellent games. A great deal of
hardware is supported, and Linux contains a complete implementation of TCP/IP
networking, including PPP, firewalls, and many features and protocols not found in
any other operating system. Linux is powerful, fast, and free, and its popularity in
the world beyond the Internet is growing rapidly.

The Linux operating system itself is covered by the GNU General Public License, the
same copyright license used by software developed by the Free Software Founda-
tion. This license allows anyone to redistribute or modify the software (free of charge
or for a profit) as long as all modifications and distributions are freely distributable
as well. The term “free software” refers to freedom of application, not freedom of
cost.

Purpose and Audience for This Book
This book was written to provide a single reference for network administration in a
Linux environment. Beginners and experienced users alike should find the informa-
tion they need to cover nearly all important administration activities required to
manage a Linux network configuration. The possible range of topics to cover is
nearly limitless, so of course it has been impossible to include everything there is to
say on all subjects. We’ve tried to cover the most important and common ones.
Beginners to Linux networking, even those with no prior exposure to Unix-like oper-
ating systems, have found earlier editions of this book good enough to help them
successfully get their Linux network configurations up and running and get them
ready to learn more.

There are many books and other sources of information from which you can learn
any of the topics covered in this book in greater depth. We’ve provided a bibliogra-
phy when you are ready to explore more.

Sources of Information
If you are new to the world of Linux, there are a number of resources to explore and
become familiar with. Having access to the Internet is helpful, but not essential.
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Linux Documentation Project Guides
The Linux Documentation Project is a group of volunteers who have worked to pro-
duce books (guides), HOWTO documents, and manpages on topics ranging from
installation to kernel programming.

Books

Linux Installation and Getting Started
By Matt Welsh, et al. This book describes how to obtain, install, and use Linux.
It includes an introductory Unix tutorial and information on systems administra-
tion, the X Window System, and networking.

Linux System Administrators Guide
By Lars Wirzenius and Joanna Oja. This book is a guide to general Linux system
administration and covers topics such as creating and configuring users, per-
forming system backups, configuring of major software packages, and installing
and upgrading software.

Linux System Adminstration Made Easy
By Steve Frampton. This book describes day-to-day administration and mainte-
nance issues of relevance to Linux users.

Linux Programmers Guide
By B. Scott Burkett, Sven Goldt, John D. Harper, Sven van der Meer, and Matt
Welsh. This book covers topics of interest to people who wish to develop appli-
cation software for Linux.

The Linux Kernel
By David A. Rusling. This book provides an introduction to the Linux kernel,
how it is constructed, and how it works. Take a tour of your kernel.

The Linux Kernel Module Programming Guide
By Ori Pomerantz. This guide explains how to write Linux kernel modules. This
book also originated in the LDP. The text of the current version is released under
the Creative Commons Attribution-Share Alike License, so it can be freely
altered and distributed.

More manuals are in development. For more information about the LDP, consult
their server at http://www.linuxdoc.org/ or one of its many mirrors.

HOWTO documents

The Linux HOWTOs are a comprehensive series of papers detailing various aspects
of the system—such as how to install and configure the X Window System software,
or write in assembly language programming under Linux. These are available online
at one of the many Linux Documentation Project mirror sites (see next section). See
the file HOWTO-INDEX for a list of what’s available.
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You might want to obtain the Installation HOWTO, which describes how to install
Linux on your system; the Hardware Compatibility HOWTO, which contains a list of
hardware known to work with Linux; and the Distribution HOWTO, which lists
software vendors selling Linux on diskette and CD-ROM.

Linux Frequently Asked Questions

The Linux Frequently Asked Questions with Answers (FAQ) contains a wide assort-
ment of questions and answers about the system. It is a must-read for all newcomers.

Documentation Available via WWW
There are many Linux-based WWW sites available. The home site for the Linux
Documentation Project can be accessed at http://www.tldp.org/.

Any additional information can probably be found with a quick Google search. It
seems that almost everything has been tried and likely written up by someone in the
Linux community.

Documentation Available Commercially
A number of publishing companies and software vendors publish the works of the
Linux Documentation Project. Two such vendors are Specialized Systems Consult-
ants, Inc. (SSC) (http://www.ssc.com) and Linux Systems Labs (http://www.lsl.com).
Both companies sell compendiums of Linux HOWTO documents and other Linux
documentation in printed and bound form.

O’Reilly Media publishes a series of Linux books. This one is a work of the Linux
Documentation Project, but most have been authored independently:

Running Linux
An installation and user guide to the system describing how to get the most out
of personal computing with Linux.

Linux Server Security
An excellent guide to configuring airtight Linux servers. Administrators who are
building web servers or other bastion hosts should consider this book a great
source of information.

Linux in a Nutshell
Another in the successful “in a Nutshell” series, this book focuses on providing a
broad reference text for Linux.

Linux iptables Pocket Reference
A brief but complete compendium of features in the Linux firewall system.
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Linux Journal and Linux Magazine
Linux Journal and Linux Magazine are monthly magazines for the Linux commu-
nity, written and published by a number of Linux activists. They contain articles
ranging from novice questions and answers to kernel programming internals. Even if
you have Usenet access, these magazines are a good way to stay in touch with the
Linux community.

Linux Journal is the oldest magazine and is published by SSC, for which details were
listed in the previous section. You can also find the magazine at http://www.
linuxjournal.com/.

LinuxMagazine is a newer, independent publication. The home web site for the mag-
azine is http://www.linuxmagazine.com/.

Linux Usenet Newsgroups
If you have access to Usenet news, the following Linux-related newsgroups are avail-
able:

comp.os.linux.announce
A moderated newsgroup containing announcements of new software, distribu-
tions, bug reports, and goings-on in the Linux community. All Linux users
should read this group.

comp.os.linux.help
General questions and answers about installing or using Linux.

comp.os.linux.admin
Discussions relating to systems administration under Linux.

comp.os.linux.networking
Discussions relating to networking with Linux.

comp.os.linux.development
Discussions about developing the Linux kernel and system itself.

comp.os.linux.misc
A catch-all newsgroup for miscellaneous discussions that don’t fall under the
previous categories.

There are also several newsgroups devoted to Linux in languages other than English,
such as fr.comp.os.linux in French and de.comp.os.linux in German.

Linux Mailing Lists
There are a large number of specialist Linux mailing lists on which you will find
many people willing to help with your questions.
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The best-known of these is the Linux Kernel Mailing List. It’s a very busy and dense
mailing list, with an enormous volume of information posted daily. For more infor-
mation, visit http://www.tux.org/lkml.

Linux User Groups
Many Linux User Groups around the world offer direct support to users, engaging in
activities such as installation days, talks and seminars, demonstration nights, and
other social events. Linux User Groups are a great way to meet other Linux users in
your area. There are a number of published lists of Linux User Groups. One of the
most comprehensive is Linux Users Groups Worldwide (http://lugww.counter.li.org/
index.cms).

Obtaining Linux
There is no single distribution of the Linux software; instead, there are many distri-
butions, such as Debian, Fedora, Red Hat, SUSE, Gentoo, and Slackware. Each dis-
tribution contains everything you need to run a complete Linux system: the kernel,
basic utilities, libraries, support files, and applications software.

Linux distributions may be obtained via a number of online sources, such as the
Internet. Each of the major distributions has its own FTP and web site. Some of these
sites are as follows:

Debian
http://www.debian.org/

Gentoo
http://www.gentoo.org/

Red Hat
http://www.redhat.com/

Fedora
http://fedora.redhat.com/

Slackware
http://www.slackware.com/

SUSE
http://www.suse.com/

Many of the popular general WWW archive sites also mirror various Linux distribu-
tions. The best-known of these sites is http://www.linuxiso.org.

Every major distribution can be downloaded directly from the Internet, but Linux
may be purchased on CD-ROM from an increasing number of software vendors. If
your local computer store doesn’t have it, perhaps you should ask them to stock it!
Most of the popular distributions can be obtained on CD-ROM. Some vendors
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produce products containing multiple CD-ROMs, each of which provides a different
Linux distribution. This is an ideal way to try a number of different distributions
before settling on your favorite.

Filesystem Standards
In the past, one of the problems that afflicted Linux distributions, as well as the
packages of software running on Linux, was the lack of a single accepted filesystem
layout. This resulted in incompatibilities between different packages, and con-
fronted users and administrators with the task of locating various files and programs.

To improve this situation, in August 1993, several people formed the Linux File Sys-
tem Standard Group (FSSTND). After six months of discussion, the group created a
draft that presents a coherent filesystem structure and defines the location of the
most essential programs and configuration files.

This standard was supposed to have been implemented by most major Linux distri-
butions and packages. It is a little unfortunate that, while most distributions have
made some attempt to work toward the FSSTND, there is a very small number of
distributions that has actually adopted it fully. Throughout this book, we will
assume that any files discussed reside in the location specified by the standard; alter-
native locations will be mentioned only when there is a long tradition that conflicts
with this specification.

The Linux FSSTND continued to develop, but was replaced by the Linux File Hierar-
chy Standard (FHS) in 1997. The FHS addresses the multi-architecture issues that
the FSSTND did not. The FHS can be obtained from http://www.freestandards.org.

Standard Linux Base
The vast number of different Linux distributions, while providing lots of healthy
choices for Linux users, has created a problem for software developers—particularly
developers of non-free software.

Each distribution packages and supplies certain base libraries, configuration tools,
system applications, and configuration files. Unfortunately, differences in their ver-
sions, names, and locations make it very difficult to know what will exist on any dis-
tribution. This makes it hard to develop binary applications that will work reliably
on all Linux distribution bases.

To help overcome this problem, a new project sprang up called the Linux Standard
Base. It aims to describe a standard base distribution that complying distributions
will use. If a developer designs an application to work with the standard base plat-
form, the application will work with, and be portable to, any complying Linux distri-
bution.
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You can find information on the status of the Linux Standard Base project at its
home web site at http://www.linuxbase.org/.

If you’re concerned about interoperability, particularly of software from commercial
vendors, you should ensure that your Linux distribution is making an effort to par-
ticipate in the standardization project.

About This Book
When Olaf Kirche joined the LDP in 1992, he wrote two small chapters on UUCP
and smail, which he meant to contribute to the System Administrator’s Guide.
Development of TCP/IP networking was just beginning, and when those “small
chapters” started to grow, he wondered aloud whether it would be nice to have a
Networking Guide. “Great!” everyone said. “Go for it!” So he went for it and wrote
the first version of the Networking Guide, which was released in September 1993.

Olaf continued work on the Networking Guide and eventually produced a much
enhanced version of the guide. Vince Skahan contributed the original sendmail mail
chapter, which was completely replaced in that edition because of a new interface to
the sendmail configuration.

In March of 2000, Terry Dawson updated Olaf’s original, adding several new chap-
ters and bringing it into the new millennium.

The version of the guide that you are reading now is a fairly large revision and update
prompted by O’Reilly Media and undertaken by Tony Bautts. Tony has been enthu-
siastic Linux user and information security consultant for longer than he would care
to admit. He is coauthor of several other computer security-related books and likes
to give talks on the subject as well. Tony is a big proponent of Linux in the commer-
cial environment and routinely attempts to convert people to Gentoo Linux. For this
edition he has added a few new chapters describing features of Linux networking
that have been developed since the second edition, plus a bunch of changes to bring
the rest of the book up to date.

The three iptables chapters (Chapters 7, 8, and 9) were updated by Gregor Purdy for
this edition.

The book is organized roughly along the sequence of steps that you have to take to
configure your system for networking. It starts by discussing basic concepts of net-
works, and TCP/IP-based networks in particular. It then slowly works its way up
from configuring TCP/IP at the device level to firewall, accounting, and masquerade
configuration, to the setup of common applications such as SSH, Apache, and
Samba. The email part features an introduction to the more intimate parts of mail
transport and routing and the myriad of addressing schemes that you may be con-
fronted with. It describes the configuration and management of sendmail, the most
common mail transport agent, and IMAP, used for delivery to individual mail users.
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Chapters on LDAP and wireless networking round out the infrastructure for modern
network administration.

Of course, a book can never exhaustively answer all questions you might have. So if
you follow the instructions in this book and something still does not work, please be
patient. Some of your problems may be due to mistakes on our part (see “How to
Contact Us,” later in this Preface), but they also may be caused by changes in the
networking software. Therefore, you should check the listed information resources
first. There’s a good chance that you are not alone with your problems, so a fix or at
least a proposed workaround is likely to be known—this is where search engines are
particularly handy! If you have the opportunity, you should also try to get the latest
kernel and network release from http://www.kernel.org. Many problems are caused
by software from different stages of development, which fail to work together prop-
erly. After all, Linux is a “work in progress.”

The Official Printed Version
In Autumn 1993, Andy Oram, who had been around the LDP mailing list from
almost the very beginning, asked Olaf about publishing this book at O’Reilly &
Associates. He was excited about this book, but never imagined that it would
become as successful as it has. He and Andy finally agreed that O’Reilly would pro-
duce an enhanced Official Printed Version of the Networking Guide, while Olaf
retained the original copyright so that the source of the book could be freely distrib-
uted. This means that you can choose freely: you can get the various free forms of the
document from your nearest LDP mirror site and print it out, or you can purchase
the official printed version from O’Reilly.

Why, then, would you want to pay money for something you can get for free? Is Tim
O’Reilly out of his mind for publishing something everyone can print and even sell
themselves?* Is there any difference between these versions?

The answers are “It depends,” “No, definitely not,” and “Yes and no.” O’Reilly
Media does take a risk in publishing the Network Administrator’s Guide, but it
seems to have paid off for them (since they’ve asked us to do it two more times). We
believe this project serves as a fine example of how the free software world and com-
panies can cooperate to produce something both can benefit from. In our view, the
great service O’Reilly provides the Linux community (apart from the book becoming
readily available in your local bookstore) is that it has helped Linux become recog-
nized as something to be taken seriously: a viable and useful alternative to other
commercial operating systems. It’s a sad technical bookstore that doesn’t have at
least one shelf stacked with O’Reilly Linux books.

* Note that while you are allowed to print out the online version, you may not run the O’Reilly book through
a photocopier, much less sell any of its (hypothetical) copies.
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Why are they publishing it? They see it as their kind of book. It’s what they would
hope to produce if they contracted with an author to write about Linux. The pace,
level of detail, and style fit in well with their other offerings.

The point of the LDP license is to make sure no one gets shut out. Other people can
print out copies of this book, and no one will blame you if you get one of these cop-
ies. But if you haven’t gotten a chance to see the O’Reilly version, try to get to a
bookstore or look at a friend’s copy. We think you’ll like what you see and will want
to buy it for yourself.

So what about the differences between the printed and online versions? Andy Oram
has made great efforts at transforming our ramblings into something actually worth
printing. (He has also reviewed a few other books produced by the LDP, contribut-
ing whatever professional skills he can to the Linux community.)

Since Andy started reviewing the Networking Guide and editing the copies sent to
him, the book has improved vastly from its original form, and with every round of
submission and feedback, it improves again. The opportunity to take advantage of a
professional editor’s skill is not to be wasted. In many ways, Andy’s contribution has
been as important as that of the authors. The same is also true of the production
staff, who got the book into the shape that you see now. All these edits have been fed
back into the online version, so there is no difference in content.

Still, the O’Reilly version will be different. It will be professionally bound, and while
you may go to the trouble to print the free version, it is unlikely that you will get the
same quality result. Secondly, our amateurish attempts at illustration will have been
replaced with nicely redone figures by O’Reilly’s professional artists. Indexers have
generated an improved index, which makes locating information in the book a much
simpler process. If this book is something you intend to read from start to finish, you
should consider reading the official printed version.

Overview
Chapter 1, Introduction to Networking, discusses the history of Linux and covers
basic networking information on UUCP, TCP/IP, various protocols, hardware, and
security. The next few chapters deal with configuring Linux for TCP/IP networking
and running some major applications.

Chapter 2, Issues of TCP/IP Networking, examines IP a little more closely before we
get our hands dirty with file editing and the like. If you already know how IP routing
works and how address resolution is performed, you can skip this chapter.

Chapter 3, Configuring the Serial Hardware, deals with the configuration of your
serial ports.

Chapter 4, Configuring TCP/IP Networking, helps you set up your machine for TCP/
IP networking. It contains installation hints for standalone hosts and those
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connected to a network. It also introduces you to a few useful tools you can use to
test and debug your setup.

Chapter 5, Name Service and Configuration, discusses how to configure hostname
resolution and explains how to set up a name server.

Chapter 6, The Point-to-Point Protocol, covers PPP and pppd, the PPP daemon.

Chapter 7, TCP/IP Firewall, extends our discussion on network security and
describes the Linux TCP/IP firewall iptables. IP firewalling provides a means of very
precisely controlling who can access your network and hosts.

Chapter 8, IP Accounting, explains how to configure IP Accounting in Linux so that
you can keep track of how much traffic is going where and who is generating it.

Chapter 9, IP Masquerade and Network Address Translation, covers a feature of the
Linux networking software called IP masquerade, or NAT, which allows whole IP
networks to connect to and use the Internet through a single IP address, hiding inter-
nal systems from outsiders in the process.

Chapter 10, Important Network Features, gives a short introduction to setting up
some of the most important network infrastructure and applications, such as SSH.
This chapter also covers how services are managed by the inetd superuser and how
you may restrict certain security-relevant services to a set of trusted hosts.

Chapter 11, Administration Issues with Electronic Mail, introduces you to the central
concepts of electronic mail, such as what a mail address looks like and how the mail
handling system manages to get your message to the recipient.

Chapter 12, sendmail, covers the configuration of sendmail, a mail transport agent
that you can use for Linux.

Chapter 13, Configuring IPv6 Networks, covers new ground by explaining how to
configure IPv6 and connect to the IPv6 backbone.

Chapter 14, Configuring the Apache Web Server, describes the steps necessary to
build an Apache web server and host basic web services.

Chapter 15, IMAP, explains the steps necessary to configure an IMAP mail server,
and discusses its advantages over the traditional POP mail solution.

Chapter 16, Samba, helps you understand how to configure your Linux server to
play nicely in the Windows networking world—so nicely, in fact, that your Win-
dows users might not be able to tell the difference.*

Chapter 17, OpenLDAP, introduces OpenLDAP and discusses the configuration and
potential uses of this service

Chapter 18, Wireless Networking, finally, details the steps required to configure wire-
less networking and build a Wireless Access Point on a Linux server.

* The obvious joke here is left to the reader.
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Conventions Used in This Book
All examples presented in this book assume that you are using an sh-compatible
shell. The bash shell is sh compatible and is the standard shell of all Linux distribu-
tions. If you happen to be a csh user, you will have to make appropriate adjustments.

The following is a list of the typographical conventions used in this book:

Italic
Used for file and directory names, program and command names, email
addresses and pathnames, URLs, and for emphasizing new terms.

Boldface
Used for machine names, hostnames, site names, and for occasional emphasis.

Constant Width
Used in examples to show the contents of code files or the output from com-
mands and to indicate environment variables and keywords that appear in code.

Constant Width Italic
Used to indicate variable options, keywords, or text that the user is to replace
with an actual value.

Constant Width Bold
Used in examples to show commands or other text that should be typed literally
by the user.

Indicates a tip, suggestion, or general note.

Text appearing in this manner offers a warning. You can make a mis-
take here that hurts your system or is hard to recover from.

Safari Enabled
When you see a Safari® Enabled icon on the cover of your favorite tech-
nology book, that means the book is available online through the
O’Reilly Network Safari Bookshelf.

Safari offers a solution that’s better than e-books. It’s a virtual library that lets you
easily search thousands of top tech books, cut and paste code samples, download
chapters, and find quick answers when you need the most accurate, current informa-
tion. Try it for free at http://safari.oreilly.com.
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How to Contact Us
We have tested and verified the information in this book to the best of our ability,
but you may find that features have changed (or even that we have made mistakes!).
Please let us know about any errors you find, as well as your suggestions for future
editions, by writing to:

O’Reilly Media, Inc.
1005 Gravenstein Highway North
Sebastopol, CA 95472
(800) 998-9938 (in the United States or Canada)
(707) 829-0515 (international or local)
(707) 829-0104 (fax)

You can send us messages electronically. To be put on the mailing list or request a
catalog, send email to:

info@oreilly.com

To ask technical questions or comment on the book, send email to:

bookquestions@oreilly.com

We have a web site for the book, where we’ll list examples, errata, and any plans for
future editions. You can access this page at:

http://www.oreilly.com/catalog/linag3

For more information about this book and others, see the O’Reilly web site:

http://www.oreilly.com
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Introduction to
Networking

History
The idea of networking is probably as old as telecommunications itself. Consider
people living in the Stone Age, when drums may have been used to transmit mes-
sages between individuals. Suppose caveman A wants to invite caveman B over for a
game of hurling rocks at each other, but they live too far apart for B to hear A bang-
ing his drum. What are A’s options? He could 1) walk over to B’s place, 2) get a big-
ger drum, or 3) ask C, who lives halfway between them, to forward the message. The
last option is called networking.

Of course, we have come a long way from the primitive pursuits and devices of our
forebears. Nowadays, we have computers talk to each other over vast assemblages of
wires, fiber optics, microwaves, and the like, to make an appointment for Saturday’s
soccer match.* In the following description, we will deal with the means and ways by
which this is accomplished, but leave out the wires, as well as the soccer part.

We define a network as a collection of hosts that are able to communicate with each
other, often by relying on the services of a number of dedicated hosts that relay data
between the participants. Hosts are often computers, but need not be; one can also
think of X terminals or intelligent printers as hosts. A collection of hosts is also called
a site.

Communication is impossible without some sort of language or code. In computer
networks, these languages are collectively referred to as protocols. However, you
shouldn’t think of written protocols here, but rather of the highly formalized code of
behavior observed when heads of state meet, for instance. In a very similar fashion,
the protocols used in computer networks are nothing but very strict rules for the
exchange of messages between two or more hosts.

* The original spirit of which (see above) still shows on some occasions in Europe.
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TCP/IP Networks
Modern networking applications require a sophisticated approach to carry data from
one machine to another. If you are managing a Linux machine that has many users,
each of whom may wish to simultaneously connect to remote hosts on a network,
you need a way of allowing them to share your network connection without interfer-
ing with each other. The approach that a large number of modern networking proto-
cols use is called packet switching. A packet is a small chunk of data that is
transferred from one machine to another across the network. The switching occurs
as the datagram is carried across each link in the network. A packet-switched net-
work shares a single network link among many users by alternately sending packets
from one user to another across that link.

The solution that Unix systems, and subsequently many non-Unix systems, have
adopted is known as TCP/IP. When learning about TCP/IP networks, you will hear
the term datagram, which technically has a special meaning but is often used inter-
changeably with packet. In this section, we will have a look at underlying concepts of
the TCP/IP protocols.

Introduction to TCP/IP Networks
TCP/IP traces its origins to a research project funded by the United States Defense
Advanced Research Projects Agency (DARPA) in 1969. The ARPANET was an
experimental network that was converted into an operational one in 1975 after it had
proven to be a success.

In 1983, the new protocol suite TCP/IP was adopted as a standard, and all hosts on
the network were required to use it. When ARPANET finally grew into the Internet
(with ARPANET itself passing out of existence in 1990), the use of TCP/IP had
spread to networks beyond the Internet itself. Many companies have now built cor-
porate TCP/IP networks, and the Internet has become a mainstream consumer tech-
nology. It is difficult to read a newspaper or magazine now without seeing references
to the Internet; almost everyone can use it now.

For something concrete to look at as we discuss TCP/IP throughout the following
sections, we will consider Groucho Marx University (GMU), situated somewhere in
Freedonia, as an example. Most departments run their own Local Area Networks,
while some share one and others run several of them. They are all interconnected
and hooked to the Internet through a single high-speed link.

Suppose your Linux box is connected to a LAN of Unix hosts at the mathematics
department, and its name is erdos. To access a host at the physics department, say
quark, you enter the following command:

$ ssh quark.school.edu
Enter password:
Last login: Wed Dec  3 18:21:25 2003 from 10.10.0.1
quark$
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At the prompt, you enter your password. You are then given a shell* on quark, to
which you can type as if you were sitting at the system’s console. After you exit the
shell, you are returned to your own machine’s prompt. You have just used one of the
instantaneous, interactive applications that uses TCP/IP: secure shell.

While being logged into quark, you might also want to run a graphical user interface
application, like a word processing program, a graphics drawing program, or even a
World Wide Web browser. The X Windows System is a fully network-aware graphi-
cal user environment, and it is available for many different computing systems. To
tell this application that you want to have its windows displayed on your host’s
screen, you will need to make sure that you’re SSH server and client are capable of
tunneling X. To do this, you can check the sshd_config file on the system, which
should contain a line like this:

X11Forwarding yes

If you now start your application, it will tunnel your X Window System applications
so that they will be displayed on your X server instead of quark’s. Of course, this
requires that you have X11 runnning on erdos. The point here is that TCP/IP allows
quark and erdos to send X11 packets back and forth to give you the illusion that
you’re on a single system. The network is almost transparent here.

Of course, these are only examples of what you can do with TCP/IP networks. The
possibilities are almost limitless, and we’ll introduce you to more as you read on
through the book.

We will now have a closer look at the way TCP/IP works. This information will help
you understand how and why you have to configure your machine. We will start by
examining the hardware and slowly work our way up.

Ethernets
The most common type of LAN hardware is known as Ethernet. In its simplest form,
it consists of a single cable with hosts attached to it through connectors, taps, or
transceivers. Simple Ethernets are relatively inexpensive to install, which together
with a net transfer rate of 10, 100, 1,000, and now even 10,000 megabits per second
(Mbps), accounts for much of its popularity.

Ethernets come in many flavors: thick, thin, and twisted pair. Older Ethernet types
such as thin and thick Ethernet, rarely in use today, each use a coaxial cable, differ-
ing in diameter and the way you may attach a host to this cable. Thin Ethernet uses a
T-shaped “BNC” connector, which you insert into the cable and twist onto a plug on
the back of your computer. Thick Ethernet requires that you drill a small hole into

* The shell is a command-line interface to the Unix operating system. It’s similar to the DOS prompt in a
Microsoft Windows environment, albeit much more powerful.
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the cable and attach a transceiver using a “vampire tap.” One or more hosts can then
be connected to the transceiver. Thin and thick Ethernet cable can run for a maxi-
mum of 200 and 500 meters, respectively, and are also called 10-base2 and 10-base5.
The “base” refers to “baseband modulation” and simply means that the data is
directly fed onto the cable without any modem. The number at the start refers to the
speed in megabits per second, and the number at the end is the maximum length of
the cable in hundreds of metres. Twisted pair uses a cable made of two pairs of cop-
per wires and usually requires additional hardware known as active hubs. Twisted
pair is also known as 10-baseT, the “T” meaning twisted pair. The 100 Mbps ver-
sion is known as 100-baseT, and not surprisingly, 1000 Mbps is called 1000-baseT or
gigabit.

To add a host to a thin Ethernet installation, you have to disrupt network service for
at least a few minutes because you have to cut the cable to insert the connector.
Although adding a host to a thick Ethernet system is a little complicated, it does not
typically bring down the network. Twisted pair Ethernet is even simpler. It uses a
device called a hub or switch that serves as an interconnection point. You can insert
and remove hosts from a hub or switch without interrupting any other users at all.

Thick and thin Ethernet deployments are somewhat difficult to find anymore
because they have been mostly replaced by twisted pair deployments. This has likely
become a standard because of the cheap networking cards and cables—not to men-
tion that it’s almost impossible to find an old BNC connector in a modern laptop
machine.

Wireless LANs are also very popular. These are based on the 802.11a/b/g specifica-
tion and provide Ethernet over radio transmission. Offering similar functionality to
its wired counterpart, wireless Ethernet has been subject to a number of security
issues, namely surrounding encryption. However, advances in the protocol specifica-
tion combined with different encryption keying methods are quickly helping to alle-
viate some of the more serious security concerns. Wireless networking for Linux is
discussed in detail in Chapter 18.

Ethernet works like a bus system, where a host may send packets (or frames) of up to
1,500 bytes to another host on the same Ethernet. A host is addressed by a 6-byte
address hardcoded into the firmware of its Ethernet network interface card (NIC).
These addresses are usually written as a sequence of two-digit hex numbers sepa-
rated by colons, as in aa:bb:cc:dd:ee:ff.

A frame sent by one station is seen by all attached stations, but only the destination
host actually picks it up and processes it. If two stations try to send at the same time,
a collision occurs. Collisions on an Ethernet are detected very quickly by the electron-
ics of the interface cards and are resolved by the two stations aborting the send, each
waiting a random interval and re-attempting the transmission. You’ll hear lots of sto-
ries about collisions on Ethernet being a problem and that utilization of Ethernets is
only about 30 percent of the available bandwidth because of them. Collisions on
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Ethernet are a normal phenomenon, and on a very busy Ethernet network you
shouldn’t be surprised to see collision rates of up to about 30 percent. Ethernet net-
works need to be more realistically limited to about 60 percent before you need to
start worrying about it.*

Other Types of Hardware
In larger installations, or in legacy corporate environments, Ethernet is usually not
the only type of equipment used. There are many other data communications proto-
cols available and in use. All of the protocols listed are supported by Linux, but due
to space constraints we’ll describe them briefly. Many of the protocols have
HOWTO documents that describe them in detail, so you should refer to those if
you’re interested in exploring those that we don’t describe in this book.

One older and quickly disappearing technology is IBM’s Token Ring network.
Token Ring is used as an alternative to Ethernet in some LAN environments, and
runs at lower speeds (4 Mbps or 16 Mbps). In Linux, Token Ring networking is con-
figured in almost precisely the same way as Ethernet, so we don’t cover it specifi-
cally.

Many national networks operated by telecommunications companies support
packet-switching protocols. Previously, the most popular of these was a standard
named X.25. It defines a set of networking protocols that describes how data termi-
nal equipment, such as a host, communicates with data communications equipment
(an X.25 switch). X.25 requires a synchronous data link and therefore special syn-
chronous serial port hardware. It is possible to use X.25 with normal serial ports if
you use a special device called a Packet Assembler Disassembler (PAD). The PAD is a
standalone device that provides asynchronous serial ports and a synchronous serial
port. It manages the X.25 protocol so that simple terminal devices can make and
accept X.25 connections. X.25 is often used to carry other network protocols, such
as TCP/IP. Since IP datagrams cannot simply be mapped onto X.25 (or vice versa),
they are encapsulated in X.25 packets and sent over the network. There is an imple-
mentation of the X.25 protocol available for Linux, but it will not be discussed in
depth here.

A protocol commonly used by telecommunications companies is called Frame Relay.
The Frame Relay protocol shares a number of technical features with the X.25 proto-
col, but is much more like the IP protocol in behavior. Like X.25, Frame Relay
requires special synchronous serial hardware. Because of their similarities, many
cards support both of these protocols. An alternative is available that requires no

* The Ethernet FAQ at http://www.faqs.org/faqs/LANs/ethernet-faq/talks about this issue, and a wealth of
detailed historical and technical information is available at Charles Spurgeon’s Ethernet web site at http://
www.ethermanage.com/ethernet/ethernet.htm/.
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special internal hardware, again relying on an external device called a Frame Relay
Access Device (FRAD) to manage the encapsulation of Ethernet packets into Frame
Relay packets for transmission across a network. Frame Relay is ideal for carrying
TCP/IP between sites. Linux provides drivers that support some types of internal
Frame Relay devices.

If you need higher-speed networking that can carry many different types of data,
such as digitized voice and video, alongside your usual data, Asynchronous Transfer
Mode (ATM) is probably what you’ll be interested in. ATM is a new network tech-
nology that has been specifically designed to provide a manageable, high-speed, low-
latency means of carrying data and control over the Quality of Service (QoS). Many
telecommunications companies are deploying ATM network infrastructure because
it allows the convergence of a number of different network services into one plat-
form, in the hope of achieving savings in management and support costs. ATM is
often used to carry TCP/IP. The Networking HOWTO offers information on the
Linux support available for ATM.

Frequently, radio amateurs use their radio equipment to network their computers;
this is commonly called packet radio. One of the protocols used by amateur radio
operators is called AX.25 and is loosely derived from X.25. Amateur radio operators
use the AX.25 protocol to carry TCP/IP and other protocols, too. AX.25, like X.25,
requires serial hardware capable of synchronous operation, or an external device
called a Terminal Node Controller to convert packets transmitted via an asynchro-
nous serial link into packets transmitted synchronously. There are a variety of differ-
ent sorts of interface cards available to support packet radio operation; these cards
are generally referred to as being “Z8530 SCC based,” named after the most popular
type of communications controller used in the designs. Two of the other protocols
that are commonly carried by AX.25 are the NetRom and Rose protocols, which are
network layer protocols. Since these protocols run over AX.25, they have the same
hardware requirements. Linux supports a fully featured implementation of the AX.
25, NetRom, and Rose protocols. The AX25 HOWTO is a good source of informa-
tion on the Linux implementation of these protocols.

Other types of Internet access involve dialing up a central system over slow but
cheap serial lines (telephone, ISDN, and so on). These require yet another protocol
for transmission of packets, such as SLIP or PPP, which will be described later.

The Internet Protocol
Of course, you wouldn’t want your networking to be limited to one Ethernet or one
point-to-point data link. Ideally, you would want to be able to communicate with a
host computer regardless of what type of physical network it is connected to. For
example, in larger installations such as Groucho Marx University, you usually have a
number of separate networks that have to be connected in some way. At GMU, the
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math department runs two Ethernets: one with fast machines for professors and
graduates, and another with slow machines for students.

This connection is handled by a dedicated host called a gateway that handles incom-
ing and outgoing packets by copying them between the two Ethernets and the FDDI
fiber optic cable. For example, if you are at the math department and want to access
quark on the physics department’s LAN from your Linux box, the networking soft-
ware will not send packets to quark directly because it is not on the same Ethernet.
Therefore, it has to rely on the gateway to act as a forwarder. The gateway (named
sophus) then forwards these packets to its peer gateway niels at the physics depart-
ment, using the backbone network, with niels delivering it to the destination
machine. Data flow between erdos and quark is shown in Figure 1-1.

This scheme of directing data to a remote host is called routing, and packets are often
referred to as datagrams in this context. To facilitate things, datagram exchange is
governed by a single protocol that is independent of the hardware used: IP, or Inter-
net Protocol. In Chapter 2, we will cover IP and the issues of routing in greater detail.

The main benefit of IP is that it turns physically dissimilar networks into one appar-
ently homogeneous network. This is called internetworking, and the resulting “meta-
network” is called an internet. Note the subtle difference here between an internet
and the Internet. The latter is the official name of one particular global internet.

Figure 1-1. The three steps of sending a datagram from erdos to quark
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Of course, IP also requires a hardware-independent addressing scheme. This is
achieved by assigning each host a unique 32-bit number called the IP address. An IP
address is usually written as four decimal numbers, one for each 8-bit portion, sepa-
rated by dots. For example, quark might have an IP address of 0x954C0C04, which
would be written as 149.76.12.4. This format is also called dotted decimal notation
and sometimes dotted quad notation. It is increasingly going under the name IPv4 (for
Internet Protocol, Version 4) because a new standard called IPv6 offers much more
flexible addressing, as well as other modern features. It will be at least a year after the
release of this edition before IPv6 is in use.

You will notice that we now have three different types of addresses: first there is the
host’s name, like quark, then there is an IP address, and finally, there is a hardware
address, such as the 6-byte Ethernet address. All these addresses somehow have to
match so that when you type ssh quark, the networking software can be given
quark’s IP address; and when IP delivers any data to the physics department’s Ether-
net, it somehow has to find out what Ethernet address corresponds to the IP address.

We will deal with these situations in Chapter 2. For now, it’s enough to remember
that these steps of finding addresses are called hostname resolution, for mapping
hostnames onto IP addresses, and address resolution, for mapping the latter to hard-
ware addresses.

IP over Serial Lines
On serial lines, a “de facto” standard exists known as Serial Line IP (SLIP). A
modification of SLIP known as Compressed SLIP (CSLIP), performs compression of
IP headers to make better use of the relatively low bandwidth provided by most serial
links. Another serial protocol is Point-to-Point Protocol (PPP). PPP is more modern
than SLIP and includes a number of features that make it more attractive. Its main
advantage over SLIP is that it isn’t limited to transporting IP datagrams, but is
designed to allow just about any protocol to be carried across it. This book discusses
PPP in Chapter 6.

The Transmission Control Protocol
Sending datagrams from one host to another is not the whole story. If you log in to
quark, you want to have a reliable connection between your ssh process on erdos
and the shell process on quark. Thus, the information sent to and fro must be split
into packets by the sender and reassembled into a character stream by the receiver.
Trivial as it seems, this involves a number of complicated tasks.

A very important thing to know about IP is that, by intent, it is not reliable. Assume
that 10 people on your Ethernet started downloading the latest release of the Mozilla
web browser source code from GMU’s FTP server. The amount of traffic generated
might be too much for the gateway to handle because it’s too slow and it’s tight on
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memory. Now if you happen to send a packet to quark, sophus might be out of
buffer space for a moment and therefore unable to forward it. IP solves this problem
by simply discarding it. The packet is irrevocably lost. It is therefore the responsibil-
ity of the communicating hosts to check the integrity and completeness of the data
and retransmit it in case of error.

This process is performed by yet another protocol, Transmission Control Protocol
(TCP), which builds a reliable service on top of IP. The essential property of TCP is
that it uses IP to give you the illusion of a simple connection between the two pro-
cesses on your host and the remote machine so that you don’t have to care about
how and along which route your data actually travels. A TCP connection works
essentially like a two-way pipe that both processes may write to and read from.
Think of it as a telephone conversation.

TCP identifies the end points of such a connection by the IP addresses of the two
hosts involved and the number of a port on each host. Ports may be viewed as attach-
ment points for network connections. If we are to strain the telephone example a lit-
tle more, and you imagine that cities are like hosts, one might compare IP addresses
to area codes (where numbers map to cities), and port numbers to local codes (where
numbers map to individual people’s telephones). An individual host may support
many different services, each distinguished by its own port number.

In the ssh example, the client application (ssh) opens a port on erdos and connects to
port 22 on quark, to which the sshd server is known to listen. This action estab-
lishes a TCP connection. Using this connection, sshd performs the authorization pro-
cedure and then spawns the shell. The shell’s standard input and output are
redirected to the TCP connection so that anything you type to ssh on your machine
will be passed through the TCP stream and be given to the shell as standard input.

The User Datagram Protocol
Of course, TCP isn’t the only user protocol in TCP/IP networking. Although suit-
able for applications like ssh, the overhead involved is prohibitive for applications
like NFS, which instead uses a sibling protocol of TCP called User Datagram Proto-
col (UDP). Just like TCP, UDP allows an application to contact a service on a certain
port of the remote machine, but it doesn’t establish a connection for this. Instead,
you use it to send single packets to the destination service—hence its name.

Assume that you want to request a small amount of data from a database server. It
takes at least three datagrams to establish a TCP connection, another three to send
and confirm a small amount of data each way, and another three to close the connec-
tion. UDP provides us with a means of using only two datagrams to achieve almost
the same result. UDP is said to be connectionless, and it doesn’t require us to estab-
lish and close a session. We simply put our data into a datagram and send it to the
server; the server formulates its reply, puts the data into a datagram addressed back



This is the Title of the Book, eMatter Edition
Copyright © 2007 O’Reilly & Associates, Inc. All rights reserved.

10 | Chapter 1: Introduction to Networking

to us, and transmits it back. While this is both faster and more efficient than TCP for
simple transactions, UDP was not designed to deal with datagram loss. It is up to the
application, a nameserver, for example, to take care of this.

More on Ports
Ports may be viewed as attachment points for network connections. If an applica-
tion wants to offer a certain service, it attaches itself to a port and waits for clients
(this is also called listening on the port). A client who wants to use this service allo-
cates a port on its local host and connects to the server’s port on the remote host.
The same port may be open on many different machines, but on each machine only
one process can open a port at any one time.

An important property of ports is that once a connection has been established
between the client and the server, another copy of the server may attach to the server
port and listen for more clients. This property permits, for instance, several concur-
rent remote logins to the same host, all using the same port 513. TCP is able to tell
these connections from one another because they all come from different ports or
hosts. For example, if you log in twice to quark from erdos, the first ssh client may
use the local port 6464, and the second one could use port 4235. Both, however, will
connect to the same port 513 on quark. The two connections will be distinguished
by use of the port numbers used at erdos.

This example shows the use of ports as rendezvous points, where a client contacts a
specific port to obtain a specific service. In order for a client to know the proper port
number, an agreement has to be reached between the administrators of both sys-
tems on the assignment of these numbers. For services that are widely used, such as
ssh, these numbers have to be administered centrally. This is done by the Internet
Engineering Task Force (IETF), which regularly releases an RFC titled Assigned
Numbers (RFC-1700). It describes, among other things, the port numbers assigned to
well-known services. Linux uses a file called /etc/services that maps service names to
numbers.

It is worth noting that, although both TCP and UDP connections rely on ports, these
numbers do not conflict. This means that TCP port 22, for example, is different from
UDP port 22.

The Socket Library
In Unix operating systems, the software performing all the tasks and protocols
described above is usually part of the kernel, and so it is in Linux. The programming
interface most common in the Unix world is the Berkeley Socket Library. Its name
derives from a popular analogy that views ports as sockets and connecting to a port
as plugging in. It provides the bind call to specify a remote host, a transport proto-
col, and a service that a program can connect or listen to (using connect, listen, and
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accept). The socket library is somewhat more general in that it provides not only a
class of TCP/IP-based sockets (the AF_INET sockets), but also a class that handles
connections local to the machine (the AF_UNIX class). Some implementations can
also handle other classes, like the Xerox Networking System (XNS) protocol or X.25.

In Linux, the socket library is part of the standard libc C library. It supports the
AF_INET and AF_INET6 sockets for TCP/IP and AF_UNIX for Unix domain sock-
ets. It also supports AF_IPX for Novell’s network protocols, AF_ X25 for the X.25
network protocol, AF_ATMPVC and AF_ATMSVC for the ATM network protocol
and AF_AX25, AF_NETROM, and AF_ ROSE sockets for Amateur Radio protocol
support. Other protocol families are being developed and will be added in time.

Linux Networking
As it is the result of a concerted effort of programmers around the world, Linux
wouldn’t have been possible without the global network. So it’s not surprising that
in the early stages of development, several people started to work on providing it
with network capabilities. A UUCP implementation was running on Linux almost
from the very beginning, and work on TCP/IP-based networking started around
autumn 1992, when Ross Biro and others created what has now become known as
Net-1.

After Ross quit active development in May 1993, Fred van Kempen began to work on
a new implementation, rewriting major parts of the code. This project was known as
Net-2. The first public release, Net-2d, was made in the summer of 1993 (as part of
the 0.99.10 kernel), and has since been maintained and expanded by several people,
most notably Alan Cox. Alan’s original work was known as Net-2Debugged. After
heavy debugging and numerous improvements to the code, he changed its name to
Net-3 after Linux 1.0 was released. The Net-3 code was further developed for Linux
1.2 and Linux 2.0. The 2.2 and later kernels use the Net-4 version network support,
which remains the standard official offering today.

The Net-4 Linux Network code offers a wide variety of device drivers and advanced
features. Standard Net-4 protocols include SLIP and PPP (for sending network traffic
over serial lines), PLIP (for parallel lines), IPX (for Novell compatible networks),
Appletalk (for Apple networks) and AX.25, NetRom, and Rose (for amateur radio
networks). Other standard Net-4 features include IP firewalling (discussed in
Chapter 7), IP accounting (Chapter 8), and IP Masquerade (Chapter 9). IP tunneling
in a couple of different flavors and advanced policy routing are supported. A very
large variety of Ethernet devices are supported, in addition to support for some
FDDI, Token Ring, Frame Relay, and ISDN, and ATM cards.

Additionally, there are a number of other features that greatly enhance the flexibility
of Linux. These features include interoperability with the Microsoft Windows
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network environment, in a project called Samba, discussed in Chapter 16, and an
implementation of the Novell NCP (NetWare Core Protocol).*

Different Streaks of Development
There have been, at various times, varying network development efforts active for
Linux.

Fred continued development after Net-2Debugged was made the official network
implementation. This development led to the Net-2e, which featured a much revised
design of the networking layer. Fred was working toward a standardized Device
Driver Interface (DDI), but the Net-2e work has ended now.

Yet another implementation of TCP/IP networking came from Matthias Urlichs, who
wrote an ISDN driver for Linux and FreeBSD. For this driver, he integrated some of
the BSD networking code in the Linux kernel. That project, too, is no longer being
worked on.

There has been a lot of rapid change in the Linux kernel networking implementa-
tion, and change is still the watchword as development continues. Sometimes this
means that changes also have to occur in other software, such as the network config-
uration tools. While this is no longer as large a problem as it once was, you may still
find that upgrading your kernel to a later version means that you must upgrade your
network configuration tools, too. Fortunately, with the large number of Linux distri-
butions available today, this is a quite simple task.

The Net-4 network implementation is now a standard and is in use at a very large
number of sites around the world. Much work has been done on improving the per-
formance of the Net-4 implementation, and it now competes with the best imple-
mentations available for the same hardware platforms. Linux is proliferating in the
Internet Service Provider environment, and is often used to build cheap and reliable
World Wide Web servers, mail servers, and news servers for these sorts of organiza-
tions. There is now sufficient development interest in Linux that it is managing to
keep abreast of networking technology as it changes, and current releases of the
Linux kernel offer the next generation of the IP protocol, IPv6, as a standard offer-
ing, which will be discussed at greater detail in Chapter 13.

Where to Get the Code
It seems odd now to remember that in the early days of the Linux network code
development, the standard kernel required a huge patch kit to add the networking
support to it. Today, network development occurs as part of the mainstream Linux
kernel development process. The latest stable Linux kernels can be found on ftp://ftp.

* NCP is the protocol on which Novell file and print services are based.
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kernel.org in /pub/linux/kernel/v2.x/, where x is an even number. The latest experi-
mental Linux kernels can be found on ftp://ftp.kernel.org in /pub/linux/kernel/v2.y/,
where y is an odd number. The kernel.org distributions can also be accessed via
HTTP at http://www.kernel.org. There are Linux kernel source mirrors all over the
world.

Maintaining Your System
Throughout this book, we will mainly deal with installation and configuration issues.
Administration is, however, much more than that—after setting up a service, you
have to keep it running, too. For most services, only a little attendance will be neces-
sary, while some, such as mail, require that you perform routine tasks to keep your
system up to date. We will discuss these tasks in later chapters.

The absolute minimum in maintenance is to check system and per-application log-
files regularly for error conditions and unusual events. Often, you will want to do
this by writing a couple of administrative shell scripts and periodically running them
from cron. The source distributions of some major applications contain such scripts.
You only have to tailor them to suit your needs and preferences.

The output from any of your cron jobs should be mailed to an administrative
account. By default, many applications will send error reports, usage statistics, or
logfile summaries to the root account. This makes sense only if you log in as root fre-
quently; a much better idea is to forward root’s mail to your personal account by set-
ting up a mail alias as described in Chapters 11 and 12.

However carefully you have configured your site, Murphy’s Law guarantees that
some problem will surface eventually. Therefore, maintaining a system also means
being available for complaints. Usually, people expect that the system administrator
can at least be reached via email as root, but there are also other addresses that are
commonly used to reach the person responsible for a specific aspect of maintenence.
For instance, complaints about a malfunctioning mail configuration will usually be
addressed to postmaster, and problems with the news system may be reported to
newsmaster or usenet. Mail to hostmaster should be redirected to the person in
charge of the host’s basic network services, and the DNS name service if you run a
nameserver.

System Security
Another very important aspect of system administration in a network environment is
protecting your system and users from intruders. Carelessly managed systems offer
malicious people many targets. Attacks range from password guessing to Ethernet
snooping, and the damage caused may range from faked mail messages to data loss
or violation of your users’ privacy. We will mention some particular problems when


