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'The Complete Guide for CISA

Examination Preparation

Introduction

For any organization to survive and compete successfully in today’s
environment, successful implementation of appropriate Computer
Systems is essential. Such implementation involves not only the
development of appropriate systems, but also their usage, mainte-
nance, and reliability. Protection of information assets, systems avail-
ability, data integrity, confidentiality, and robustness have become
non-negotiables in the competitive world we face today.

In response to this, ISACA has updated its Certified Information
Systems Auditor (CISA) certification as of June 2019 to reflect the
changing priorities and industry trend in order to ensure the align-
ment of the Information Systems Auditor’s knowledge base with the
needs of tomorrow’s digital age.

In order for organizations to utilize the leverage achievable with
the effective use of I'T| it is important that the systems can be relied
upon and they require that the auditors confirm that this is indeed
the case. The modern auditors therefore require significantly more

knowledge of I'T, I'T risk, and I'T control than did their predecessors.

X1
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Today’s I'T systems process data in high volumes and at high speed
with limited or no manual interventions and control opportuni-
ties. As a result, the control opportunities previously monitored
by management have migrated within the I'T environment itself.
Fundamental business controls previously relied upon by the audi-
tor, such as segregation of duties and management authorization are
no longer carried out external to the IT environment and must be
audited in a different manner.

The concentration of risk resulting from the shift and control
implementation means that the balance between preventative, detec-
tive, and corrective controls has also had to move into alignment
while technology such as cloud-based systems has moved the basis of
legal constraints and burdens of proof in the event of dispute into a
whole new arena.

While this may sound negative, these changes can greatly increase
opportunities for auditors to deliver quality service because a concen-
tration of risk facilitates the auditors focusing their efforts and utiliz-
ing the computer itself to assist in the audit of the I'T environment and
application systems usage. In addition, built-in program procedures
allow the auditor to adopt a systems approach to auditing because the
computer encourages consistent execution of controls as opposed to
the older manual controls where execution was, to a large extent, at
the mercy of the individual supervisor or manager.

'The effect on the audit is that the focus can be on the control envi-
ronment, its design and implementation and the substantive testing
of the results of individual transactions can be significantly reduced.

Controls with I'T systems may be generally classified into two main
subdivisions, namely:

* General controls — that is, controls governing the envi-
ronment within which the computer system is developed,
maintained, and operated and within which the application
controls operate. These controls include the implementa-
tion of appropriate systems development standards, controls
over the operation of the computer installation and those
governing the functioning and maintenance of System
Software. As such, they have a pervasive effect on all appli-
cation systems.
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* Application controls — these are the controls which oper-
ate within the business application to ensure that data is pro-
cessed completely, accurately, and in a timely manner.

Ultimately, the auditors’ job is to determine if the application systems
tunction as intended and evaluate management controls to ensure the
integrity, accuracy, and completeness of all information processing.

Not only must management rely upon the work done by the audi-
tors, whether internal or external, but they need assurance that the
work is carried out to internationally accepted standards and the audit
processes themselves can be relied upon. As such, management seeks
independent proof that the work carried out by the auditors meets this
standard.

The international standard by which IT auditors are judged is
the possession of the qualification of Certified Information Systems
Auditor (CISA). This designation is awarded by the Information
Systems Audit and Control Association (ISACA) based upon
demonstrable work experience as well as success in the CISA
examination. ISACA, itself, can trace its roots to the EDP Auditors
Association (EDPAA) which was founded in 1969. In 1994 it
changed its name to the Information Systems Audit and Control
Association and in 2008 rebranded itself as simply ISACA. Today,
ISACA consists of more than 145,000 members of whom 140,000
have achieved the CISA qualification since its inception in 1978.This
examination evaluates the auditors’ knowledge, skills, and expertise
in assessing the risks inherent within the specific IT environment
and the adequacy and effectiveness of the controls implemented by
management.

'This book is intended as a study guide for the Certified Information
Systems Auditor (CISA) examination and will consist of in-depth
explanations of each topic covered within this examination as well
as practice questions and tips to highlight key examination informa-
tion. Each chapter will contain a summary which will serve as a quick
review guide, combined with end-of-chapter questions and hands-on
exercises. An examination simulation is included to get candidates
familiar with the examination structures.

CISA is the most recognized certification in the world for infor-
mation systems auditors and is recognized by all members of the
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World Trade Organization including more than 150 governments
worldwide.
'The qualification is intended to affirm:

* 'The auditors’ experience and knowledge

* 'The level of knowledge and competency which may be
expected of the qualification holder

* 'The currency of the holder’s knowledge due to the require-
ments for continuing education

From an employer’s perspective it demonstrates that their I'T auditor
may be relied upon as a proficient and experienced professional with
competencies in all five of the domains covered including:

* 'The Process of Auditing Information Systems

* Governance and Management of I'T

* Information Systems Acquisition Development and
Implementation

* Information Systems Operations, Maintenance, and Service
Management

* Protection of Information Assets

while at the same time maintaining an up-to-date level of knowledge
which can be relied upon as an indicator of the anticipated job per-
formance level.

From an individual auditor’s perspective, the CISA is internation-
ally recognized as a gold standard of IT auditing professionalism. It
enhances the acceptability of opinions expressed in the eyes of man-
agement and, in general, makes the auditor more marketable for future
career opportunities. The auditor can also gain respect from their peers
and other technical specialists. For non-specialist auditors who wish
to enter the I'T auditing specialization, either within the organization
or as external consultants, CISA provides a recognized entrance into
the booming market of I'T auditing. For auditors who wish simply to
understand the increasing complexities and risk elements of today’s
business environment, understanding the CISA dimensions will assist
in the demystification of current and future control complexities.

'The book is comprised of seven chapters.

* Chapter 1 covers the CISA examination itself
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Chapter 2 covers Domain 1 — The Process of Auditing
Information Systems

Chapter 3 covers Domain 2 — Governance and Management
of IT

Chapter 4 covers Domain 3 - Information Systems
Acquisition, Development, and Implementation

Chapter 5 covers Domain 4 — Information Systems
Operations, Maintenance, and Service Management
Chapter 6 covers Domain 5 — Protection of Information
Assets

Chapter 7 covers preparing for the examination
Appendix A contains a glossary of commonly used computer
terms

Appendix B contains 175 CISA-type questions from which
the candidate can construct multiple simulated examinations
Appendix C contains multiple choice answers to the
Appendix B questions
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INTRODUCTION TO THE
CISA ExaAMINATION

By the end of this chapter, readers will understand:

* 'The structure of the CISA examination

* 'The process of becoming certified

* Requirements for examination participation

¢ 'The CISA Domains

* The role of ISACA’s Code of Professional Ethics

* 'The use and implementation ISACA Standards

* 'The need for maintaining continuing professional competency

The Examination Itself

The examination was revised in 2019 and consists of 150 multiple-
choice questions to be answered over a four-hour period.

'The examinations themselves are administered at CBT (Computer
Based Testing) locations. The worldwide list of examination sites may
be found at https://isacaavailability.psiexams.com/. Due to the vari-
ability of examination sites, all prospective candidates should check
this list prior to registering and submitting payment for the examina-
tion since registration fees are non-refundable.

Becoming Certified
There is a four-stage process involved in becoming CISA certified.

1. Check the Examination Schedule
Before candidates register and pay their fee, it is critical
that they verify there is a test site available in a location the
candidate can easily access. Candidates may search by loca-
tion and date on the ISACA website to ensure that they can

take their examination as planned.
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2. Register for the Examination
Once candidates have verified that there is a suitable testing site
available where and when they need it, the candidate can register
for their examination. Scheduling for the examination is Step 4.
3. Pay for the Examination
Payment is required before a candidate can schedule their
examination, however it is not required that payment is made
at the time of registration. Candidates may pay on registering
tor CISA, or choose to register, study at their own pace, and
pay at a later stage, prior to examination scheduling.
4. Schedule the Examination
Once site availability has been assured, registration and
payment made, candidates can schedule their examination.
The actual scheduling is managed on the testing partner’s

website, not on ISACA.org.

Experience Requirements

It is not an essential to have sufficient experience to undertake the
CISA examination but in order to be classified as a full CISA, can-
didates are required to have five (5) or more years of experience in
professional information systems auditing, control, or security work
experience. In addition, there is a time limit on application. Starting
from the date of initially passing the examination (not the date of
original registration for the examination), a completed CISA applica-
tion must be submitted to ISACA. If this is not submitted within five
years from the passing date of the examination, the individual will be
required to re-take and re-pass the examination.

Individual experience claimed is required to have been gained
within the ten-year period preceding the application date for certi-
fication or within five years of passing the examination and must be
verified independently by employers.

Educational Waivers

Individuals registering as CISAs may request waivers for a maxi-
mum of three (3) years substitution for actual IT audit experience.
Educational waivers may, at ISACA’s discretion, be permitted to sub-
stitute for up to two years of experience. At the time of writing, these
educational substitutions may be credited.
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One year of information systems OR one year of non-IS audit-
ing experience can be substituted for one year of experience.
60 to 120 credit hours (two-year or four-year degree) from
university — one or two years credit respectively.

A master’s degree in information security or information
technology from an accredited university — one-year credit.
A Dbachelor’s or master’s degree from a university that
enforces the ISACA-sponsored Model Curricula — one-year
credit, although only where the three years of educational
waiver and experience substitution have not already been
claimed.

A candidate who has obtained other degrees, qualifications,
and credentials with significant IS auditing, control, assur-
ance, or security components may submit the case to the
CISA Certification Committee for consideration.

Passing the Examination

It is not uncommon for highly skilled IS auditors to fail the CISA

examination at the first attempt. Generally, this is not due to a lack

of knowledge, but the wrong approach to the examination as a whole

and the questions in particular, which cause these problems.

CISA candidates are expected to have a broad knowledge of the

overall concepts and practice of information technology within an

organization as well as:

IS risks.
The use of controls to mitigate risks.
The use of the appropriate security features and controls
within IS components.
'The roles of the auditor in conducting IS audits, including:
* Developing an understanding of the risks inherent within
the systems as implemented.
* Understanding the security risks within the specific archi-
tecture utilized by the organization.
* Identification and evaluation of the controls implemented
to mitigate these risks.
* Quantify weaknesses uncovered and make appropri-
ate recommendations to mitigate these weaknesses and
improve the overall control effectiveness.
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CISA Job Practice Domains and Task and Knowledge Statements

Job Practice serves as the basis for the CISA exam and indicates
the knowledge requirements which are expected to be at the fin-
gertips of all professional IS auditors to earn the certification. The
CISA examination covers five Domains which encompass knowl-

edge of:

* Domain 1 - The Process of Auditing Information Systems.

* 'This domain defines the procedures and methodology that
an IS auditor should follow when conducting an informa-
tion systems audit.

* Domain 2 — Governance and Management of I'T.

* 'This domain is focused on both the leadership and orga-
nizational processes which ensure that I'T operates effec-
tively with the auditor ensuring that the organization is
following its own processes and procedures.

* Domain 3 — Information Systems Acquisition, Development,
and Implementation.

* 'The main focus is on the auditor’s role in review and
validation of the acquisition and testing methods of hard-
ware acquisition to ensure that they are both adequate and
follow industry best practice, and ensuring that systems
promulgated by IT are both reliable and achieve the orga-
nizational objectives.

* Domain 4 — Information Systems Operations, Maintenance,
and Service Management.

* 'This domain encompasses the day-to-day operations of
the application systems utilized within the organization
as well as the maintenance of such systems. Operations
include continuity planning as well as disaster recovery
planning.

* Domain 5 — Protection of Information Assets.

* 'This domain has gained increasing importance over recent
years and involves the review and evaluation of the inter-
nal controls intended to ensure that information systems
are adequately protected against a variety of threats. From
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time to time the percentage of the examination allocated
to each domain may be varied by ISACA but at the time

of writing are:

* Domain1-21%
* Domain 2 — 16%
* Domain 3 — 18%
* Domain 4 -20%
* Domain 5 - 25%

Additional questions may appear as IS knowledge requirements
develop.

For each of these Domains, ISACA provides the CISA candi-
date with a list of 7usk Statements indicating the tasks a professional
IS auditor may be expected to undertake and Knowledge Statements
indicating the knowledge a CISA is expected to have available in
order to professionally undertake the Domain’s task list. These are
covered in more detail under each Domain while, at any time, the
latest list of these may be downloaded from the ISACA website at
http://www.isaca.org/Certification/CISA-Certified-Information
-Systems-Auditor/Job-Practice-Areas/Pages/CISA-Job-Practice

-Areas.aspx.

ISACA’s Code of Professional Ethics

All CISA and ISACA members are required to comply with the

ISACA Code of Professional Ethics. This code is intended to guide

both the professional and the personal conduct of members of ISACA

as well as holders of the CISA designation. The Code states that
Members and ISACA certification holders shall:

1. Support the implementation of, and encourage compliance
with, appropriate standards and procedures for the effective
governance and management of enterprise information sys-
tems and technology, including: audit, control, security, and
risk management.

2. Perform their duties with objectivity, due diligence and profes-

sional care, in accordance with professional standards.


http://www.isaca.org
http://www.isaca.org
http://www.isaca.org

6 CISA EXAMINATION GUIDE

3. Serve in the interest of stakeholders in a lawful manner, while
maintaining high standards of conduct and character, and not
discrediting their profession or the Association.

4. Maintain the privacy and confidentiality of information
obtained in the course of their activities unless disclosure is
required by legal authority. Such information shall not be used
for personal benefit or released to inappropriate parties.

5. Maintain competency in their respective fields and agree to
undertake only those activities they can reasonably expect
to complete with the necessary skills, knowledge, and
competence.

6. Inform appropriate parties of the results of work performed
including the disclosure of all significant facts known to them
that, if not disclosed, may distort the reporting of the results.

7. Support the professional education of stakeholders in enhanc-
ing their understanding of the governance and management
of enterprise information systems and technology, including

audit, control, security, and risk management.

Failure to comply with this Code of Professional Ethics can result in
disciplinary measures being instituted against the CISA or member
should an investigation into a member’s or CISA’s conduct deem that
an infringement has taken place.

The ISACA Standards

As with all Professional Associations, ISACA has promulgated its
Standards for IS Audit and Assurance to contain statements of manda-
tory requirements for IS audit and assurance.

The Standards cover:

1001 Audit Charter

1002 Organizational Independence
1003 Professional Independence
1004 Reasonable Expectation

1005 Due Professional Care

1006 Proficiency

" https://www.isaca.org/Certification/Code-of-Professional-Ethics/Pages/default.aspx
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1007 Assertions

1008 Criteria

1201 Engagement Planning

1202 Risk Assessment in Planning
1203 Performance and Supervision
1204 Materiality

1205 Evidence

1206 Using the Work of Other Experts
1207 Irregularity and Illegal Acts
1401 Reporting

1402 Follow-Up Activities.

The latest Standards may be found at: http://www.isaca.org/Know
ledge-Center/ITAF-IS-Assurance-Audit-/IS-Audit-and-Assurance/
Pages/Standards-for-IT-Audit-and-Assurance.aspx.

Overall, the Standards are intended to indicate to IS audit and
assurance professionals the minimum acceptable level of performance
required to ensure the professional responsibilities set out in the
ISACA are met. They indicate to management the profession’s expec-
tations concerning the work of IS audit practitioners and therefore the
degree of professionalism management may expect. These Standards
are mandatory for all holders of the CISA designation.

Continuous Professional Education (CPE)

In order to ensure that all CISAs maintain an adequate level of cur-
rent knowledge and proficiency in their professional field of informa-
tion systems audit, control, and security, ISACA requires that, over
an annual and three-year certification period, CISAs must comply
with the following CPE requirements in order to retain validity of
their certification. CISAs must:

+ Attain and report an annual minimum of twenty (20) CPE
hours. These hours must be appropriate to the currency or
advancement of the CISA’s knowledge or ability to perform
CISA-related tasks. The use of these hours towards meeting
the CPE requirements for multiple ISACA certifications is
permissible when the professional activity is applicable to sat-

isfying the job-related knowledge of each certification.
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* Submit annual CPE maintenance fees to ISACA international
headquarters in full.

+ Attain and report a minimum of one hundred and twenty
(120) CPE hours for a three-year reporting period.

* Respond and submit required documentation of CPE activities
if selected for the annual audit.

*  Comply with ISACA’s Code of Professional Ethics.

+ Abide by ISACA’s I'T auditing standards.”

" https://www.isaca.org/Certification/CISA-Certified-Information-Systems-Audi
tor/Pages/Maintain-Your-CISA.aspx
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DomaIN 1 — THE
PrRoCEss oF AUDITING
INFORMATION SYSTEMS

This chapter covers the processes involved in the auditing of
Information Systems and the areas covered within the CISA exami-
nation. As has been noted, this domain currently approximates 21% of
the examination, that is some 32 questions. Five task statements and
11 knowledge statements are included within this domain.

By the end of this chapter, readers will be able to:

* Demonstrate a knowledge of ISACA I'T Audit and Assurance
Standards, Guidelines and Tools and Techniques, Code of
Professional Ethics, and other applicable standards.

* Understand the concepts requiring a knowledge of fundamen-
tal business processes (e.g. purchasing, payroll, accounts pay-
able, accounts receivable) and the role of IS in these processes.

* Comprehend the control principles related to controls in
information systems.

* Explain the concepts of risk-based audit planning and audit
project management techniques, including follow-up.

* Explain the role of auditor understanding of the applicable
laws and regulations that affect the scope, evidence collection
and preservation, and frequency of audits.

* Describe the evidence collection techniques (e.g. observation,
inquiry, inspection, interview, data analysis, forensic investi-
gation techniques, computer-assisted audit.

The First Task

'The first task involves the execution of an appropriate IS audit risk-based

strategy in order to ensure that areas of primary risk are fully audited.
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Those risk areas would be the ones with the highest impact or exposure
to the organization. Such areas are typically to be found around mission-
critical activities of the organization. The IS auditor must always bear in
mind that not everything needs to be audited nor, indeed, can be audited
and therefore areas of higher interest must be prioritized. In achieving
this, the IS auditor must be cognizant of the audit strategies and stan-
dards in effect. From a CISA perspective, perhaps the best source is the
Professional Practices Framework for IS Audit and Assurance (ITAF)
which is downloadable from http://www.isaca.org. Although examination
questions are not directly drawn from I'TAF, nevertheless it covers all of
the standards and guidelines incorporated within the CISA examination.

The Second Task

The second task incorporated within this domain is that of formulat-
ing the audit plans for specific audits to determine whether information

systems are protected, controlled, and provide value to the organization.

'The plan incorporates the scope of the audit, i.e. what is included and
what is excluded from this particular audit with the selection of sys-
tems to be audited being derived from the audit risk evaluation. The
typical audit plan will include identification of system risks, internal
controls designed to mitigate against those risks including both gen-
eral controls, and the systems environment as well as systems-spe-
cific controls were designed to address risks within a given business
application area. Having identified the governing controls, the auditor
would typically identify those key controls which govern the majority
of the risk and design the appropriate tests in order to evaluate the
effectiveness and efficiency of these controls in mitigating the risk.
The first step in designing the audit program is to identify the source
of evidence which the auditor will rely on in the control evaluation.
Once the evidence has been located, the auditor can select the appro-
priate audit technique to obtain the evidence and, if necessary, select
the appropriate audit tool. The selection of such tools and techniques
should be in line with the Professional Standards which, as previ-
ously indicated, may be found on the ISACA website together with
guidelines, tools, and techniques for the assistance of the auditor in
implementing the plan.
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The Third Task

The third task involves the execution of the audit to ensure they are
conducted in accordance with IS audit standards to achieve planned

audit objectives.

If the audit program designed addresses the major significant risks
and the audit tests have been designed appropriately to obtain the
desired evidence, all the auditor needs to do is follow the audit
program, obtain the evidence, and evaluate the results. The evalu-
ation should result in a conclusion that control is being maintained
at an adequate level to mitigate the corporate risk or that it is not at
an adequate level and recommendations to improve control effec-
tiveness will be required. Such recommendations could involve
improving the effectiveness of existing controls or, where a gap
exists in the control structure, implementation of a new control
may be required.

The Fourth Tusk

Once the audit fieldwork has been completed and the results evaluated,
the fourth task involves the communication of the audit results and rec-
ommendations to key stakeholders and decision makers through meet-
ings and the production of audit reports to promote change to control

structures when necessary.

'The value the organization derives from an audit depends on the
effectiveness of the communication of the results of the audit.
Typically, this will involve a presentation to executive management
of the major risks, control objectives, control effectiveness, possible
weaknesses, and recommendations for improvements. This presen-
tation will normally be accompanied by the written audit report
which will contain an executive summary as well as detailed find-
ings and recommendations for implementation by middle manage-
ment, together with the degree of acceptance of the recommendations
and the timescale for implementation. The report should include (at
a minimum) the audit scope and objectives, a description of the audit
subject, a narrative of the audit work activity performed, conclusions,



